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04-27-2016-14:04:04 to 04-27-2016-15:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2996
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 865
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

177. 66. 108. 237 Brazil 147. 237.72. 166 aka.idf.il Frk_Under Attack Con Tcp drop 2

94. 102. 49. 116 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1

123. 59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf1 drop 1

153. 196. 93. 127 Japan 147.237.76. 42 refuah.idf.il ock Wdp Al _Nets drop 1

185. 103. 252. 201 Russi an Federation 147.237.76. 196 e.sviva.idf.il B ock_Udp All _Nets dr op 1

14. 29. 32. 135 Chi na 147.237.76. 39 nobile.neitav.idf.il |JLM Under Attack Con Tcp drop 1
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|Top Attackers In IPS|

At t acker At t acker .

ount ry get Address |Site dgnature
64.74.197.103 |wited Sates  [147.237.72. 167|i shuri maka. i df . i \137:;:313”'13 G\ Bash HITP Header Renote Code Bxecution B ock 1
93.190.69. 10  |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i \lg:e?;bm'; G\U Bash HTTP Header Renote Code Bxecution B ock 1




04-27-2016-14:04:04 to 04-27-2016-15:04:04

|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
79.178.106. 68 |[147.237.76.86 |[Israel navy. i df i ET SCAN NVAP -sA (2) 2
193. 201. 227. 84 [147.237.0.35 |lkrai ne akaws. i df . il ET SCAN Potential SSH Scan 1
193.36.35. 241 [147.237.0.15 :ZZ::;O” kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
122.3.199. 144 |147.237.76.38 |Phi i ppi nes o e mmitay. idf | ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
98. 119. 105. 221 (147.237.76.86 [lLhited Sates navy.idf.il ET SCAN NMAP -sS w ndow 4096 1
66. 240. 213. 93 |147.237.76.30 |Lhited Sates hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
52.90.202. 117 |[147.237.76.197 |ited Sates e. hinush.idf.il ET SCAN NMAP -sS w ndow 4096 1
52.90.202. 117 [147.237.76.197 |Lhited Sates e hinush.idf.il ET SCAN NVAP -f -sS 1
193. 201. 227. 84 |147.237.0.15 |kraine kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
163. 172. 140. 23 |147. 237. 77. 178 |Uni t ed Ki ngdom |e. natpash.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
109. 67. 109. 190 |147. 237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
64.74.197.103 |[147.237.72.167 [thited Sates  |ishurimakaidf.il |ET WEB_SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 1
52.90.202. 117 |[147.237.76.197 |ited Sates e. hinush.idf.il ET SCAN NMAP -sS w ndow 2048 1
203.86.29.220 |147.237.8.24 |China elifestyle.idf.il |ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

66.249. 78. 146 |Wited Sates |147.237.72. 166 |aka idf.il Strean ng Eng! ne: TQP Inval id finvalid segnent retransnissi on drop 60
Ret r ansmi ssi on Packet dr opped.
139. 162. 216. 112|Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 24
37.26. 148. 157 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
149.78.77.0 Uited Qates 147,237 72. 167 |ishurimaka ior 1 | S NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 16
Ret r ansni ssi on Packet dr opped.
192. 0. 83. 67 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 15
188. 244. 36. 217 :32::1”' on 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SWN drop 14
79.183. 119. 244 | srael 147. 237. 76. 200 |ei tan. aka. i f . i Streaning Engine: TCP Inval id finvalid segrent retramsmission. |, 12
Ret r ansni ssi on Packet dr opped.
79.181.26.18  |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dr opped.
198. 58. 99. 82 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
198. 58.103. 115 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
73.44.179. 61 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
37.26. 146. 138 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
40.77.167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46.19. 85. 15 I srael 147. 237.77. 226 V‘:"IW chamat z. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 9
66.249.64.190 |Wited Sates |147.237.72. 166 |aka idf.il Strean ng Eng! ne: TQP Inval id finvalid segnent retransnissi on drop 9
Ret r ansmi ssi on Packet dr opped.
40. 77. 167. 57 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 9
66.249. 93. 180  |Eur ope 147.237.72. 166 |aka.i df . i1 Streaning Engi ne: TCP Inval id |invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
128.242.249.10 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 9
207. 46. 13. 49 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
88. 254. 109. 108 |[Tur key 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 41 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
109. 253. 218.56 |Israel 147.237.77. 243 |mbi le.i o i1 Streamng Engi ne: TCP Inval id |imvalid segnent retransmission. | o 6
Ret r ansni ssi on Packet dr opped.
5.102. 213. 180 | srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.150.128.10 |[Israel 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 6
46.19. 85. 41 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
45, 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 6
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19. 85. 22 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
66.249.78.12  |Wited Sates |147.237.0.19 |nadimatal.idf.il Streaning Engi ne: TCP Invalid limvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
212.150. 128. 10 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
217.132.78.189 |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 15 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
66.87.142.238 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 5
2.53.34.28 | srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
37.26. 146. 227 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
192.99.232.7 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
69.115.172.23 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
197. 45.132. 217 |Egypt 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 4
212.199.108.62 |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 202 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert
185.3.147.159 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 61 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 91
37.26.148.148 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 57
80.178.2.8 I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 41
37.26.148.220 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
37.26.148.244 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 15
185. 32. 179. 223 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 14
37.26.148.196 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
84.108. 129. 210 |[lIsrael 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 84.108. 129. 210 B ock 12
37.26.148.172 |[israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 8
193. 43. 246. 250 |Israel 147.237.77.216 |dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 4
84.108. 52. 34 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
193. 43. 245. 250 |Israel 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
79.177.242.23  |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
2.53.33.95 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
5. 28. 167. 155 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
. . Lhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
157.55. 2. 181 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
66.249. 64.233 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/anan/ B ock 1
. wwv. chanat z. aka. i df .
169. 229.3.91 Lhited Sates |147.237.77.226 i Mil tiple Abnormal |y Long Request from 169. 229. 3. 91 Bl ock 1
94.199. 151. 22 LK*i"rfgegom 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
74.82.47.2 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
185. 32. 179. 223 |Israel 147.237.0.19 |[madi matal .idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
62.0.114. 185 I srael 147.237.76.86 |navy.idf.il Gooki e Tanpering on cookie __ atrfs: Expected ab/ None 1
169. 229. 3. 91 Lhited Sates |147.237.72.167|i shuri maka.idf.il Mitiple Illegal Byte (de Character in Mthod from169. 229. 3. 91 [B ock 1
. . Unaut hori zed URL Access to
84.108.129. 210 |[lIsrael 147.237.76.31 |nakchal .idf.il Wi nakhal i df i |/t enpl at es/ news/ nobi | e Bl ock 1
66.249. 64.235 |lsrael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
. wwy. chanat z. aka. i df _ .
169. 229.3.91 Lhited Sates |147.237.77.226 | Mitiple Illegal Byte Gode Character in Method from 169. 229. 3. 91 |B ock 1
105. 109. 78. 254 |Ageria 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
" ; ; Unaut hori zed URL Access to
188. 120. 148.50 |l srael 147.237.0.19 |[madi matal .idf.il neci matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx Bl ock 1
. . D stributed Unhaut hori zed LRL Access on
66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
169.229. 3. 91 Lhited Sates [147.237.76.42 |refuah.idf.il Abnorrmal |y Long Request net hod B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 121  [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 3481 | pg Bl ock 1
199.30.24.179 |Uited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
. ww. chanat z. aka. i df .
169. 229.3.91 Lhited Sates |147.237.77.226 | Mul ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
109. 253. 218.56 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock
79.178.93.153 [Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to ww | aw i df.il/589- he/ pat zar . aspx= |B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
188. 120. 148. 155| srael 147.237.72. 166 |aka. i df . i | v aka. i df . |/ nai v Sachar / mai | box. aspx None 1
66.249.64.230 |lsrael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.42 [refuah.idf.il Illegal Byte Qde Character in Mthod B ock 1
. . Unaut hori zed Met hod PCST for
89. 138. 215. 245 |lIsrael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai v sachar / f ad, aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 6/ 3426. | pg Bl ock 1
Korea, Republic . - . . o
203. 133.169. 231 of 147.237.77.216|dover . i df .i | D stributed Waut horized URL Access on ww idf.il/error.htm Bl ock 1
182.57.251.16 |India 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df . i|/1038-en/ dover. aspx/ Bl ock 1
157. 55. 2. 129 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
192. 116. 165. 226 I srael 147.237.72. 166 |aka. i df . i | Distributed thaut horized UL Access on B ock 1
wwn aka. i df . i |/ nmai n/ sachar/ undef i ned
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
) wwv. chamat z. aka. i df ) )
169. 229.3.91 Lhited Sates |147.237.77.226 i DOstributed I11egal Byte Gode Character in LRL Bl ock 1
93.172.136.76 |lIsrael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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