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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11024
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1841
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
31.168. 225. 146 I srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 3
84.108. 216. 83 I srael 147. 237. 72. 166 aka.idf.il Bl ock Udp All Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- S owl ori s-DO5-Var1l  |dest-reset 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

89. 46. 102. 242 Romani a 147.237.76. 177 ncore.idf.il Bock Np All _Net dr op 1

5. 102. 222. 157 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1

89. 46. 102. 242 Rormani a 147.237.76. 31 nakchal .i df i Block Np All Nt drop 1

89. 46. 102. 242 Rormani a 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 1

89. 46. 102. 242 Rormani a 147.237. 76. 38 eeneitav.idf.il B ock Np Al _Net drop 1

89. 46. 102. 242 Rormani a 147.237.76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1

176. 106. 46. 74 Pal estinian Territory, Gccupied |147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1

89. 46. 102. 242 Romani a 147.237.76. 148 ggcenter.aka.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount
103. 21. 58. 191 India 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
94. 245. 88. 135 Uni ted Ki ngdom 147.237.77.74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
103.21.58.191 |147.237.72.166|India aka.idf.il SQ Injection - Select From 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
94.245.88.135 |147.237.77. 74 E?irf;gom lawidf.il QA Injection - Select From 4
66.249. 81.218  |147.237. 77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 2
106. 186. 113. 132|147. 237. 77. 235 |Japan svivaidf.il SERVER APACHE Apache ned_ssl non-SSL connection to S8 port |,
deni al of service attenpt
66. 249. 66. 17 147.237.77.226|hited Sates |ww chanatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
89.248. 167. 131 |[147.237. 76. 148 |Net her | ands gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
200. 195. 135. 82 |147.237. 77. 226 |Rrazi waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 4096 1
89.248.167. 131 |147.237.76.30 [Netherlands hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.167. 131 |[147.237.8.14 |[Netherlands e.orchot.idf.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 |147.237. 77. 243 E?i;;gom nobi | e.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
89.248.167. 131 [147.237.0.15 |[Netherlands kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 |147. 237. 76. 147 E?ir:;gom chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
63.221.141.195 |147.237.72.217 |Whited Sates |e.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 77. 243 |Net her| ands nobi | e.idf.il ET SCAN Potential SSH Scan 1
13.92.245. 177 |147.237.76.31 [Lited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
89.248. 167. 131 |[147.237. 77. 121 |Net her| ands e.navy.idf.il ET SCAN Potential SSH Scan 1
13.92.245. 177 |147.237.76.31 |Uited Sates |[nakchal .idf.il ET SCAN NVAP -f -sS 1
89.248.167. 131 |147.237. 76. 176 [Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
2.53.157. 158 147.237.77. 216 |I srael dover . idf il portscan: TCP Distributed Portscan 1
89.248. 167. 131 |[147.237.76.38 |[Netherlands eenetav.idf .il ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237.8.46 [Netherlands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 (147.237.8.28 |thited Sates |e nohile-ks.idf.il ET SCAN NVAP -sS wi ndow 4096 1
89.248.167. 131 |[147.237.0.34 |[Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 |147.237. 77. 235 E?i;;gom sviva.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
80. 82. 78. 38 147.237.76. 31 |Netherl ands nakchal . i df . il ET SCAN NMAP -sS wi ndow 1024 1
58.218. 204. 211 |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 77. 205 |Net her | ands prishaidf.il ET SCAN Potential SSH Scan 1
13.92.245, 177 |147.237.76.31 |lhited Sates |[nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248. 167. 131 |147.237. 76. 198 [Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
5.102. 200. 38 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
reamn ine: TCP Invali i i ssi
66.249. 78.146 |United Sates  [147.237.72. 166 |aka.i df . il Stream g Engine P Invalid Inval i d segnent retransmssi on. drop 129
Ret r ansni ssi on Packet dr opped.
105.40.9. 31 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 66
reaming BEngine: TCP Invali i i SSi
84.228.0.236  |Israel 147.237.72. 166 |aka icr.i | SAMNg Engine: TP Invalid invalid segnent retransnission drop 45
Ret ransm ssi on Packet dr opped.
36. 70. 199. 50 | ndonesi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 38
38.111.147.83 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 31
reamn ine: TCP Invali i i ssi
176.13.7.174  |Israel 147, 237.72. 166 |aka i or 11 | €M NG Engi ne: TCP alid  |invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 215. 173|i srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.53.7.201 I'srael 147.237.77. 243 |moti e i o1 [ SAMNG Engine: TP Invalid invalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.
1.129.96. 141 Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
Sreanming Engine: TCP Invalid i i SSi
176.6.121.242  |Ger many 147. 237.76. 200 |ei tan. aka. i f . 9 =g nvalid segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
212.179. 155. 129|i srael 147. 237.76. 200 |ei tan. aka. i of .| 9 =g nval i d segnent retransmssi on. drop 16
Ret r ansn ssi on Packet dr opped.
80. 246. 130. 235 || srael 147.237.77.233|atal .idf.il  |Bad TOP sequence SN retransnit wih different monitor |15
W ndow scal e
40.77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
188.54.129.99 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
Sreaming Engine: TP Invalid i i ssi
109. 253. 211. 149)I srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
37.26.149.248 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
37.46.41. 199 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 12
50. 116. 30. 23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
46.121.84.185 |Israel 147.237.76.31 |nakehal .idf.i1 [Bad TCP sequence SWretransmt with different monitor  [11
w ndow scal e
s SYNretransmt wth different
46.121.84.185 |Israel 147.237.76.31 |nakchal .idf.il [Bad TCP sequence wi ndow scal alert 11
185.32.179. 106 |Israel 147.237.72. 166 |aka icf.il  [Bad TCP sequence SINHAK retransmt with different | onitor |10
w ndow scal e
Syrian Arab R .
46. 213. 149. 147 Republ i ¢ 147.237.77. 176 [matpash.idf .il [Bad TCP sequence Invalid ACK nunber alert 10
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
Sreaming Engine: TP Invalid i i ssi
109. 253. 196. 74 |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.64.190 |Wnited Sates  |147.237.72. 166 |aka.idf il 9 =g I nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
sl SYNHAK retransnit with different .
185. 32, 179. 217 |lIsrael 147.237.72. 166 |aka. i df .i Bad TCP sequence v ndow scal 6 noni t or 8
109. 65. 188. 224 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
149.78.109. 209 [nited Sates |147.237.76.86 [nawy.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
79.177.62.225 |lsrael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 7
79.177.62.225 | srael 147.237.77. 216 |dover.idf.il |Bad TOP sequence SINWAK retransmt with different Joooiior |7
W ndow scal e
Sreaming Engine: TP Invalid i i ssi
109. 253. 135. 21 |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.178.202.66 | srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TP Invalid i i ssi
46.19.85.177  |israel 147.237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop
176.13.7. 174 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 6
84.108. 14. 80 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i SSi
185.3.147.246 | srael 147.237.72. 166 |aka. i df . i 9 =g I nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TP Invalid i i ssi
66.249. 93. 180  |Eur ope 147.237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
79.180.22.142  |israel 147. 237. 72. 166 |aka. i o . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
40. 77. 167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
149.78.109. 209 |[Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
185. 32.179. 217 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
80.246.139.11 |[Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
79.177.103.72  |Israel 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
2.55.7.255 I srael 147.237.0.19 |nadi matal .idf.i|Distributed Suspicious Response Qode Bl ock 60
176.13.18.165 |[lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 21
2.53.137.182 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 13
85. 65. 62. 30 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 85. 65. 62. 30 Bl ock 5
87.70.108.179 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Lhauthori zed LR Access on mobil e.idf.il/nekudot/index [B ock 3
79.178.202.66 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 64. 119. 63 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
66. 102. 6. 131 Lhited Sates 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 3
66.249.81.218 |[Israel 147.237.77.216|dover.idf . il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 2
38.111.147.83 |[lhited Sates 147.237.77. 216 |dover. i df . i | Distributed Lhauthorized URL Access on waw idf.il/error.htm B ock 2
176.13.9. 117 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
66. 102. 6. 188 Lhited Sates 147.237.77.216|dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 2
66.249.81.212 |lIsrael 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 2
109. 253. 196. 74 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 2
66.102. 6. 191 Lhited Sates 147.237.77.216|dover.idf . il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 2
109. 253. 211. 149|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
79.178.20.166 | srael 147.237.77. 216 |dover. i df . i | mult dr;cfriil ﬁanﬁ (fcsﬁeei; O ortrdlsl generi o Bock |1
188. 225. 147. 164 _';Z'rfis:';;"”&cupi o [147- 237 77. 176 |mat pash. i df . i | m”é:;;t"zifj?'m‘t :ﬁp():le;tsest/(;]ener N B ock 1
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock
169. 229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from169. 229, 3. 91 B ock
106. 186. 113. 132Japan 147.237.77.235|sviva. i df . i | i‘&tfg;ﬁﬁ&%’?fﬁéfg Rrotocol violation None 1
5.29.193.128 | srael 147.237.72. 166 |aka. i df . i | m”;’k":iﬁr_?rl‘ftn;r nf;;fﬁxt;aggffgzf\’:;gfcphsa‘:har$°t' 59in None 1
82.80. 134. 76 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
169. 229. 3. 91 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | |Mal formed URL B ock 1
46.121.84.185 | srael 147.237.76.31 |nakchal .idf.il ﬂi_ngg.r;éegl/ﬁ_pfgf;sjgé/ofi | o5/ 8 1668, doc Bock |1
149. 50. 31. 55 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte de Character in URL B ock 1
207.46.13.108 |Whited Sates 147.237.77. 170 |maar achot . i df . i | |Whaut hori zed UR. Access to naarachot.idf.il/pdf/files/5/ 112435, pdf). |B ock 1
66.249. 64,186 I srael 147.237.77.74 |law i df .i| mﬂt:ﬁi'dﬁ?mﬁmgg;efsh;? T ocent eri ter Bock |1
169. 229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
Uhknown Paraneter catld in
84.228.41.192 |Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi co |None 1
n.gif
L,hgknovm HTTP Request Met hod
169. 229. 3. 91 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | |™ «[[#11]][[#20]] [[#25]]1[[#18]] 7R CPT¥wal [ [#19]] Zm K[ [#17]]* , # |B ock 1
0120[ [ #14] ] AY"VB5> Al j 6] [#17] ]z in LR
68.180. 229. 241 United Sates 147. 237.77. 176 |nat pash. i df . i | margf);jt pe M /oiigfﬁez‘ggg?fnaiszx Hock |1
169. 229. 3. 91 Lhited Sates 147.237.0.34 |tikshuv.idf.il [Illegal Bgte Qde Character in Mthod B ock
105. 40. 9. 31 Egypt 147.237.77.216|dover . i df .i | Paraneter Type M ol ation SearchText in wawidf.il/1065-en/ dover. aspx |B ock
79.178.224. 74  |lsrael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None
212.199. 154. 194|i srael 147.237.77. 216 |dover . i df . i | mult (?fo.rillzl?(::m;?;/ fﬁglssscrtocil panebot tom i Bock |1
169. 229. 3. 91 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | |Aonormal |y Long Request et hod Bl ock 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
109. 253. 135. 21 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
38.111.147.83 |lhited Sates 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to ww idf.il/894-he B ock 1
68.180.231.43 [Lhited Sates 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin waw i df.il/1779-he/ dover. aspx |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Ml tiple Abnornal |y Long Request from 169.229. 3. 91 B ock 1
Paraneter Type Mol ation
105. 40. 9. 31 Egypt 147.237.77. 216 |dover . i df . i | ct1 00$Cont ent Pl aceHol der 1$ucArti cl eLobbyQont r ol $t xt Search in B ock 1
waw i df . i | /1283-en/ dover . aspx
80. 246. 130. 235 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.200|eitan. aka. i df . i | [Illega Byte Gode Character in Header Nane B ock 1
46.19. 86. 96 I srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex Bl ock 1
85. 65. 62. 30 I srael 147.237.0.34 |tikshuv.idf.il m“tt ihgr'“fj di éﬁ I/;‘iceispslattzsl hoepage! mobi | ¢ Bock |1
79.177.18.143 | srael 147.237.72. 166 |aka. i df . i | m”;("‘;iﬁr_?ﬁ‘ftng nf;;g?xtgangicgzf\’:isgfcphsamar$°t' S7.in None 1
169. 229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 Bl ock 1
106. 186. 113. 132|Japan 147.237.77. 235 |svi va. i df . i | Mil tiple Untraceabl e SS. Sessi ons from 106. 186. 113. 132 ( Prot ocol None 1

violation (SSL GONN CLI ENT HELLO)
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