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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 278
89. 46. 102. 242 Ronani a 147.237. 76. 202 e halag.idf.il B ock Np Al Net dr op 1
89. 46. 102. 242 Ronmani a 147.237.76. 42 refuah.idf.il Bock Np Al Net drop 1
89. 46. 102. 242 Ronmani a 147.237.76. 197 e. hinush.idf.il Bock Np Al _Net drop 1
89. 46. 102. 242 Rormani a 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
89. 46. 102. 242 Rormani a 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
89. 46. 102. 242 Romani a 147.237.76. 200 eitan. aka.idf.il B ock Np Al Net dr op 1
89. 46. 102. 242 Ronmani a 147.237.76. 34 yohal an.i df.il Bock Np Al Net drop 1
89. 46. 102. 242 Ronani a 147.237.76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 1
89. 46. 102. 242 Ronani a 147.237. 76. 201 e atal.idf.il B ock Np Al Net drop 1
89. 46. 102. 242 Rormani a 147.237.76. 39 nobi le.neitav.idf.il |Bock Np All _Net drop 1
89. 46. 102. 242 Rormani a 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249.93.219  [147.237.77. 170 |Eur ope naar achot . i df . i | ET SCAN NVAP -sA (2) 2
163. 172. 140. 23 [147.237.77. 227 E?ir:;gom e. hanaz. i of . i | ET SCAN NVAP -sS w ndow 1024 1
122.3,183.183 |147.237.0.33 |Fhilippines il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85.64.251. 177  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.77. 234 |Netherl ands  [hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.149.248.13 |147.237.77.74 |Fance lawidf.il ET SCAN NVAP -sS w ndow 3072 1
220.231. 195. 122|147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
46. 19. 86. 66 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.174. 150 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
5.102.240.236  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.77. 227 |United Sates e hanaz.idf.il ET DRCP DBshiel d B ock Listed Source 1
185. 120. 126. 24 |147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
163. 172. 140. 23 [147.237.77.226 E?ir:;gom waw chanat z. aka. i df .i | [ET SCAN NMAP -sS wi ndow 1024 1
106. 184. 2. 29 147.237.77.19 [Japan | awforumidf.il ET SCAN Potential SSH Scan 1
84.108.27.234 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.8.14 |Netherlands  [e orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
220. 231. 195. 122|147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.46.39. 131 147, 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
199. 203. 61. 112 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.102.195.251  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Devi ce

Target Address ‘ Ste

‘Signature

Action
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Sreaning Engine: TCP Invalid i i SSi

62.90.163.169 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. g 186
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

2.53.7.201 I srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. g 63
Ret r ansmi ssi on Packet dr opped.

208.115.125.36 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 62
Sreanmng Engine: TGP Invalid i i ssi

66.249.78.146 |United Sates 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 54
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi

77.127.94.7 I'srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. g 51
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TGP Invalid i i ssi

31.168.208.38 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 36
Ret r ansni ssi on Packet dr opped.

37.26. 146. 233 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 29

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19

141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16

207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 15

208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14

139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12

reaming BEngine: TCP Invali i i SSi

31.154. 251. 229 |Israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP alid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

84.228.0.236  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

162. 243. 125. 185|lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
Sreaning Engine: TGP Invalid ' i ssi

46.19. 86. 66 I'srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12

87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10

46.213. 149. 147 |Syrian Arab Republic |147.237.77.176 |matpash.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 10

78.93.77. 132 Saudi Arabia 147.237.77. 176 |natpash.idf.i1 |SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 10

198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10

46. 19. 86. 91 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9

40. 77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9

reamn ine: TCP Invali i i Ssi

109. 253.157.1 |Israel 147, 237.72. 166 |aka i or i1 | €M NG Engi ne: TP alid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8

78.93.77.132 Saudi Arabia 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout aert 8

] . . . SYNtAXK retransmt with .

78.93.77. 132 Saudi Arabi a 147.237.77. 176 [matpash.idf .i| |Bad TCP sequence di fferent wi ndow scal e noni t or 8

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7

86.104. 164, 120 | 2 EStinian Territory. |, 47 o357 77, 216 |dover.icf.il  |dr op First packet isn't SWN drop 7

Cceupi ed

212.179. 214. 113|l srael 147.237.72. 156 |anan.idf.il  |Bad TCP sequence Inval i d ACK nunber alert 7

212.179. 214. 113l srael 147.237. 72. 156 [anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7

46.19. 85. 173 I srael 147.237.76.42 |refush.idf.il |Bad TCP sequence Invalid AGK nunber aert 6
Sreanming Engine: TQP Invalid i i ssi

109. 160. 206. 146 || srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreanmng Engine: TGP Invalid i i ssi

109. 253. 196. 146 I sr ael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 173 | srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TGP Invalid ' i ssi

109. 253. 130. 43 |1 srael 147. 237. 77. 243 |obi l e. i . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

5.102. 254. 115 |Israel 147.237.77. 243 |nobil e. i df . 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.

46.19. 85. 173 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi

66.249. 64.190 |Whited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.

62. 0. 16. 54 I srael 147.237.77.233|ata .idf.il |Bad TCP sequence Invalid ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi

185.24.207. 41 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi

109. 65. 166. 110 |I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.

46.19. 85. 173 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

40. 77. 167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6

62. 0. 16. 54 I srael 147.237.77.233|ata .idf.il |Bad TCP sequence Invalid ACK nunber moni tor |6

97.74.24. 189 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi

79.180.3.211  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

130.192.232.23 |italy 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6

37.26.147.159 |[Israel 147.237.77.233|atal .idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.18.165 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 201
2.55.7. 255 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 52
109. 65. 208. 210 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
89. 238.188. 119 E?i;;gom 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized URL Access from 89.238. 188. 119 Bl ock 5
31.210.179. 160 |[Israel 147.237.0.34 |tikshuv.idf.il |Miltiple Unauthorized URL Access from 31.210.179. 160 B ock 5
80.246.133.64 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/error.htm B ock 4
46. 19. 85. 37 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 120. 150. 240 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.168 |Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed UR. Access from 37.26.146. 168 Bl ock 2
66.249. 64.233 |lIsrael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to www idf.il/atal 1/izkor/vi ew i ng. asp B ock 2
109. 253. 218. 133]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
213.57. 40. 25 I srael 147.237.77.243|mobi | e. i df . i | Paranet er Type M ol ation Password in nobile.idf.il/sachar/login B ock 1
66. 249. 78. 97 I 'srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.234|hal ag. i df .i | Abnormal |y Long Request request version B ock 1
130. 185. 155. 10 |Sweden 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-Iogin. php Bl ock 1
2.53.23.19 I srael 147.237.76.42 |refuah.idf.il ?4? ;;?}’;gﬂ;h:tu;lhgsiﬁ;deﬁe :ectcissss on Bl ock 1
84.94.235.0 I srael 147.237.72. 166 [aka. i df . i | mmm:un;(mg. iﬁr.?rr‘/atn: n;jglcl/t(js/l:w n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. gi f None !
46.120. 233. 241 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
169. 229. 3. 91 Uhited Sates |147.237.77.74 [lawidf.il Ml tiple Mal formed URL from 169. 229. 3. 91 B ock 1
Unknown Par anet er
31.168.208.38 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $Logi nCont r ol $capt cha$capt chaTex |None 1
t inwwaka idf.il/nain/giyus/default.aspx
109. 253. 130. 43 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
68.180.231. 43 |[lhited Sates |147.237.77.216|dover.idf .il Mil ti pl e Unaut hori zed URL Access from 68. 180. 231. 43 B ock 1
37.26.146.168 |[Israel 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/tenpl at es/ honepage/ nobile  |Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag. i df .i | Il1legal Byte Qode Character in Mthod ~}[[#6]] B ock 1
157. 55. 39. 13 Wited Sates |147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
2.53.180. 253 I srael 147.237.76.86 [navy.idf.il Unaut hori zed LRL Access to wwu navy. i df.il/tenpl at es/ general / nobi | e Bl ock 1
188.247.79.72 |Jordan 147.237.77. 216 (dover. i df .i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
66. 249. 64. 229 | srael 147.287.77. 176 |nat pash. idf.il muigg:t .Ziegf .uinL/ ﬁ‘s:gfejlsi Lfoor nat i on/ i dkoni ni pages/ 150302011yezu. aspx Bl ock !
169. 229. 3. 91 Uited Sates |147.237.77.74 [lawidf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
109. 253. 196. 146 |1 srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
79.179.169. 195 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
40.77.167.8 Lhited States |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . il/capt cha. ashx Bl ock 1
169.229.3.91  [United Sates [147.237.77. 234|hal ag. i df . i | L 'éggll_?]iggffn%fgcﬁlﬂﬁ [[v26( [ 1]#21]] 4w ¥ kq'xdch 28> Bock |1
169. 229. 3. 91 Uited Sates |147.237.77.74 [lawidf.il Ml tiple Abnormal Iy Long Request from 169.229. 3. 91 Bl ock 1
106. 186. 113. 132Japan 147.237.76.42 |refuah.idf.il géﬂf&gﬁéﬁﬁfﬁlﬁ;ﬁsg ons from106. 186. 113. 132 (Frotocol violation |\, o 1
208. 115. 125. 36 |Wited Sates [147.237.77. 216 |dover.idf . i Uhaut hori zed URL Access to waw i df . il/shared/ usercontrol s/ headerupper/ |Bl ock 1
31.210.179. 160 |Israel 147.237.0.34 |tikshuv.idf.il m”ttlhlfsrt:uzve? dfuj‘l ffgﬁ;satteosl oprol escat egor i opr ol 656 630rY. 45X Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.233|atal .idf.il Mitiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock 1
169.229.3.91  |Uiited Sates [147.237.77. 234 |hal ag. i df . i | zﬁg&f_‘gﬁzgﬁ[ﬂeu’”#21”4%‘””: kqadd [[{Z83#12] ) Uf s Bock |1
169. 229. 3. 91 Lhited Sates [147.237.77.74 |lawidf.il Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 B ock 1
5.29. 179. 244 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock
109. 65. 132. 63 |l srael 147.237.77. 243|nobi | e. i df . i | Easstsrvi\obr%ed Paraneter Type Mol ation on mobile.idf.il/sachar/login paraneter | 1
212.143.152.28 |[Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
66.249. 66. 125 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ files/0/2970.jpg |B ock 1
37.26.146. 144 |lsrael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wwu navy. idf.il/tenpl at es/ cont act us/ nobi | e B ock 1
169. 229. 3. 91 Wited Sates |147.237.77.233|atal .idf.il NULL Character in Method B ock 1
130. 185. 155. 10 |Sweden 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt Bl ock 1
82. 80. 48. 138 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undef i ned B ock 1
169.229.3.91  |[Lhited Sates |147.237.77.234|hal ag. i df . il ?tgsﬁd,ﬂ){%ﬁfz ] [’;f ;:[O [d n;}zgf ”?]]]d.! ciE;@LRL 2Ll 1] H2i]) aieer Bl ock 1
169. 229. 3. 91 Uited Sates |147.237.77.74 [lawidf.il Mitiple Illegal Byte Qode Character in URL from169. 229, 3. 91 Bl ock 1
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