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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11560
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5019
0.0.0.0 147.237.77.216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 2048
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 7

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 3
94.102. 49. 116 Net her | ands 147.237. 76. 200 eitan. aka.idf.i|B ock Np Al _Net drop 1

66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
77.125. 74. 68 | srael 147.237.77.216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

‘Ste

Signature

Gountry
66.249. 64.190 |147.237.72.166 |Lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
195. 34.150. 18  |147.237. 77. 216 |Austria dover . idf.il Tehila - Perl LW with fake user agent 2
66. 249. 66. 12 147.237.77.170|Wnited Sates [mmarachot.idf.il ET SCAN NVAP -sA (2) 2
24. 85. 73. 204 147. 237. 76. 176 |Canada test.ncore.idf.il ET SCAN Potential SSH Scan 1
24.85. 73. 204 147.237.76.86 |Canada navy.idf.il ET SCAN Potential SSH Scan 1
212.179. 61. 123 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
24.85. 73. 204 147.237.76. 31 |Canada nakchal . i df.il ET SCAN Potential SSH Scan 1
162.244.10. 174 |147.237.8.46 |Lhited Sates [e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 4096 1
13. 82. 25. 17 147.237.76. 176 |Wnited Sates |test.ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
106. 186. 113. 132(147. 237. 76. 42 |Japan refuah.idf.il SER\/ER APAO_E_ Apache med_ss| non-SS. connection to SSL port 1
deni al of service attenpt
5.29. 240. 113 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
36.72.228.72 147. 237.76. 42 |Indonesi a refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
31. 220. 64. 37 147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
24. 85. 73. 204 147. 237. 76. 200 |Canada eitan aka. idf.il ET SCAN Potential SSH Scan 1
24. 85. 73. 204 147. 237. 76. 148 |Canada ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
24.85. 73. 204 147.237.76. 39 |Canada nobi | e. nei tav. idf.il ET SCAN Potential SSH Scan 1
24. 85. 73. 204 147.237.76.30 |Canada hi nush. i df . i | ET SCAN Potential SSH Scan 1
192 116.97 59 147 237 0.34  |7ai van Cikshuv.idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
13.82.25. 17 147.237.76. 176 |Lhited Sates [test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.169. 126 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
37.26.149.253 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
36.72.228. 72 147.237.76. 42 |Indonesi a refuah.idf.il ET SCAN NVAP -f -sS 1
31. 220. 64. 37 147.237.0.15 |Whited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Acti on ‘Count
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 153
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |United Sates 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 81
Ret r ansni ssi on Packet dropped.
67.82.170.136 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
197.45.132. 217 |Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SWN drop 29
Sreamng Engine: TCP Invalid i i ssi
176.13.0.91 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. |, 27
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
66.249. 64.190 |United Sates 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 27
Ret r ansni ssi on Packet dropped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
Sreaning Engine: TCP Invalid i i ssi
212.179. 155. 129 |1 srael 147. 237. 76. 200 |ei tan. aka. i df .1 9 =g Invalid segnent retransmssion. |, 22
Ret ransni ssi on Packet dropped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 16
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
172.56.16. 4 Lhited Sates 147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 12
198.58.102.49 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
37.26.148.216 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
198.58.103. 102 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
50.116.28.209 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
87.203.102. 200 |G eece 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
188. 161. 150. 10 glcisgi':('ja” Territoryl147. 237, 77. 216 dover.idf. il |drop Frst packet isn't SWN drop 9
Sreamng Engine: TCP Invalid i i ssi
66.249. 66. 184 |Lhited Sates 147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
66.249. 66. 187 |United Sates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segment retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
95. 86.104. 175 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 7
46. 19. 85. 251 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 7
46. 19. 85. 251 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 7
169.253.194.1 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
37.26.149.201 | srael 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 64.19. 243 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segment retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.19.183 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.193  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
80. 178. 126. 230 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 40 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 86. 200 | srael 147.237.0.34 |[tikshuv.idf.il |drop Frst packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi
82.166.2.220  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
176.13.21. 19 I srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 6
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
2.53.170.216  |israel 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. | o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.3.147.119  |Israel 147. 237.72. 166 |aka. i df .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
52.2.127.11 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
40.77.167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
212.179. 210. 157|l srael 147.237.77. 176 |natpash.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor |5
83. 244. 98. 100 g";'cisgi'géa” Termitory.y 47 237.77. 216 |dover.icf.il  |drop First packet ismt SWN drop 5
83. 244, 113. 114 (F;ajcis;i';'ja” Territoryl147. 237. 7. 216 [dover. i1 |drop First packet ismt SN drop 5
188. 161. 150. 10 g";'cisgi'géa” Termitory.y 47 237.77. 176 |natpash.icf.il  |dr op First packet ismt SWN drop 5
149. 50. 39. 42 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
176.13.21.19 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 55
37.26.149.189 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode B ock 22
37.26.147.254 |[israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 21
192.118.10.10 |Israel 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed URL Access from 192.118. 10. 10 B ock 16
37.26.147.158 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 11
109. 64. 172. 175 |l srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 6
31.181.83.53 Russi an Federation |147.237.72.166(aka. i df.i| PHP At t enpt B ock 6
91.135. 102. 167 |Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 5
31.181. 83. 53 Russi an Federation [147.237.72.166|aka.idf.il Mil tipl e Unaut horized URL Access from 31.181.83.53 B ock 5
5. 29. 53, 47 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁb.aff ?;T{??s!cﬂaiic%gnz%isﬁzmrd in Bock |5
91.135.102. 167 |[Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/sip storage/files/7/  |B ock 3
178.137.93.24 |Wkraine 147.237.77.74 [lawidf.il Mil tipl e Unauthori zed URL Access from 178. 137. 93. 24 B ock 3
37.26.148.243 |lIsrael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
66. 249. 64. 233 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwidf.il/error.htm B ock 3
91.135.102. 167 |[Israel 147.237.77. 170 [maar achot . i df . i | Mil tipl e Unaut hori zed LRL Access from 91. 135. 102. 167 B ock 2
2.53.170. 216 I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
131. 253.25. 201 |thited Sates 147.237.77.216|dover. i df .il Distributed Lhaut hori zed URL Access on wawn i df.il/error. htm B ock 2
85.132.77.12 Azerbai j an 147.237.77.216|dover . i df . i D stributed Unaut hori zed HITP Met hod B ock 2
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 2
109. 253. 129. 122|I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
102.118.10.10 [israel 147.237.77. 216 |dover . i df . i | chaut gfr: ff?nau;sfjcﬁszstot onback. png Bock |1
109. 64. 19. 243 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
84.100. 102. 224 I srael 147.237.77.233|atal . i df .i | o rz';;”t?e?d ggftﬁg;‘fgj i A;ggis on Bock |1
5. 39. 222. 159 Net her | ands 147. 237. 76. 39 Im)bl le.nei tav. i df. Uhaut hori zed URL Access to 147.237.76. 39/ B ock 1
169.229.3.91  [Lhited Sates 147.237.77. 176 |mat pash. i df . i | Mil tiple NALL Character in Mthod from169.229. 3. 91 B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
Ill1egal Byte Qde Character in Mthod
169.229. 3. 91 Lhited Sates 147.237.76.30 |hinush.idf.il °[[#8]]T,,[[_#29]]”[[#19]]A>E,Lj+[[#17]]{[[#5]][[#31]]£1/B-lVF()d¥- Bl ock 1
qoy[[#17]]1U
121.96.29. 250  |Phili ppines 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/wp-1ogin. php B ock 1
46.19.85.179  |[Israel 147.237.76.31 |nakchal .idf . i e s ro07 0087 1850701000 R Bock |1
31.181.83.53 Russi an Federation [147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to waw aka.idf.il/main/giyus/index. php |B ock
178.137.93.24 |Wkraine 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock
169. 229. 3. 91 Lhited Sates 147.237.77.19 |lawforumidf.il Illegal Byte Gode Character in LRL B ock 1
79.178. 214. 202 |israel 147.237.72. 166 |aka. i df . i | Iolulri?i/ i?'tagee%nz:a;;g;féoibgcﬁi/ fm’j W kapat 2/ /1 es#012 Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.19 |madimatal .idf.il |lllegal Byte (de Character in LR B ock 1
66. 249. 66. 45 | sr ael 147.237.77. 234 |hal ag. idf.il vmultog?rsltlzsg ;tzl_f‘;?iﬁi tte?rpl at es/ shared/ user control s/traj ector/ B ock !
38.111.147.84 |wnited Sates 147.237.72. 156 |aman. i df . i | Mil tipl e Unaut hori zed URL Access from 38. 111. 147. 84 B ock 1
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.i df.i |l Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1
84.109. 102. 224 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock 1
5.153.233.130 |Sweden 147.237.77.216|dover.idf .il Distributed PHP Attenpt B ock 1
176.13.19. 183 |Israel 147.237.77.243|mobi l e. i df . i | Distributed Suspici ous Response Gode B ock 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | ﬂ?“;g?r;gegeﬁa fﬁfszcsh;:’/ - esour ces/ i mages/ i tes-head. g |P O 1
169. 229. 3. 91 Lhited Sates 147.237.76.30 |hinush.idf.il Illegal Byte Gode Character in LR B ock 1
66.249.64. 131 | sr ael 147.237.72. 166 aka. i df . i | ﬂ?ugggr ;ééfﬁ(ﬁwnaﬁ/c:ih;?/ resour ces/ i nages/ pni ot . j pg B ock !
188. 161. 150. 10 _';erfis:i)?;"”acupi o [147- 237.77. 176 | nat pash. i df . i | mwfgge;t _Tiygf_mlgzg_%”eff;;wg’gp;” Bock |1
2.53.186. 180 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237.76. 42/ styl e/ shared/ reset . css |B ock 1
NLLL Character in Method
169.229. 3. 91 Lhited Sates 147.237.77.19 |lawforumidf.il SXEg9. .0 [ [ #25] ] §&7u§7~én06[[#19]]a@ <[[#011[[#0]] EDbU =1 [[ [B ock 1
#2011 <~ [ [#2] ] eQBAQ] - AZ—_} ou€vdWAdi 2
80. 148.27.130  |Ger many 147.237.77. 176 |mat pash. i df . i | mué:go;i_?z?_ ,Lﬁ' sip,f_cs‘isofatgg/fi | es/ 6/ 4616. j pg B ock 1
66.249.66.121 [Israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unauthori zed URL Access from 66. 249. 66. 121 Bl ock 1
NLLL Character in Method
169.229. 3. 91 Lhited Sates 147.237.0.19 |nadimatal .idf.il |Re[[#26]]s, F7v'.s,: 3&@¥@S k2Z{—¢-~' ¢NE_4aé§AK"ﬂ'JR[[#16]] N|B ock 1
[[#21] ] LS [[#O]] [[#7]] A™.~1u[[#8]] 2¥4[#24] ] P
38.111.147.84 |Uhited Sates 147.237.72. 156 |anan. i df . i | thauthori zed LR Access to Bock |1

waw arman. i df . i |/ consol e/ cor e/ doc_ngr/ undef i ned
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