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04-27-2016-10:04:06 to 04-27-2016-11:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7002
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 5197

82. 145. 218. 138 Eur ope 147.237.76. 42 refuah.idf.il |Block Ip Véb In drop 30

81. 218. 65. 210 I srael 147.237.72. 166 aka.idf.il Block Udp Al Nets drop 3

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 2

207. 244. 76. 205 Lhited Sates 147. 237. 0. 200 . i df i | JLMPurple Gon Limt Htps drop 1

94.102. 49. 116 Net her | ands 147.237.76. 196 e.svivaidf.il [Bock Np Al _Net drop 1
31.148.219. 11 Net her | ands 147.237.76. 177 ncore.idf.il ock_Udp All _Nets drop 1




04-27-2016-10:04:06 to 04-27-2016-11:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

62. 210. 226. 9 France 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 1




04-27-2016-10:04:06 to 04-27-2016-11:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
151.11. 201. 3 147. 237. 76. 86 Italy navy. i df.il ET SCAN NVAP -sS wi ndow 2048 1
89. 248. 167. 131 147. 237. 72. 167 Net her | ands i shurimaka.idf.il ET SCAN Potential SSH Scan 1
87. 68. 39. 55 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
13.92.122. 143 147.237.77. 234 Lhited Sates hal ag.i df . il ET SCAN NVAP -sS wi ndow 2048 1
13. 92. 103. 193 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
185. 27. 105. 188 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
151.11. 201. 3 147. 237. 76. 86 Italy navy. i df.il ET SCAN NVAP -sS wi ndow 3072 1
151.11. 201. 3 147. 237. 76. 86 Italy navy.idf.il ET SCAN NVAP -f -sS 1
89. 248. 167. 131 147. 237.8.27 Net her | ands e.madimatal .idf.il ET SCAN Potential SSH Scan 1
84. 111. 20. 4 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
13.92.122. 143 147. 237.77. 234 Lhited Sates hal ag.i df.il ET SCAN NVAP -sS wi ndow 4096 1
13.92.122. 143 147.237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -f -sS 1
176. 228. 31. 163 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1




04-27-2016-10:04:06 to 04-27-2016-11:04:06

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 102
93. 158. 215. 174 |Netherl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 99
178. 162. 199. 93 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 89
91.228.167.38 [Jovakia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 81
36. 70. 199. 50 | ndonesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 49
135.245.192.4 |Rance 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 41
91.228.167.130 |Yovakia 147.237.77. 216 |dover.i df .i | dr op First packet isn't SN drop 41
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 38
S reaning Engi ne: TCP i i ssi
66.249.78.146 |lited Sates 147. 237.72. 166 |aka i df . i | mng tngine- 1 Invalid segnent retransmssion. | 36
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
89.139.161.3  |Israel 147. 237.77. 243 |mobi l e. i f . i mng tngine- 1 Invalid segnent retransmssion. | 21
Inval id Retransnm ssion Packet dropped.
91.228.167.109 |9 ovakia 147.237.77. 216 |dover.i df .i | dr op First packet isn't SN drop 21
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 18
S reamng Engi ne: TCP i i ssi
66.249. 66,184 |Lnited Qates 147.237.0.34  |tikshwv.idf.il mng Engine: 1 Invalid segnent retransmssion. | . 15
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
84.228.0.236  |Israel 147. 237.72. 166 |aka i df . i | mng Engine: 1 Invalid segnent retransmssion. | . 15
Inval i d Retransmi ssion Packet dr opped.
50.116.28.209 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
203.133. 169. 231 |Korea, Republic of [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
S reamng Engi ne: TCP i i ssi
82.81.25.216  |Israel 147.237.77. 243 |mubi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. | . 12
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
31.154.19.209 |Israel 147.237.77. 243 |nobil e. i of . mng Engine: 1 Invalid segnent retransmssion. | 10
Inval i d Retransmi ssi on Packet dr opped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
68.180. 231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
178.162. 199. 93 |Ger many 147.237.77. 216 |dover.i df .i | dr op drop 10
R SN retransnmit wth different .
87.70.112.245 |Israel 147.237.77. 234 |hal ag.idf i Bad TCP sequence wi ndow scal e nonitor |9
Pal esti ni an S -
212.14. 243. 230 Territory, Goeup ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 8
S reanming Engi ne: TCP i i ssi
84.109.129.12 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngihe. Invalid segnent retransmssion. | 8
Inval i d Retransmission Packet dropped.
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19.85.178  |israel 147.237.77. 226 "} chanatz.aka. 1df a4 TCP sequence Inval i d ACK number moni tor |7
40.77.167.57 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
S reamng Engi ne: TCP i i ssi
79.181.97.146 |Israel 147.237.72. 166 |aka i df .i mng Engine: 1 Invalid segnent retransmssion. | 6
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
185.120. 126. 79 |Israel 147. 237. 72. 166 |aka i df . i | mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval i d Retransmi ssion Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf . il drop First packet isn't SN drop 6
reamn ine: T i i ssi
84.109.37.168 |Israel 147, 237. 77. 243 |robi | e. i of . i | Streamng Engine: TCP Invalid segnent retransmssion. |q 6
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
66.249.66.50  |Uited Sates 147.237.0.34  |tikshuv.idf.il mng tngine- 1 Invalid segnent retransmssion. | 6
Inval id Retransnm ssion Packet dropped.
37.26.149.163 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 6
s SN retransnmit wth different .
176.13.5. 63 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e nonitor |6
S reaning Engi ne: TCP i i ssi
87.71. 50. 78 I'srael 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 6
Inval id Retransnm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
66.249. 66.190 |Lnited Qates 147.237.0.34  |tikshwv.idf.il mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dropped.
37.26. 146. 225 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
37.26. 146. 223 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.26.149.193 |Israel 147.237.72. 166 |aka. i df i drop First packet isn't SN drop 4
49. 15. 62. 58 I ndi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
40.77.167. 31 Lhited Sates 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 4
46. 19. 85. 43 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
192.0.117.242 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
62.219.192. 167 |[lIsrael 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod Bl ock 8
80.246.139.98 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
. - . Unaut hori zed URL Access to
213.57.141. 107 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1403 B ock 6
46.19. 85. 110 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 5
89. 139. 161. 3 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 4
31.154.19.209 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode Bl ock 4
37.26.147.158 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
82. 81. 25. 216 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 3
46. 19. 85. 37 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
178.137.90. 202 |lkrai ne 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df.il/1556-en/ B ock 3
37.26.149.189 [Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
46. 19. 85. 135 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
46. 19. 85. 255 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
176. 13. 10. 55 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
84.109.37.168 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode Bl ock 2
79.181.217.180 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
31.168.73.238 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
66. 249. 64. 190 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to vwwv aka. idf.il/sites/klali/null B ock 1
194. 114. 146. 227|I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wawidf.il/images/ 1. he/error.png  |B ock 1
. . Unaut hori zed URL Access to
37.142.68. 89 I srael 147.237.77.233|atal .idf.il v atal i df i1/t enpl at es/ general /nobi | e B ock 1
14. 215. 165. 4 Chi na 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to www i df.il/upl oad/ changedb. php B ock 1
. . Unhaut hori zed URL Access to
87.70.112.245 |lsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed bul | et 1. gi f Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
- . Unhaut hori zed URL Access to
66.249.66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8830- he/ r ef uah. aspx Bl ock 1
Korea, Republic . . . Uhknown Paraneter | in
203.133.169. 83 of 147.237.76.200 [ei tan. aka. i df . i WA ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
23. 81. 90. 154 Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 [Wited Sates (147.237.77.176 |nat pash. i df . il vaw cogat . i df . i 1/ 901- ar / cogat . asp Bl ock 1
37.26.147.165 |[lIsrael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
5. 29. 253. 24 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p. st or agel {1 | es/ 6/ 2796. | pg B ock 1
) - . Unhaut hori zed URL Access to
91.200.14.89  |lkraine 147.237.77. 176 [nat pash. i df . i | vanw cogat i df i | / 894- en nat pash. aspx/ t r ackback/ Bl ock 1
62.219.192. 167 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | awidf.il/sip storage/files/8 [B ock 1
. . URL is Above Root Directory
178.162. 199. 93 |Ger many 147.237.77. 216 [dover . i df . i | vwwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js Bl ock !
84.109.179.94 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx |B ock 1
m ny- kosher-kravi .id _
5.39.222. 159 Net her | ands 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
. . Unknown Paraneter docl in
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | v aka, i df i 1/ chi nuch/f agy def aul t . asp None 1
. . Unaut hori zed URL Access to
213.57.153.84 |Israel 147.237.76.42 |refuah.idf.il v ref ua. at al i df i1/t enpl at es/ asyst enf o nd nobi | e B ock 1
109. 64. 204. 104 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
80.179.114.11 [Israel 147.237.76.42 [refuah.idf.il voww ref ua. atal i df i 1/1250- hel ref uah. aspx - Bl ock 1
. - D stributed Lhaut hori zed URL Access on
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
. . Unaut hori zed URL Access to
185. 120. 126. 79 |l srael 147.237.72. 166 |aka. i df . i | o aka i o i1/ i sachar ] undefi ned B ock 1
37.142. 68. 89 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 37.142. 68. 89 B ock 1
14.215. 165. 4 Chi na 147.237.77. 216 |dover.idf .l PHP At t enpt Bl ock 1
85.64.155.24  |Israel 147.237.72. 166 |aka. i df . i | thknown Paraneter VI EVBTATEENCRYPTED in None 1
wwy aka. i df . i |/ mai n/ sachar/ nai | box. aspx
. . Unaut hori zed URL Access to
66.249.78.147 |l srael 147.237.76.86 [navy.idf.il navy. i df . 1/ gi yus/ f or und asp/ showf or m asp Bl ock 1
. . O stributed Uhaut hori zed URL Access on
46.19.85.244  |[Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
216.218.206. 68 |Lhited Sates |147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
31.168.202. 71 |israel 147. 237.72. 156 |anan. i df . i | thauit hori zed LRL Access to : . , Bl ock 1
wane aman. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png
176.13. 5. 63 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ at al . aspx |B ock 1
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