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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4850
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4016
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1053
82. 145, 218. 138 Eur ope 147.237.76. 42 refuah.idf.il Bl ock Ip Véb In drop 13
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - r eset 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 5
204. 42. 253. 2 Lhited Sates 147.237.76. 197 e. hinush.idf.il ock Wdp Al _Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |B ock Udp All Nets drop 1
128. 69. 180. 109 Russi an Federation 147.237. 76. 86 navy.idf.il JLM Under Attack Con Htp drop 1
172.251. 45. 17 Lhited Sates 147.237.76. 31 nakchal . i df .i | Bl ock Udp All Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Count |
37.205. 0. 49 Tur key 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 8
66. 96. 128. 60 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
193. 200. 80. 26 United Kingdom |147.237.77.233 |atal.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 4
93. 89. 19. 29 Tur key 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
194. 88. 154. 138 |Pol and 147.237.0. 34 tikshuv.idf.il|5670: HITP. SQ Injection (SBLECT) B ock 4
177.185. 194. 45 Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 4
202.124.109.87  [New Zeal and 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
23.91.70.121 Lhited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
193. 200. 80. 26 Lhited Ki ngdom 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variable Decl aration Evasion B ock 4
193. 200. 80. 26 United Kingdom |147.237.77.233 |atal.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country Ste \Signature

193. 200. 80. 26 147.237.77.233 |United K ngdom atal .idf.il SQ Injection - Select From 23
193. 200. 80. 26 147.237.77. 74 Uni ted Ki ngdom lawidf.il QA Injection - Select From 13
194. 88. 154. 138 147.237. 0. 34 Pol and tikshuv.idf.il S Injection - Select From 12
37.205. 0. 49 147.237.77.233  |Turkey atal .idf.il SQ Injection - Select From 10
66. 96. 128. 60 147.237.77.233 |lhited Sates atal.idf.il QA Injection - Select From 7
177.185. 194. 45 147.237.77. 74 Brazil lawidf.il S Injection - Select From 6
93. 89.19. 29 147.237.77. 74 Tur key lawidf.il QA Injection - Select From 6
62. 210. 226. 9 147.237.77.233  |France atal.idf.il QA Injection - Select From 6
23.91.70.121 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 6
202. 124. 109. 87 147.237.77. 74 New Zeal and lawidf.il SQ Injection - Select From 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
188.214.249. 152  |147.237.77.216 |Ronani a dover.idf.il Xenu Link Seuth User Agent 2
87.70. 17. 244 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
82.117. 208. 243 147. 237.76. 197 e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
80.82.78.38 147. 237.76. 34 Net her | ands yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 1
174. 37.194. 144 147.237.8.50 Lhited Sates e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.218. 204. 211 147.237.76.201 |China eaal.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 147. 237.76. 39 krai ne nobile.neitav.idf.il [ET DROP Spanhaus DRCP Listed Traffic | nbound 1
5. 141. 210. 203 147.237. 0. 200 Russi an Federation  |ru.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 167. 131 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.8.28 Net her | ands e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
84.94. 64. 172 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.177. 240. 78 147.237.72.166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
174. 37.194. 144 147.237.8.50 Lhited Sates e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
174.37.194. 144 147. 237. 8. 50 Lhited Sates e tikshuv.idf.il ET SCAN NVAP -f -sS 1
58.218. 204. 211 147.237.76.200 |China eitan aka idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 147. 237.76. 39 Wkrai ne nobi le.neitav.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
89. 248. 167. 131 147.237.76.202  [Netherl ands e.halag.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.76. 39 Net her | ands nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
|
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 102
203. 133. 169. 231 |Korea, Republic of 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 56
66.249.78.146 |United Sates 147. 237. 72. 166 |aka. i df .1 Streaming Engine: TCP Invalid |invalid segnent retransmssion. | 51
P
Ret r ansni ssi on Packet dr opped.
Pal estinian Territory, . . .
83. 244. 55. 90 Qccup ed Y:1147. 237.77. 176 nat pash. i df . i | drop First packet isn't SYN drop 42
196. 219. 34. 177 |Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 34
79.180.3.211  [Israel 147, 237. 76. 200 |ei tan akaicf.i1 || S ng Engi ne: TCP Invalid finvalid segnent retransmission. |, o 24
P
Ret r ansmi ssi on Packet dropped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
140. 132.9. 79 Tai wan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
168. 159. 160. 54 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
79.176.92. 29 I srael 147.237.72. 167 |i shurimaka.i df .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
199. 203. 152. 235|I srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 13
109. 173.59. 185 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
87.71.48.177  |israel 147.237.77. 243 |mati e i i1 || S NG Engine: TQP Invalid |invalid segnent retransmssion. | 12
p
Ret r ansni ssi on Packet dropped.
198.58.96.215 |lLhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 12
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198.58.103. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
5.9.17.118 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
93.80.217.121 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
79.179.19.192 | srael 147. 237.72. 166 |aka. i df .1 Streaming Engine: TCP Invalid |invalid segnent retransmssion. | 9
P
Ret ransmi ssi on Packet dropped.
98.232.163.119 |[Lhited Sates 147.237.0.34 |tikshw.idf.il |drop First packet isn't SWN drop
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
Pal estinian Territory, . s L
176. 106. 46. 74 Qccupi ed 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SYN drop 9
40.77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
) S reaning Engi ne: i i i ssi
66.249. 66. 187 |Uhited Sates 147.237.0.34  |tikshuv.idf.il 9 =g TCP Invalid inval i d segnent retransnissi on. drop 9
Ret ransm ssi on Packet dropped.
36. 70. 199. 50 I ndonesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
37.26.146. 224 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
208.81.64.248 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
82. 145, 218. 189 |Europe 147. 237. 77. 216 |dover..i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.46.39. 131 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
66.249. 93. 243  |Europe 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 7
S ream i ne: i i i ssi
66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka. i df . ng Engine: TQP Invalidinvalid segnent retransmssion. | o 6
P
Ret r ansmi ssi on Packet dr opped.
66.249.66.47  |Uited Sates 147.237.0.34 |tikshwv.ior. i1 | €aMNg Engine: TCP Invalid |invalid segnent retransnission | 6
Ret r ansmi ssi on Packet dropped.
52.70.130. 19 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
217.132.63.11 [Israel 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
209. 8. 157. 218 I srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id finvalid segnent retransmssion. | o 6
p
Ret r ansni ssi on Packet dropped.
40.77.167.3 Lhited Sates 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 6
217.132.63.11 [Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt W th moni tor |6
di fferent w ndow scal e
87. 70. 36. 94 I sr el 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid fimvalid segnent retransmssion. |, 6
P
Ret r ansmi ssi on Packet dr opped.
pp—— — - : —
66.249. 64.190 |Wnited Sates 147.237.72. 166 |aka. i df .i | Strean ng Engi ne TCP Invalid |inval i d segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
77.126.211. 245 |israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid fimvalid segnent retransmssion. |, 6
P
Ret ransmi ssi on Packet dr opped.
pp—— — - : —
66.249.66.44  |Uited Sates 147.237.0.34 |tikshov.ior. i1 |/ €aMNg Engine: TCP Invalid |invalid segnent retransnmission | 6
Ret r ansmi ssi on Packet dropped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
reamng Engi ne: i i i ssi
109. 253. 227. 151 srael 147.237.77. 243 |moi e i o i1 | SAM NG Engine: TP Invalid linvalid segrent retransnission. |, 6
P
Ret ransm ssi on Packet dropped.
79.176. 92. 29 | srael 147.237.72. 167 |ishurimaka.idf.i[SYN At t ack SYN -> SYN-ACK -> RST alert
5.22.135. 152 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
217.132.63.11 |[Israel 147. 237. 77. 216 |dover . i df . i SYN Attack SYN -> SYN-ACK -> Tineout |alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
176.13.5.57 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 169
77.125.72.95 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 56
109. 253. 138. 246|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 32
176.13.21.195 [l srael 147. 237.77. 243 |nobi | e. i df . i | ﬁblalng o T?’f’fs:cﬁ;f; ngngi‘é‘ﬁ:ﬁ%d in Bl ock 17
46.19. 85. 56 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46. 19. 86. 25 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
176.13.20. 149 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
87.71.48.177 I srael 147.237.77.243|nobi | e.i df . i | D stribut ed Suspi ci ous Response Code B ock 2
81.218. 135. 239 | srael 147.237.72. 166 |aka. i df . i | m”;’k":l?f“?ﬁ;;r nf;;g?:}c/t;ag?icE:l'\’:;;prhsaChar$°t'Og in None 1
46.19. 86. 181 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock
89.139.21.11 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css Bl ock
66.249. 66. 121 I srael 147.237.76.42 |refuah.idf.il ﬂ?f’;g;ri?éefz'?‘p fsctcoersasg;/?i | es/ 9 3250, pa Bl ock 1
5.39.222. 159 Netherlands  |147.237.0.19 [madi matal.idf.i[Uauthorized URL Access to 147.237.0. 19/ B ock 1
174.129.228. 67 |wnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
84.111. 244. 200 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/mai n/ sachar/ undef i ned B ock 1
54.86.175.219 |lhited Sates [147.237.77.74 (lawidf.il Unaut hori zed URL Access to www | aw i df . il/163- 6569- he/ pat zar. aspx.  |B ock 1
213.254.241.5 |France 147.237.72.166 |aka. i df . i | mngkmg iﬁr'?ﬁtn:. nftsggng}égfoﬁt:i?:h n None 1
66. 249. 78. 97 | sr ael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.idf .i | Ml tiple Unaut horized URL Access from31.154.19.5 Bl ock 1
176.13.3. 84 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 1
87.69.128. 95 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df . il/mai n/ sachar/f aq. aspx B ock 1
62. 90. 2. 30 I srael 147.237.72.166 |aka. i df . i | mmm:u”;’k": IZ?’?T?L:J’ n/i;gr?iclt;a?’?icEZﬂSprhsaCha' Sctl85 in None 1
2.55.55. 215 I srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
219. 74. 36. 56 S ngapor e 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wawidf.il/error.htm Bl ock 1
109. 253. 227. 1511 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hor i zed URL Access to waw aka. i df .il/doctor B ock 1

Uhknown Paraneter catld in
87.70.82.35 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast er / f avi con. g [None 1

i f
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df .| Ml tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock 1
5.29.234. 11 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter ei in v aka. idf.il/ None 1
123. 59. 59. 52 Chi na 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to www maf engwo. cn/ 894- he/ nakhal . aspx B ock 1
66. 249. 66. 50 I srael 147.237.0.34 [tikshuv.idf.il [Uauthorized LRL Access to tikshuv.idf.il/main/giyus/ general . aspx Bl ock 1
5.29.234.11 | srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter gfe rd in ww aka.idf.il/mai n/hone/ def aul t. aspx None 1
164.132.161.7 |italy 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mail/kapats B ock 1
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