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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2459
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1052
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
128. 69. 180. 109 Russi an Federation 147.237. 76. 86 navy.idf.il JLMPurple Gon Linmt Htp drop 3
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
185. 103. 252. 96 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il ock Wdp Al _Nets drop 1
128. 69. 180. 109 Russi an Federation 147.237.76. 86 navy.idf.il JLM Under _Attack_Con Htp dr op 1
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
94.102. 49. 116 Net her | ands 147. 237.76. 199 e. nakchal .idf.il Block Np Al Net drop 1
123. 59. 59. 52 Chi na 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
109. 253. 207. 188|147. 237. 77. 216 || srael dover.idf.il I NDI CATOR- SCAN nyscan 2
109. 253. 207. 188(147. 237. 77. 216 |I srael dover.idf.il GPL SCAN nyscan 2
183. 60. 48. 25 147.237.0.19 [China nadi matal .idf.il |[ET SCAN Potential SSH Scan 1
163. 172. 140. 23 |147. 237. 72. 166 LKJ?i;:gom aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147. 237. 76. 199 |Net her | ands e.nakchal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
63.221.141. 195 |(147.237.76.197 |Lited Sates e himush.idf.il ET SCAN Potential SSH Scan 1
46.166. 138. 157 |147.237. 77. 176 |Net her| ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
13. 82. 25. 17 147.237.76.39 |Whited Sates |mobile reitav.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76. 34 |[China yohal an.idf . il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 |147.237.72. 217 LK?i;gegom eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
114. 215. 150. 44 |147.237.8.24 |China elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147. 237. 76. 177 [Net her | ands ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.166. 190. 204 |147.237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
13.82. 25. 17 147.237.76.39 [Wited Sates |nobile neitav.idf.i|ET SCAN NMVAP -sS w ndow 4096 1
203.86.29.220 |147.237.76. 176 |Chi na test.ncore.idf.il |ET SCAN NVAP -sS w ndow 3072 1
187 22 126. 154|147 237.0.33  |mragi| il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 49
128. 69. 180. 109 gz::;”i on 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 42
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
36. 70. 199. 50 I ndonesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
37.110. 70. 96 g;z:;nl on 147.237.77. 176 |nat pash. i df . i drop Frst packet isn't SN drop 23
66.249.78.146 |lnited Sates  |147.237.72. 166 |aka i df il Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 21
Ret r ansm ssi on Packet dr opped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
198.58.103. 115 |Uhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
40. 77. 167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
91.197. 61. 250 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
79.181. 6. 217 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
76.11.27.79 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
203.81.85.2 Myanmar 147.237.77. 216 |dover. i df .i drop Frst packet isn't SN drop 8
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
40. 77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
46. 19. 85. 94 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 6
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 94 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
185.99.32. 7 Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
109. 160. 184. 203|i srael 147, 237, 76. 200 |eitan. aka. i of i1 || @M NG Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dr opped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
5. 36. 65. 117 Oman 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
66.87.142.238 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
46. 19. 85. 94 I 'srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19. 85. 94 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
98.232.163.119 |lLhited Sates 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 4
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
85. 64. 122. 129 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 4
108.5.51.7 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
85.64.122.129 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
79.178. 107. 59 | srael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 4
149.50.122.75 |Israel 147.237.77. 243 |mti e i1 || S NG Engine: TP Invalid invalid segnent retransmssion. | o 4
Ret r ansn ssi on Packet dr opped.
37.142. 205. 32 | srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.168.86.13  |Israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 3
Ret r ansm ssi on Packet dr opped.
79.181.239.18 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid  imvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
109. 253. 143. 31 [ srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssion drop 3
Ret r ansn ssi on Packet dr opped.
66.249.64. 167 |United Sares  |147. 237.76. 200 [ei tan akaicr. i1 | S NG Engine: TQP Invalid invalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
31.168.116.85 |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid  invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
82.80.171.140 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 49
109. 253. 138. 246|| srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 41
93.85.57.2 Bel arus 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 6
79.181.1.231 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from79.181. 1. 231 B ock 5
93.85.57.2 Bel arus 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 93.85.57. 2 Bl ock 5
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf .i | Ml ti pl e Unaut horized URL Access from 194. 90. 128. 185 Bl ock 4
77.126.142. 239 |lsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
185.24.233. 175 [Ireland 147.237.77. 176 |nat pash. i df . i | Ml tipl e Wnauthorized URL Access from 185. 24. 233. 175 B ock 2
149. 88.213. 64  |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v i df . i/ navy/ Bl ock 2
79.181.1.231 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/3/ B ock 2
185.32.179. 171 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wanidf.il/atal 1/izkor/viewing.asp [B ock 2
71.60.180.200 |lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1407-he/ atal . aspx |Bl ock 1
waww. chamat z. aka. i d _ e .
66. 249. 66. 20 | srael 147.237.77. 226 fil Unaut hori zed URL Access to ww chamat z. aka. i df . i1/ nobil e/ B ock 1
157. 55. 39. 27 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/gius Bl ock 1
85. 113. 45, 191 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/daily' a=0 B ock 1
66.249.78.146 I srael 147.237.72. 166 |aka. i df . i | 'llegal Byte Qode Character in URL /mai kapat z//resi012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
65.208.151. 116 |lhited Sates |147.237.77.170|nmaarachot.idf . il Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/ 4/ B ock 1
Wy, chamat z. aka. i d |unaut hori zed URL Access to
66. 249. €6. 20 I srael 147.237.77. 226 foil wwv chanat z. aka. i df . i1/tenpl at es/ cont act us/ cont act us. aspx Bl ock 1
88. 86. 99. 166 Czech Republic [147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/site/general.aspx |B ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180.230.108 |thited States [147.237.76.31 [nakchal .idf.il w nakhal i df i 1/1117- hef nakhal . aspx B ock 1
. . Unhaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
149.50.122.75 |lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Qode Bl ock 1
66. 249. 66. 50 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general .aspx [B ock 1
5.39.222. 159 Net her | ands 147.237.77. 74 |lawidf.il Uhaut hori zed URL Access to 147.237.77.74/ B ock 1
. - Unaut hori zed URL Access to
185.24.233.175 [Ireland 147.237.77. 176 [nat pash. i df . i | vow cogat i dff i1/t enpl at es/ nevs/ news. i n. aspx Bl ock 1
68.180.231.43 |lnited Sates |147.237.77. 216 |dover. i df .i | Paraneter Type Mol ation PageNimin Bl ock 1
waw i df . i | /1283- en/ dover . aspx
66.249.64.229 |Israel 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to ww cogat.idf.il/896 B ock 1
. - Unaut hori zed URL Access to
66.249.66.121 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel 11 es/ 9/ 3249, ] pg B ock 1
. . Unknown Parameter _ VI EASTATEENCRYPTED i n
31.168.115. 189 I srael 147.237.72. 166 [aka. i df . i | wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx None !
68.180.231.43 |Lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/anan B ock 1
. . O stributed Uhaut hori zed URL Access on
150.70.173.8  |Japan 147.237.77.233|atal . i df . il 147, 237. 77. 233/ 1407- hel at al . aspx B ock 1
. - Unaut hori zed URL Access to
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f1| es/ 5/ 2975. ] pg B ock 1
. . Unhaut hori zed URL Access to
51. 255. 65. 49 France 147.237.77. 216 |dover . i df . i | waw i of i 1/ engl i ShY doct i nel doct i ne. st nf B ock 1
. . Unaut hori zed Method CET for
192.117.110. 40 |[lsrael 147.237.72. 166 |aka. i df . i | v aka i o i1 /it uri n aspl sear chresu ts. asp B ock 1
93.85.57.2 Bel arus 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwy aka. idf.il/main/giyus/index.php |B ock 1
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