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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 6652
197.116. 74. 191 Ageria 147.237.77. 216 dover.idf.il |DCS HITP-firefl ood dest - r eset 31
42.112.10. 92 Vi et nam 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
42.112.10. 66 Vi et nam 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
197. 116. 52. 55 Ageria 147.237.77. 216 dover.idf.il |DCS- HTTP-firefl ood dest - r eset 1
42.112.10. 87 W et nam 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
42.112.10. 93 W et nam 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
42.112.10. 83 Vi et nam 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
42.112.10. 88 Vi et nam 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 1
42.112.10. 84 M et nam 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
42.112.10. 89 W et nam 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
42.112.10. 65 M et nam 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
42.112.10. 85 Vi et nam 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
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Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 219. 238. 10 [147.237.0.34 |Lnited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202.115.30.83 [147.237. 72. 156 |Chi na anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 76. 176 |Latvi a test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
193.36.35.241 |147.237.77. 205 ?ézz;;”im prishaidf.il ET SCAN Potential SSH Scan 1
125.27.55.160 [147.237.76.38 |Thailand eeneitav.idf.il ET S@N Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
106. 184. 2. 29 147.237.8.28 |Japan e.nobi | e-ks.idf.il|[ET SCAN Potential SSH Scan 1
82.117. 208. 243 |147.237. 0. 200 mdu.idf il ET SCAN NMAP -sS wi ndow 1024 1
202.115.30.83 [147.237.72. 156 |Chi na aman. i df.il ET SCAN NMAP -sS wi ndow 3072 1
202.67.237.220 [147.237.8.50 |Hong Kong e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
178.17.42.103  |147.237.76. 200 [Uni ted Ki ngdom |eitan.aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
124.120.53. 252|147 237 0.33  |hi 1 and il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S te ‘Signature
197.116.74.191 |Ageria 147.237.77. 216 |dover.idf .i|dr op drop 508
197.116.74.191 |Ageria 147.237.77. 216 |dover.idf.i[Bad TCP sequence I'nval i d ACK nunber noni t or 237
197.116.74.191 |Ageria 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 182
176. 77. 50. 68 :ZZ::FI on 147.237.77. 234 |hal ag.i df.i|dr op First packet isn't SYN drop 58
91. 108. 88. 4 Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 51
66.249. 78, 146 |United Sates  |147. 237,72, 166 |akaicr.i1 || SAM NG Engi ne: TGP Invalid Invalid segment retransmssion. Packet . 36
Ret r ansni ssi on dr opped.
52.29.223. 39 Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 24
197. 45.132. 217 |Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
23.106. 211. 77 Lhited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 17
95. 221. 211. 209 gz::;”ion 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 17
54.72.0.55 Irel and 147.237.77. 216 |dover. i df . i|dr op Frst packet isn't SN drop 16
50.87.144.145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 14
52. 16. 5. 197 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 14
54.72.73.168 Irel and 147.237.77. 216 |dover. i df . i|dr op First packet isn't SN drop 13
108.173. 185. 55 |Canada 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 12
203, 133. 169. 231" Republic 1147 237, 77. 216 |dover. i df . i |dr op First packet isn't SWN drop 12
207.46. 13. 49 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 12
139.162. 216. 112|Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
162.243.99. 146 |lWhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
197.116.74.191 |Ageria 147. 237. 77. 216 |dover. i of . i |dr op LSthIXZi;Li?eEOSt SYN packet - RSTor |, o 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 11
68.180.231.43 |lhited Sates 147.237.77. 216 |dover. i df . i|dr op First packet isn't SN drop 10
66.249.64.190 |Uited Sares  |147. 237,72, 166 |aka icr.i1 || S N9 Engine: TP Invalid invalid segnent retransnission. Packet |, o, 9
Ret r ansm ssi on dr opped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 9
91.78.4.50 :ZZ::FI on 147.237.77.74 |lawidf.il |dr op First packet isn't SYN drop 8
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 8
141.8.132.78 g;z:;nl on 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 8
89.178. 141. 94 gz:ia”. 147.237.77. 234 |hal ag.i df .i|dr op First packet isn't SN drop 8
ration
199. 30. 25. 81 Lhited Sates 147.237.77. 216 |dover. i df . i|dr op First packet isn't SN drop
169. 234.88. 240 |lhited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop
72.10. 240. 17 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop
37.26.146.186 |Israel 147237, 72. 166 |aka i or i1 [ €AM NG Engine: TCP Invalid Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
54.89. 54. 3 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 6
166.137.8.118 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 5
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 5
98. 243. 38. 41 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 4
207.119.114.12 |Whited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 4
95. 221. 211. 209 gz::;”ion 147.237.77. 234 |hal ag.i df .i|dr op First packet isn't SN drop 4
95.221. 254,13 |USSian 147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SWN drop 4
Feder ati on
46.42.174.45  |sSIan 147. 237. 77. 216 |dover. i df . i [dr op First packet ismt SN drop 4
Federation
95. 221. 254. 13 g;zi an 147.237.77. 234 |ha ag.i df.i|dr op Frst packet isn't SN drop 4
ration
89.178.141. 04 |WSSIan 147. 237. 77. 216 |dover. i df . i [dr op Frst packet isn't SN drop 4
Federation
37.26.148.190 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop
66.251.26.184 |Whited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop
40. 77. 167. 31 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop
176. 77. 50. 68 g;z:;nl on 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 4
62.90.153. 168 I srael 147.237.72. 166 |aka icr.i1 || CAMNG Engine: TP Invalid finvalid segnent retransmssion. Packet | o 3
Ret ransm ssi on dr opped.
66.249. 81. 234  |Europe 147237, 72. 166 |aka i or i1 [ €AM NG Engine: TCP Invalid Invalid segnent retransmssion. Packet . 3
Ret r ansni ssi on dr opped.
37.46.39. 67 I srael 147.237.76.86 |navy.idf.il[Bad TCP sequence I'nval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
131.253.25.193 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 5
’ - - Unaut hori zed URL Access to

64. 79. 85. 205 Lhited Sates [147.237.76.31 |nakchal .idf.il nakhal . i df .i | / consol e/ cor e/ doc_nur/ doc_myr . asp B ock 4
66.249. 64. 233 [Israel 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock
68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df . il/page/ 2/ Bl ock

203. 133. 169. 231 g‘j‘;‘i oo 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to waw i df.il/894-en/i df gdover . aspx B ock 1
84. 95. 208. 20 | srael 147.237.77.74 |law i df.il PHP Att enpt Bl ock 1
141.212.122. 161|Wited Sates [147.237.72.166|aka. i df .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
73.25. 158. 80 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwu i df.il/tenpl at es/ honepage/ nobi | e B ock 1
203.133. 171. 39 g;ﬁaic o 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/nudiin/ defaul t. aspx B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Unaut hori zed LRL Access to ww | aw i df.il/tenpl at es/ news/ piwi k. php  [B ock 1

. . Unaut hori zed URL Access to
66.249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 3288. | pg B ock 1
] . . Mil tiple Uhtraceabl e S Sessions from 174. 37. 194. 144 (Prot ocol
174.37.194.144 |Uhited States |147.237.77.176 [matpash.idf il & =050 (SSL COW QLI ENT FELLO) None 1
74.82.47. 4 Lhited Sates |147.237.72.167|i shuri maka. i df . i|Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
109. 64. 106.80 |l srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to waw | awidf.il/inages/ 1. he/infocenteriteni |B ock 1
66.249.78.246 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yonan/ yoman. asp  |B ock 1
197.116.52.55 |Ageria 147.237.77. 216 |dover . i df .i | Distributed Unauthorized URL Access on 147.237.77. 216/ B ock 1
79.176.30.228 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
51. 255. 65. 82 France 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waww i df.il|/1283- 16648-en/ dover . asp B ock 1
68.180.231.43 |lnited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 68.180. 231. 43 B ock 1
Kor ea, . . .|Uhknown Paraneter | in

203.133. 169. 210 Republ i ¢ of 147.237.76. 147 chi nuch. aka. i df . | ww chi nuch. aka. i df.i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
79.182.101.22 [israel 147.237.72. 167 |i shuri maka. i df . i|SSL Untraceabl e Connection - Cpen Mde None
131.253.25.237 |Uhited Sates |[147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
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