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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site

Signature Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3630
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 823
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 125
197.116. 74. 191 Ageria 147.237.77. 216 dover.idf.il DC5- HTTP-fi refl ood dest - r eset 55
120. 132. 50. 135 Chi na 147.237.76. 147 chi nuch. aka. i df.il |bl ock-sp-trafl forward 4
123. 59. 59. 52 Chi na 147.237. 76. 147 chi nuch. aka.idf.il |bl ock-sp-trafl forward 4

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 3
185.94.111. 1 Russi an Federati on 147.237.76. 197 e. hinush.idf.il Bl ock_Udp All _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry  [Target Address |Site |Sgna1ure Devi ce Action |Oount |
62. 210. 107. 57 France 147.237.0.34  |tikshuv.idf.il 10711: HITP.  ZnEu Wul nerability Scanner B ock 1
62.210. 107. 57 France 147.237.0.15 |kosher-kravi.idf.il 10711: HITP.  ZnEu Wul nerability Scanner B ock 1
62.210. 107. 57 France 147.237.0.17 |mny-kosher-kravi.idf.il 10711: HITP.  ZnEu Mul nerability Scanner B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
. S SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port

174.37.194. 144 (147.237.77.176|lhited Sates |natpash.idf.il ) . 3
deni al of service attenpt

124.105.93.73 [147.237.0.34  |Fhilippines tikshuv.idf.il BT SOAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force

12252, 169. 104 |147. 237. 76. 34 |Fti i ppi res yohal an.i o i1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

104. 171. 122. 176|147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN NVAP -f -sS 1

76.181.249. 213 |147.237.76.199 |Uhited Sates |e. nakchal .idf.il ET SCAN NMAP -sS w ndow 4096 1

13.92. 84. 22 147.237.76. 197 |Whited Sates |e. himush.idf.il ET SCAN NVAP -sS w ndow 3072 1

197. 116. 74. 191 |147.237.77. 216 |A geria dover.idf.il portscan: TCP DO stributed Portscan 1

13.92.84. 22 147.237.76. 197 |Lhited Sates |e. himush.idf.il ET SCAN NVAP -f -sS 1

195. 216. 176. 244(147. 237. 72. 156 |Latvia aman.idf.il ET SOAN Behavi or al UqusufaJ ly fast Termnal Server Traffic, 1
Potential Scan or Infection

190. 253. 212. 51 |147. 237. 76. 44 |Col onbi a e.refuah.idf.il ET SCAN Behavi oral thusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force

174.37.194. 144 |147.237.77.176|thited Sates |matpash.idf.il ET SCAN NVAP -sS w ndow 4096 1

122.160.28.50 |147.237.0.16 |india ny- kosher -kravi . i df.il BT SOAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force

104. 171. 122. 176(147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1

80. 82. 78. 38 147. 237. 76. 200 |Net her | ands eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1

58.218.204.211 [147.237.0.200 |China . i df i | ET SCAN Potential SSH Scan 1

13.92. 84. 22 147.237.76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN NVAP -sS wi ndow 2048 1

195. 216. 176. 244|147. 237. 72. 156 |Lat vi a aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address [Ste Signature
197.116.74.191 |Ageria 147.237.77. 216 |dover.idf.il dr op drop 1841
197.116.74.191 |Ageria 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 803
197.116.74.191 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 565
66.249.78.146 |lhited Sates |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid finvalid segnent retransnission drop 69
Ret r ansm ssi on Packet dr opped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
94.77.196. 82 Saudi Arabia  |147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
139. 162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 36
73.31.64.148 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 35
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 26
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
162. 255.123. 34 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 24
65.123. 142. 184 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 23
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
197.116.74.191 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 22
50.87.144.145 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 21
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
207. 46. 13. 89 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 18
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
158. 69.228.18 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 17
197.116.74.191 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 16
207. 46. 13. 49 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 15
40.77.167. 57 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 14
197.116.74. 191 |Ageria 147.237.77. 216 |dover. i df . drop ?egﬁcéfsegf:; SYN packet - RST |, o 12
162.243.71.33 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 12
198.58.103. 158 |lLhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
162.243.97.21 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 12
66.249.64.190 |Wnited Sates |147.237.72. 166 |aka idf. il Streamng Engine: TCP Invalid finvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dr opped.
198.58.103. 160 |Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
128.242.249.10 |Whited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 11
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 10
40.77.167. 31 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 10
207.119.114.12 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop
192. 249. 66. 247 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop
76.250. 147. 128 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
5.28.160.150  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
5.9.112.6 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
203. 133. 169. 210 gﬁaic o |147-287.76.147 [chinuch aka idf . 1| SYN At tack SYN -> SYN-ACK -> RST rej ect 5
12.153. 8. 130 Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
192.0.113. 49 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
104. 46. 236. 214 |Whited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
91.217.164. 102 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
178. 255. 215. 87 |France 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission dr op 3
Ret r ansm ssi on Packet dr opped.
66.249.66.184 |United Sates |147.237.0.34 |tikshw.ich. il | €M ng Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
108. 23.167. 153 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop
172.56.21.166 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
109. 64.61. 182 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dr opped.
95.186.121.32 |Saudi Arabia |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 3
66.249.78.199 |tnited Sates |147.237.72. 166 |aka.idf.il Streamng Engine: TCP Invalid Jinvalid segnent retransnissi on. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
8.37.232.242 |Wited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
66.249.93. 111 |[lIsrael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock
’ . . S Untraceabl e Gonnection - Protocol violation
174.37.194. 144 |United Sates |147.237.77. 176 |nat pash. i df . il (SSL CONN LI ENT HELLO) None 1
. . Uhaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f1 | es/ 4/ 3044, | pg B ock 1
93.160. 60.22 |Denmar k 147.237.77.216|dover.i df .l Lhaut hori zed LRL Access to ww i df.il/newsitelenglish B ock 1
186. 154. 25. 123 |Col onbi a 147.237.77.216|dover. i df . il Unhaut hori zed LRL Access to waw i df.il/spanish Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 125 [l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f1 | es/ 4/ 2294. | pg Bl ock 1
120. 132, 50. 135 |Chi na 147.237.76. 147 |chi nuch. aka. i df . i | Whaut hori zed UR. Access to B ock 1
www. el ong. cond 894- he/ chi nuch. aspx
197.116.74. 191 [Ageria 147.237.77.216|dover.i df . i D stributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
. . . . Uhaut hori zed URL Access to
123.59.59.52  |China 147.237. 76. 147 [chi nuch. aka. i df . i | . qyer . cond 894- he/ chi nuch. aspx B ock 1
40.77.167.8 Lhited Sates |[147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/nain/snalinifag. aspx None 1
: . . Uhaut hori zed URL Access to
208.90.57.196 |Lhited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ . yout ube. cond enbed/ 02xI f sf hj yk Bl ock 1
66.249.93. 119 |lsrael 147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
: . . Uhaut hori zed URL Access to
157.55.39.27 |Uited Sates |[147.237.72.166|aka.idf.il aka. i df i1 /il ui md hor aot / nevis/ nevs. asp Bl ock 1
66. 249. 64. 233 [l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/viewtext.asp |B ock 1
. m ny- kosher - kravi . i df .
216. 218. 206. 66 |Lhited Sates [147.237.0.17 i Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
88.86.99.166 |Czech Republic |147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/site/ general.aspx |B ock 1
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