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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9154
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 228
197.116. 74. 191 Ageria 147.237.77. 216 dover.idf.il DC5- HTTP-fi refl ood dest - r eset 47
197.117.32. 10 Ageria 147.237.77. 216 dover.idf.il DOS- HTTP-fi ref | ood dest - r eset 12
81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2
169. 54. 233. 116 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il|B ock Np Al _Net drop 1
169. 54. 233. 116 Lhited Sates 147.237.76. 197 e. hinush.idf.il Bock Np All _Net drop 1
169. 54. 233. 116 Lhited Sates 147.237.76. 30 hi nush. i df . i | Bock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237. 76. 198 e.yohal an.idf.il B ock Up Al Nets drop 1
169. 54, 233. 116 Lhited Sates 147.237.76. 86 navy.idf.il Block Np All Nt dr op 1
94.102. 49. 116 Net her | ands 147. 237. 76. 197 e. hinush.idf.il B ock Np Al _Net drop 1
197.117. 32. 10 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
169. 54. 233. 116 Lhited Sates 147.237.76. 201 e atal .idf.il Bock Np All _Net drop 1
169. 54. 233. 116 Lhited Sates 147.237.76. 31 nakchal .idf.il Bock Np Al Net drop 1
169. 54. 233. 116 Lhited Sates 147. 237.76. 176 test.ncore.idf.il [Block Np Al Net drop 1
204. 42. 253. 2 Lhited Sates 147. 237.76. 34 yohal an. i df .i | Bl ock Udp All Nets drop 1
185. 35. 62. 78 Sntzerl and 147. 237. 76. 147 chinuch. aka.idf.il |Block Udp All Nets drop 1
169. 54. 233. 116 Lhited Sates 147. 237.76. 34 yohal an. i df .i | Block Np Al Net drop 1
197.116. 74. 191 Ageria 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
169. 54. 233. 116 Lhited Sates 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
185. 35. 62. 130 S t zerl and 147.237.76.199 e.nakchal .idf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 66. 118 [147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201. 175. 93. 101 [147. 237. 77. 74 |Mexi co lawidf.il . 1
Potential Scan or Brute Force
. L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
186. 207. 99. 140 [147.237.0.35 |Brazil akawvs. i df il . 1
Potential Scan or Brute Force
183. 82. 106. 200 [147.237.72. 14 |india dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 140. 23 |147. 237. 77. 178 z';gegom e. mat pash. i df . | ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 140. 23 [147. 237. 76. 30 E:'rfgegom hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
95.211. 174. 171 (147.237.0.16  |Net herl ands ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147. 237. 0. 200 |Wkrai ne rdu. i df il ET SCAN NVAP -sS w ndow 1024 1
13.92.178. 142 |147.237.76. 147 |Lhited Sates |chi nuch. aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
201 175. 93. 101 |147. 237, 77. 234 [vexi co hal s i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . X1 .| L .
% Potential Scan or Brute Force
13.92.103. 193 |147.237.77.205|thited Sates |prishaidf.il ET SCAN NVAP -sS w ndow 4096 1
183. 82. 106. 200 [147.237.72. 14 |india dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
183. 82. 106. 200 [147.237.72. 14 |india dover.idf.il(old) ET SCAN NVAP -f -sS 1
163. 172. 140. 23 [147. 237. 76. 34 E:'rfgegom yohal an. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 140. 23 |147. 237. 76. 30 z';gegom hi nush. i df . | ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 |147. 237. 0. 200 |krai ne mdu.idf il ET SCAN NVAP -sS wi ndow 3072 1
13.92.178. 142 |147.237.76. 147 |Lhited Sates |chi nuch. aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Addr ess Country ‘Target Addr ess ‘S’te ‘Signature
167.114. 172. 229|Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5555
197.116.74.191 |Ageria 147.237.77. 216 |dover.idf.il [drop drop 1011
197.116.74.191 |Ageria 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 537
197.116.74.191 |Ageria 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 453
197.117.32.10 |Ageria 147.237.77. 216 |dover.idf.il [drop drop 371
197.117.32.10 |Ageria 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 271
197.117.32. 10 Ageria 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 160
37.26.148.143 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 142
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 99
66.249.78. 146 |Uited Sates  [147.237. 72, 166 |aka ik, i1 | CaM NG Engine: TCP Invalid invalid segnent retransmissi on. Packet drop 63
Ret ransni ssi on dr opped.
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 48
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 40
50. 148. 128. 225 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 28
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 28
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 24
70.208.72.2 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 24
199. 204. 248. 137|lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 21
178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 20
40. 77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 19
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 18
197.116.74.191 |Ageria 147.237.77.216|dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 18
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 17
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 17
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 14
40.77.167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
128. 68. 15. 69 gcsj:;:ﬂ on 147.237.0.34 [tikshuv.idf.i|drop First packet isn't SN drop 12
198.58.102. 117 |Uhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 12
198. 58.102. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 12
66.249.64.190 |Uited Sates  [147.237. 72, 166 |oka ich. i1 | camNg Engine: TCP Invalid invalid segnent retransnission. Packet drop 12
Ret r ansm ssi on dr opped.
198.58.103.91 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 12
198.58.103. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 12
197.116. 74.191 |Ageria 147.237.77. 216 |dover. i f i1 |dr op ;hYﬁxgi;Li?e‘;(’St SYN packet - RSTor | 11
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 10
162. 243. 104. 237|Lhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 10
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
197.116.74.191 |Ageria 147.237.77. 216 |dover.idf.i| |Bad TCP sequence I'nval i d ACK nunber alert 8
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 8
128.242.249.11 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
52.68.136. 185 |Japan 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 8
106. 38. 241. 149 |Chi na 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 6
197.117.32. 10 Ageria 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 5
5.9.94. 207 Ger many 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 5
60.241.91.107 |Australia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
63.143.118.82 |Janai ca 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 5
163.172.21.10 |United Kingdom|147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 4
141.8.132.78 :ZZ::FI on 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
50.148.128.225 [Wnited Sates [147.237.77.216|dover.idf .il Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 2
208.115.113.82 |[wnited Sates |147.237.0.34 |tikshuv.idf.i|l |Paraneter Type Vol ation catld in tikshuv.idf.il/sitelstory.aspx B ock
163.172.21.10 |United Ki ngdom|147.237.77.216|dover.idf.il PHP At t enpt B ock
. . Unaut hori zed URL Access to
66.249.64. 131 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ r esour ces/ styl es/ nast er Bl ock !
- . Unaut hori zed URL Access to
167. 114. 172. 229|Canada 147.237.77. 216 |dover . i df .i | vow i df i |/ shar ed/ user cont r ol s/ header upper/ B ock 1
84.95.208.20  |Israel 147.237.77.74 |lawidf.il thaut hori zed LRL Access to . Bl ock 1
ww | aw i df . il /tenpl at es/ honepage/ pi w k. php
208.115.113.82 [lLnited Sates [147.237.0.34 |tikshuv.idf.il [Uauthorized URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock 1
163.172.21.10 |United Ki ngdom|147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i|/adninistrator/index. php B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel fi | es/ 7/ 3397 | pg Bl ock 1
] . . SS. Lhtraceabl e Gonnection - Protocol violation
172.85.211.18 |Wnited Sates |147.237.72.156 [anan. i df . il (SSL CONN LI ENT FELLO) None 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Whaut horized URL Access from 84. 95.208. 20 B ock 1
164.132.161.73 |italy 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df .il/dover/sitel honepage/ asp B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i | 147 237. 72. 166/ mai v/ gi yus/ scri pt r esour ce. axd B ock 1
197.116.74.191 |Ageria 147.237.77. 216 |dover . i df . i | Distributed Whauthorized URL Access on 147.237.77. 216/ B ock 1
141.212.122. 161 |hited Sates |147.237.77.19 |l awforumi df.il|nauthorized URL Access to 147.237.77.19/ B ock
40.77.167.8 Wited Sates [147.237.76.86 |navy.idf.il thaut hori zed LR. Access to B ock 1
waw navy. i df . i |/ gi yus/ f orund asp/ showf or um asp
167. 114. 172. 229|Canada 147.237.77. 216 |dover.i df .i | Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
68.180.230.45 |Whited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8956- he/ r ef uah. aspx |Bl ock 1
207. 46. 13. 89 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
163.172.21.10 |United Ki ngdom|147.237.77.216|dover.idf.il Ml tiple Admin B ocking from 163.172.21. 10 B ock 1
167. 114. 172. 229|Canada 147.237.77. 216 |dover.i df .i | Mil ti pl e Uhaut hori zed URL Access from 167. 114. 172. 229 B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
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