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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 7487
197.117.32.10 Ageria 147.237.77. 216 dover.idf.il DOB- HTTP-fi r ef | ood dest - r eset 228
87.68.31.173 | srael 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - reset 202
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 81

38.111. 147. 88 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 13
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 9
94.102. 49. 116 Net her | ands 147.237.76. 198 e.yohal an.idf.il|B ock Np Al _Net drop 1
31.148.219. 11 Net her | ands 147.237.76. 196 e.sviva.idf.il |Bock Udp All Nets drop 1
94. 102. 49. 116 Net her | ands 147.237. 76. 202 e halag.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 66. 165 |147.237.77.233|Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
46.228.207.18 |147.237.76.38 |Ger many eenetav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 140. 23 |147. 237. 0. 200 E?i;;gom . i df il ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237. 72. 166 |Ger nany aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
117. 20. 41. 62 147. 237. 76. 199 |S ngapor e e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 [147.237.0.16 [Ger many ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
113. 107. 24. 247 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
2.90. 198. 180 147.237.0.33 |Saudi Arabia  [idf.il ET SCAN NVAP -f -sS 1
113. 107. 24. 247 |147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
84.200. 15.174  |147.237. 77. 205 |Ger many prisha.idf.il ET SCAN NVAP -sS w ndow 4096 1
84.200.15. 174  |147. 237. 77. 205 |Ger many prisha.idf.il ET SCAN NVAP -f -sS 1
46.228.207.18 [147.237.76. 202 |Ger many e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 82. 106. 200 |147.237.76.34 [India yohal an. i df . il ET SCAN NVAP -sS w ndow 2048 1
46.228.207.18 |147.237.76.86 |Ger many navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.76.31 E;ir:;cci]om nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
46.228.207.18 |147.237.72. 217 |Ger many eidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
123. 100. 168. 101|147. 237. 76. 38 Okfrea Republic o o i tav.i of il Potential Sean or Brute ForZe 1
46.228.207.18 |147.237. 72. 156 |Ger nany aman. i df il ET SCAN Potential VNC Scan 5900- 5920 1
117. 20. 41. 62 147. 237. 76. 176 |S ngapor e test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.90.198. 180 147.237.0.33 |Saudi Arabia  [idf.il ET SCAN NVAP -sS wi ndow 2048 1
113. 107. 24, 247 |147.237.76.39 [China nobi | e.neitav.idf.il |ET SCAN Potential SSH Scan 1
104. 219.238. 10 |147.237.76.44 |lhited Sates |erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.200.15.174 |147.237.77. 205 |Ger many prishaidf.il ET SCAN NVAP -sS w ndow 2048 1
198. 20. 69. 74 147.237.76.202|thited Sates e halag.idf.il ET DRCP Bshi el d B ock Li sted Source 1
183. 82. 106. 200 |147.237.76.34 [India yohal an.idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.228.207.18 [147.237.76. 197 |Ger many e hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 82.106. 200 |147.237.76.34 |india yohal an.i df . il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature

197.117.32.10 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7973

38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 310
Sreamng Engine: TGP Invalid i i ssi

84.95.208.20  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 222
Ret r ansni ssi on Packet dr opped.

74.207.101. 34 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 184

205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 153
Sreanming Engine: TCP Invalid i i ssi

66.249.78.146 |Wnited Sates 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 150
Ret r ansni ssi on Packet dr opped.

94.228.34.248 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 132

197.117. 32. 10 Ageria 147.237.77. 216 |dover.idf.il dr op drop 93

208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 38

139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 36

68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35

197.117.32. 10 Ageria 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 30

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 28

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24

176.13.20.162 |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence S retransmt with different monitor |21

w ndow scal e

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20

198.58.103.91 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

162. 243. 118. 199|Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi

66.249.64.190 |Wnited Sates 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 12
Ret r ansni ssi on Packet dr opped.

52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

206. 45. 50. 247  |Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10

128.242.249.11 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8

203. 133. 169. 231 |Korea, Republic of 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8

207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

141.8.132.78 Russi an Federati on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8

192. 0. 99. 227 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7

40.77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7

92.247.181.31 |Bilgaria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi

66.249.78.199 |lnited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

141.161. 133.52 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreanming Engine: TGP Invalid i i ssi

212.179. 212. 38 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dr opped.

37.26. 146. 224  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

209. 133.111. 211 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6

197.117.32.10 [Ageria 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 5

151.55.142.39 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5

40.77.167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4

174.62.234.37 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4

46.20. 222. 228 ga:lcis;i':éa” Territory. 1147, 237. 77. 216 |dover.idf. i1 |drop First packet isn't SN drop 4

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreamng Engine: TGP Invalid i i ssi

66. 249, 93. 247  |Europe 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y ., 3
Ret r ansmi ssi on Packet dr opped.

207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi

79.183.17.86  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi

66.249.66.47  |Wnited Sates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover . i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 100
84. 95. 208. 20 I srael 147.237.76.200|ei t an. aka. i df . i I[Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 84
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 B ock 8
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 6
212.199. 112. 144l srael 147.237.77. 216 |dover . i df . i | Ml tiple Wnauthorized URL Access from 212.199. 112. 144 B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 2
84. 95. 208. 20 | srael 147.237.77. 216 |dover.i df . il D stributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 2
100. 37. 59. 66 Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/anan B ock 1
81.218.154.78 [Israel 147.237.77. 216 |dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
. . Uhaut hori zed URL Access to
66.249. 66. 125 [Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel fi | es/ 5/ 3045. | pg B ock 1
176.13.20. 162 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
32.209.234.11 |Wited Sates  |147.237.77.216|dover.idf.il Distributed thaut horized URL Access on wan i df.il/ B ock 1
https:/twtter.con
. . Uhaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi ml yoman/ yonan. asp Bl ock 1
197.117.32.10 |Ageria 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. ] . |Uhknown Par anet er SearchText in
84.95.208.20  |Israel 147.237.76. 200 |ei tan. aka. idf . i1} o e i1 938 hel e tan. aspx None 1
65. 36. 90. 187 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock 1
68.180.220. 241 |United Sates  |147.237.77.176 [mat pash. i df .| |72 ameter Type Mol ation PageNumin B ock 1
W cogat . i df . i1/1038-ar/ cogat . aspx
Korea, Republic . . ) . . . .
203. 133. 169. 231 of 147.237.77. 216 |dover.i df . il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
66.102. 6. 131 Lhited Sates 147.237.77. 216 |dover.i df . il D stributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
85.93.91. 84 Ger many 147.237.77. 170 |n@ar achot . i df . i I{Uhaut hori zed URL Access to maarachot.idf.il/tenpl ates/ B ock 1
68.180.230.45 [lhited Sates 147.237.76.42 |refuah.idf.il D stributed Uhauthori zed URL Access on 147.237.76.42/robots.txt  |B ock 1
207. 46.13. 49 Lhited Sates 147.237.77. 216 |dover.i df . il D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock 1
66.249. 66. 123 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
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