04-27-2016-01:04:37 to 04-27-2016-02:04:37

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |
500+
400+"
i M dover.idf.il
300_." .aka.ldf.ll
B mobile.idf.il
M eitan aka.idf.
Number 2001 M navy.idf.il
a B tikshuv.idf.il
At acks 100+ . .
[ aman.idf.il
B refuah.idf.il
: mu. i df . il
§ $ $ : § & § . §
S N A TR SR RS W awid.il
PR RN S PO IR
3 & & NN < &
é} X

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
66. 249. 78. 146

I 128. 69. 176. 137
208. 115. 113. 89

Nu gber Il 37. 204. 40. 84
At tacks Il 95. 220. 40. 155

I 203. 133. 169. 231

W 94.77.196. 82
2.53.185. 193

W 84. 95. 208. 20

Top Attackers



04-27-2016-01:04:37 to 04-27-2016-02:04:37

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3178

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
72.5.195. 35 Lhited Sates 147.237. 76. 30 hi nush. i df . i | Bl ock Udp All Nets drop 1
72.5.195. 35 Lhited Sates 147.237.76. 34 yohal an.idf.il Bl ock_ Udp Al _Nets drop 1

185.94. 111. 1 Russi an Federation 147.237.76. 176 test.ncore.idf.il |B ock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




04-27-2016-01:04:37 to 04-27-2016-02:04:37

|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
89.248.167. 131 |147.237.72.166 |Netherlands  |aka.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131 |[147.237.0.34 |[Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
58.218.204. 211 [147.237.76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
58.218.204. 211 |147.237.0.200 |China . i df i | ET SCAN Potential SSH Scan 1
187 160.10. 12 |147. 237 77. 234 | co bl ag.i df i ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
124.105.93.73 |147.237.0.33 |Fhilippines il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.248.167. 131 |[147.237.77.227 |Netherlands  |e. hanaz. i df.il ET SCAN Potential SSH Scan 1
89.248.167. 131 [147.237.76.200 Netherlands  |eitan. aka. idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |147.237.76. 147 |Netherl ands  |chi nuch. aka.i df .i | ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
58.218.204. 211 |147.237.76.38 |China e.enmeitav.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 117|147.237.0.35 |lkrai ne akaws. i df . i | ET SCAN Potential SSH Scan 1
31.154.168.25 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
187 160.10.12 1147 237 77. 72 i co Landidf i ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
98.119.105. 221 [147.237.77.176|Whited Sates |natpash.idf.il ET SCAN NMAP -sS wi ndow 4096 1
89.248.167.131 |[147.237.77.178|Netherlands  |e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
89.248.167. 131 |[147.237.76.197 [Netherlands  |e. hi nush.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
Sreamng Engine: TCP Invalid i i SSi
66.249.78.146 |lnited Sates  |147.237.72. 166 |aka.idf. il 9 =g Inval i d segnent retransmssi on. drop 78
Ret r ansni ssi on Packet dr opped.
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 44
203. 133. 169. 231 Okfrea' Republ i€ 1147, 237. 77. 216 |dover.idf.i1  |drop First packet ism't SWN drop 20
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 17
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
139.162. 216. 112|thited Sates  [147.237.77. 216 [dover.idf.il |drop First packet isn't SWN drop 12
198.58.103. 115 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i sSi
2.53.185.193  |Israel 147.237.77. 243 |nobile. i f .| 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
66.249.64.190 |Wited Sates  |147.237.72. 166 |aka.idf. il 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
Sreaming Engine: TP Invalid i i ssi
87.70.79.196  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansnm ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
128.242.249.13 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
40. 77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
197. 45, 132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 7
190. 235. 57. 254 |Peru 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
Sreamng Engine: TCP Invalid ' i ssi
84.95.208.20  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
88. 254. 109. 108 |Turkey 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 5
189.170. 45.49  |Mexi co 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
68.96.153.201 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
2.53.158. 126 I srael 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i sSi
2.53.57. 148 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransnmi ssi on Packet dropped.
93.173.5.17 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
2.55.134.195  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
84.95.208.20 | srael 147.237.0.34  |tikshuv.ior i1 |27 SAMNG Engine: TP Invalid —invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69.70  |Wited Sates  |147.237.76. 200 |ei tan. aka. i df . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
31.168.3.154  |Israel 147, 237.72. 166 |aka i or 11 | €M NG Engi ne: TCP alid  invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69.95  |Uited Sates |147.237.0.34 |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Russi an : . |Streaming Engine: TCP Invalid Inval i d segnent retransnission.
141.8.142.1 er ot on 147.237.76. 200 |ei tan. aka. i df . i Ret r ansmi ssi on Packet  dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
37.26.146.239 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.53.167.234  |Israel 147, 237.72. 166 |aka i or i1 | €M NG Engi ne: TCP alid  invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
128.242.249.11 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i Ssi
84.95.208.20  |israel 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.225 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
71.232.58.144 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 3
Sreamng Engine: TQP Invalid ' i ssi
84.95.208.20  |israel 147. 237. 76. 200 |ei tan. aka. i of . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
84.95.110.94  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
142.4.217.162 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 2
204.237.2.151 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
50. 116. 40. 194 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2
84.111. 15. 35 I srael 147.237.76.86 [navy.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
68.180.231.43 |lited Sates |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansn ssi on Packet dropped.
54,84.172.104 |Wited Sates  [147.237.77.216|dover.idf.il [drop First packet isn't SW drop 2
C e SYNHAK retransnit with different .
109. 65. 15. 244 |l srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence v ndow scal 6 noni t or 2
190. 235. 57. 254 |Peru 147.237.77. 216 |dover.idf.il |SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

country ‘Target Address |Site Sgnature Acti on ‘Count
2.53.185.193 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 4
66. 220. 145. 243 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wanidf.il/error. htm B ock 2
185. 32. 179. 171 |I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
192.115. 90. 37 |l srael 147.237.72.167|i shuri maka. i df . i [[SSL Untraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 66. 125 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl e shar ed/ dat epi cker . css Bl ock 1
5.29.179.244 |[israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock
84.95.208.20 |[lIsrael 147.237.0.15 |kosher-kravi . i df . i|Wauthori zed URL Access to wwwu kosher-kravi.idf.il/defaul t.aspx B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df .i | D stributed ULhaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
66.249.78.97 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai v har edi i gener al . aspx B ock 1
5.39.222.159 |Netherlands  |147.237.77.176 |nat pash. i df . il Unaut hori zed URL Access to 147.237.77.176/ B ock 1
’ . . Paranet er Type M ol ation ct| 00$Cont ent A acetbl der 1t xt Brai | in
107.133.32. 146 |Lhited States [147.237.77.216 |dover. i df .i | v i df i 1/ 1038- en/ dover . aspx B ock 1
66.249.66.18 |lIsrael 147.237.77. 170 |n@arachot . i df . i | |Uhaut hori zed URL Access to maarachot.idf.il/n B ock 1
66.249. 78. 130 |[Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to v navy. i df . il /navy/ navy/ general . aspx B ock 1
51. 255. 65. 7 France 147.237.77. 216 |dover.i df .| tnaut hor | zed URL Access to : Bl ock 1
wa i df . i |/ newsi t e/ hebr ew bagat z_sarbani mstm
. . Unaut hori zed URL Access to
176.9.58.227 Ger many 147.237.76.42 [refuah.idf.il refua atal .idf.il/shared usercontrol s/ header upper/ Bl ock !
. - Uhaut hori zed URL Access to
66. 249.66. 121 I srael 147.237.76.42 [refuah.idf il 147. 237. 76. 42/ shared/ cl i ent scri pts/scrol | er/j query.j carousel . js Bl ock !
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Unauthori zed URL Access on 147.237.72. 166/ robot s. t xt Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar edi cl i ent scr pt s/ sa_swi obj ect .| s B ock 1
77.75.76.160 |Czech Republic|147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df . i |/ page/ 29/ B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 [l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ {1 es/ 8/ 70488. plf Bl ock 1
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