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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5516
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4967
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4
79.178. 40. 154 | srael 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2
185. 130. 5. 48 Li t huani a 147.237. 76. 199 e.nakchal .idf.il B ock Np Al Net drop 1
185. 130. 5. 48 Li t huani a 147.237.76. 30 hi nush. i df .i | B ock Np Al _Net drop 1

89. 241. 254. 16 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
185. 130. 5. 48 Li t huani a 147.237.76. 177 ncore.idf.il B ock Np Al Net dr op 1
185. 130. 5. 48 Li t huani a 147.237. 76. 201 e atal.idf.il Bock Np Al Net drop 1
185. 130. 5. 48 Li t huani a 147.237.76. 39 nobi | e.neitav.idf.il [Bock Np Al Net drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np Al Net drop 1
185. 130. 5. 48 Li t huani a 147.237. 76. 197 e. hinush.idf.il B ock Np Al _Net drop 1
185. 130. 5. 48 Li t huani a 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al Net dr op 1
185. 130. 5. 48 Li t huani a 147.237.76. 198 e.yohal an.i df.il Bock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237. 76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 48 Li t huani a 147.237. 76. 148 gacenter. aka. i df .i | B ock Np Al Net drop 1
94.102. 49. 116 Net her | ands 147. 237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1




04-27-2016-00:04:08 to 04-27-2016-01:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




04-27-2016-00:04:08 to 04-27-2016-01:04:08

|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 233 [147.237.77. 216 |Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
115.182.17.13 |147.237.8.24 [China elifestyleiidf.il [ET SCAN NVAP -sS wi ndow 4096 1
91. 201. 236. 158 [147. 237. 76. 86 |krai ne navy.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 158 [147. 237. 76. 86 |Ukrai ne navy.idf.il ET SCAN NVAP -f -sS 1
40. 76. 60. 52 147.237.8.24 |lited Sates |elifestyle.idf.il [ET SCAN NVAP -sS w ndow 2048 1
198. 23.113. 23 |147.237.76.86 [lLited Sates [navy.idf.il ET SCAN Potential SSH Scan 1
24.24.216.44  [147.237.77.216|Uited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
198.23.113.23 |147.237.76.31 |[Lhited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
198.23.113.23 |147.237.0.15 |[lnited Sates |kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
187 160. 94. 228 |147. 237. 77 234 |vexi co bl ag. i of i ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
95. 154. 250. 21 [147.237. 76. 39 E?i;;gom nobi | e. nei tav. i df.i|[ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147. 237. 76. 86 |Ukrai ne navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
80. 82. 78. 38 147.237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
40. 76. 60. 52 147.237.8.24 |lited Sates |elifestyle.idf.il [ET SCAN NVAP -sS w ndow 4096 1
40. 76. 60. 52 147.237.8.24 |Wited Sates |elifestyle.idf.il |[ET SCAN NVAP -f -sS 1
198. 23.113.23 [147.237.76.34 |Uited Sates |yohalan.idf.il ET SCAN Potential SSH Scan 1
198. 23. 113. 23 [147.237.76.30 |lLhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
185.99.32. 4 Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 96
125. 88. 204. 158 |Chi na 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 41
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka a1 | €AMNg Engine: TCP Invalid finvalid segnent retransnission drop 27
Ret r ansni ssi on Packet dr opped.
125. 88. 204. 108 |Chi na 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24
125. 88. 204. 116 |Chi na 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 23
125. 88.204.94  |Chi na 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 21
2.53.23. 237 I srael 147.237.77. 176 |nat pash.i df . Streamng Engi ne: TCP Invalid |invalid segnent retransnissi on drop 21
Ret r ansni ssi on Packet dr opped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
5. 90. 234. 82 Italy 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 17
125. 88. 204. 141 |Chi na 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
87.70.79.196  |Israel 147.237.72. 166 |aka iar.i1 |/ ©3MNG Engine: TP Invalid imvalid segment retramsmssion. | o 15
Ret r ansm ssi on Packet dr opped.
125. 88. 204. 178 |Chi na 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 14
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14
37.204.159. 45 |Russi an Federation 147.237.77. 176 |nat pash.i of .i | |dr op First packet isn't SYN drop 14
37.204.159. 45 |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 14
203. 133. 169. 231 |Korea, Republic of 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
125. 88. 204. 177 |Chi na 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
198.58.103.92 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
40. 77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
82. 102. 205. 127 glcisgiig;a” Territory: 1147 237.77. 216 |dover.idf.i1 - |drop Frst packet isn't SIN drop 9
80. 246. 137. 150 |[Israel 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SN drop 8
109.67.237.20 |israel 147. 237, 76. 200 [ei tan aka i of . { | ST NG Engine: TCP Inval id invalid segnent retransnission drop 8
Ret r ansm ssi on Packet dr opped.
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
198.58.102.95 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
78.189. 162. 108 |Turkey 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
188. 161. 58. 244 glcis;iigijan Territory, 147.237.77. 216 |dover.idf.il |dr op FHrst packet isn't SN drop 8
40.77.167.31 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
66.249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
157.55.2.168  |Wited Sates 147. 237.76. 200 [ei tan aka. i o { | €M NG Engine: TCP Inval id invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
80. 246. 137. 150 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 5
80. 246. 137. 150 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
80. 246. 137. 150 |[Israel 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval id ACK nunber noni t or 5
104. 155. 92. 247 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
37.26.148.230 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
37.26.149.189 |l srael 147.237.72. 166 |aka idf.il  |Bad TOP sequence ﬂﬁtﬁ;gxgﬂgth moni tor |4
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
192. 0. 118. 17 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
167. 136. 142. 166|Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
105. 154. 232. 153|Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
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Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Action ‘Count
176.228.0.53  |israel 147.237.77. 243|nobi l e i df i |"Xamter Type Miolation Qurrent Password in B ock 11
nobi | e. i df . i |/ sachar/ changepasswor d
78.164. 254. 231 |Turkey 147.237.77. 170 |[maar achot . i df . i | [Mil tipl e Unaut hori zed URL Access from 78. 164. 254. 231 B ock 6
Uhaut hori zed URL Access to
105. 154. 232. 153|Mbr occo 147.237.77. 176 |mat pash. i df . i|  |www cogat.idf.il/tenpl at es/ honepage/ waw yout ube. coni v/ 3g5lei |Bl ock 6
5nuhg
78. 164. 254. 231 |Turkey 147.237.77. 170 |maar achot . i df . i | [PHP At tenpt Bl ock 5
78.164. 254. 231 |Turkey 147.237.77. 170 |m@ar achot . i df . i | [Mil ti pl e Admin B ocking from 78. 164. 254. 231 B ock 4
46.19. 85. 51 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.134 |lsrael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/894-en Bl ock 2
86. 28. 81. 125 Lnited Ki ngdom 147.237.77.216|dover.i df . il Ml tiple Unhaut hori zed LRL Access from 86. 28. 81. 125 B ock 2
207. 46. 13. 89 Lhited Sates 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
82. 166. 247. 200 I srael 147.237.76.86 |navy.idf.il thaut hori zed LR Access to . Bl ock 1
wawe navy. i df . il /tenpl at es/ news/ nobi | e
66.249.78.130 I srael 147.237.76.86 |navy.idf.il Paraneter Type Mol ation DciDin Bl ock 1
VW navy. i df . i1/ navy/ general . aspx
157. 55. 12. 80 Lhited Sates 147.237.77.216|dover.i df . il Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
66.249.78.5 I srael 147.237.0.19 |[madimatal . i df. nadi matal i df . i1/ appl e app-si t e associ at i on Bl ock 1
207.119.114.12 |lhited Sates 147.237.77.216|dover.i df . il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
. . Dstributed Lhauthorized URL Access on
66.249.78.154 |Israel 147.237.76.86 |[navy.idf.il navy. i df . i 1/ gi yus/ f or urd asp/ showf or Um asp Bl ock 1
. . Dstributed Lhaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147 237. 72, 166/ r obot 5. t xt B ock 1
212.106. 72. 215 g‘ijcis;i':('ja” Territory. |147. 237.77. 176 |mat pash. i df . i1 |Unauthori zed URL Access to vww cogat . i df .| /894-ar Bt ock 1
5. 39. 222. 159 Net her | ands 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/ B ock 1
86.28.81.125  |Wnited K ngdom 147.237.77. 216 |dover . i df . i | tnauthori zed LR Access to . B ock 1
waw i df . i |/t enpl at es/ honepage/ nobi | e
. . Uhaut hori zed URL Access to
66.249.78.161 |lsrael 147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp B ock 1
51. 255. 65. 63 France 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/navy/htn/tool fs. asp B ock 1
194.28.112.50 |Netherlands 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.78.104 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed URL Access on 147. 237. 72. 166/ B ock 1
212.143. 40. 198 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css |B ock 1
31.154.168. 181 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.43 [Uited Sates 147.237.77. 216 [dover. i df . il vaw i df i 1/ 1361- he/ dover . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 233 | sr ael 147.237.77. 216 dover . i df . i | ww i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
203. 133. 169. 231|Korea, Republic of 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock
78. 164. 254. 231 |Turkey 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed UR. Access to naarachot . idf.il/wp-1ogin. php Bl ock
. . |Unhaut hori zed URL Access to
66.249.78.104 |lIsrael 147.237.77. 170 |maar achot . i df . i mar achot . i df i1/ pof/ £ es/ 8/ 113338, pof B ock 1
37.26.146.134 |Israel 147.237.77.216|dover.i df . il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock
141.212.122. 161|United Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ Bl ock
78.164. 254. 231 |Turkey 147.237.77. 170 [maar achot . i df . i | [Admi n Bl ocki ng B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel {1 | es/ 8/ 2308.] pg B ock 1
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