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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9859
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2808
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 12
81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Block Udp All Nets drop 3
185. 130. 5. 48 Li t huani a 147.237.76. 202 e.halag.idf.il B ock Np Al Net drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 177 ncore.idf.il Bl ock_Ulp All _Nets drop 1
185. 130. 5. 48 Li t huani a 147.237.76. 147 chi nuch. aka.idf.il Block Np Al _Net drop 1
207. 244.166. 154 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
185. 130. 5. 48 Li t huani a 147.237.76. 31 nakchal .idf.il Block Np All Net drop 1
185. 130. 5. 48 Li t huani a 147.237.76.176 test.ncore.idf.il B ock Np Al Net dr op 1
185. 130. 5. 48 Li t huani a 147.237. 76. 34 yohal an.i df .i| B ock Np Al Net drop 1

5. 102. 197. 45 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
185. 130. 5. 48 Li t huani a 147.237. 76. 200 eitan. aka. idf.il Bl ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 148 ggcenter.aka.idf.il |Block Wdp All Nets dr op 1
185. 130. 5. 48 Li t huani a 147. 237. 76. 42 refuah.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
96.237.50.37 |147.237.76.197 |lhited Sates |e himsh.idf.il [ET SCAN NVAP -sS w ndow 2048 1
80.82.78.38 147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180, 218.13. 60 |147. 237, 77. 234 [ co bl ag. i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.240.213.93 [147.237.0.35 [Wited Sates |akaws.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187 160, 94. 228 |147. 237 77. 74 |Mexi co L awdidf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
13.92. 245,177 |[147.237.76. 148 |lhited Sates |gqcenter.aka idf.il[ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 252. 84 [147.237.77. 121 |Chi na e.navy.idf.il ET SCAN NVAP -f -sS 1
174.37.194. 144 |147.237.76.38 |Whited Sates |e.eneitav.idf.il SER\/ER APAG_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
174.37. 194, 144 |147.237.76.38 |[Wited Sates |e.ereitav.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
117.20.41.62 |147.237.0.19 |S ngapore nadimatal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
96.237.50.37 |147.237.76.197 |lhited Sates |e himush.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
96.237.50.37 |147.237.76.197 |Whited Sates |e hinush.idf.il ET SCAN NVAP -f -sS 1
80. 82.78. 38 147. 237. 76. 147 |Net her | ands chinuch. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
189, 218, 13.60 |147. 237 77. 72 |vexi co Landidf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
13.92.245. 177 |147.237.76. 148 |Wnited Sates |gacenter.aka. idf.i|ET SCAN NVAP -sS wi ndow 4096 1
183. 60. 252. 84 [147.237.77. 121 |Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
177 231, 203. 88 |147. 237 8. 14 |vexi co e orchot i df il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
174.37.194. 144 [147.237.76.38 |lLhited Sates |e.eneitav.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
174.37.194. 144 |147.237.76.38 [Lited Sates |e.eneitav.idf.il |ET SCAN NVAP -f -sS 1
104. 219. 238. 10 |147. 237.77. 176 |Lhited Sates |matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature Acti on ‘Count
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 86
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |United Sates 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 39
Ret r ansni ssi on Packet dr opped.
80. 140. 63. 74 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
213.205.198.94 |Uhited K ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
147.203. 126. 197|Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
185.99.32.4 Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 12
212.33.122. 121 glcf;i'géa” Territory. 1147, 237. 77. 216 |dover.idf.il  |drop First packet isn't SIN drop 11
185.95.205.13 |lrag 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
40. 77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
reamn ine: TCP Invali i i ssi
82.166. 162. 149 |l srael 147. 237,72, 166 |aka i or i1 | €M NG Engi ne: TP alid finvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
95. 86. 83. 56 I srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. g 8
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
5.22.129. 252 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACGK nunber nonitor |6
198.58.102.95 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
92.247.181.29 |Bugaria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
67.68.181. 12 Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
85. 130. 203. 95 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Sreamng Engine: TP Invalid i i ssi
109. 160. 168. 186 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
66.249.78.199 |Wnited Sates 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
109. 64. 179. 218 |Israel 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
69. 120. 110. 233 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
88.224.108.13 |Turkey 147.237.77. 216 |dover.idf.il |drop SAMrule drop 4
Sreamng Engine: TP Invalid i i ssi
157.55.12.79  |wited Sates 147. 237. 76. 200 |ei tan. aka i o . 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
201.212.5.12 Argentina 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
37.8.127. 42 glcf;i'géa” Territory. 1147, 237. 77. 216 |dover.idf.il  |drop First packet isn't SWN drop 4
86.211.183. 128 |France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
201.212.5.12 A gentina 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
85.130.203.95 [lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4
82.145.218. 186 |Eur ope 147.237.77.216|dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79.183. 62. 99 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
201.212.5.12 Argentina 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
207.46.13. 147 |nited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
200. 4. 25. 109 Col onbi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i ssi
66.249.66.50  |Uited Sates 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
213.205.198. 94 |United Ki ngdom 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Bngine: TCP Invalid i i ssi
79.180.117.10 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66. 249, 93. 180  |Europe 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i ssi
80.178.120.14 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 221,26 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
203. 133. 169. 231 |Korea, Republic of 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
66.249.69.93  |nited Sates 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
40. 77. 167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Action ‘Count
82. 205. 10. 205 g“;‘cisgi'g('ja” Territoryly 47, 237. 77. 216 |dover. i df . i | Ostributed Lhaut horized URL Access on v idf.il/error. htm B ock 10
82. 166. 247. 200 |I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy.idf.il/tenpl ates/fag/ nobile |B ock
79.178. 175. 106 |l srael 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from79.178. 175. 106 Bl ock
2.53.156. 78 I srael 147.237.0.19 |nmadimatal .idf.il [Suspicious Response Code B ock
. . Unaut hori zed URL Access to
217.132. 49. 109 |I srael 147.237.77.74 |lawidf.il vow | aw i of i 1/t enpl at es/ | obby/ | obby. asp B ock 3
104. 155. 92. 247 |Lhited Sates 147.237.77.216|dover. i df . il PHP At enpt B ock
104. 155. 92. 247 |Lhited Sates 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock
95. 86.80.233 |[lIsrael 147.237. 76. 147 |chi nuch. aka. i df . i ||Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. ht m B ock
. . Uhaut hori zed URL Access to
66. 249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ 4/ 2414. | pg B ock 1
136. 243. 48. 84 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/giyus/ general /defaul t.a |B ock 1
89.139. 10. 158 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qde Character in LR /mai n kapat 2/ /res#012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
. . Unknown Paraneter docld in
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | vwv aka. i o i |/ shal i shut / si tef gal | ery. aspx None 1
37.26.147.170 |[lsrael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/tenpl ates/articl e/ mobile Bl ock 1
213.151.38.48 |[Israel 147.237.77. 170 |maarachot . i df . i |  |Uhauthorized LRL Access to naarachot.idf.il/pdf/files/319, B ock 1
104. 155. 92. 247 [Lhited Sates 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 1
. . Uhaut hori zed URL Access to
79. 178. 175. 106 |l srael 147.237.76.86 |[navy.idf.il vown navy. i of i |/t enpl at es/ gener al / nobi | e Bl ock 1
. . D stributed Unhaut hori zed LRL Access on
66.249.75.18 |Israel 147.237.72. 166 [aka. i df . i | 147 237 72, 166/ T obot 5. £ xt B ock 1
. . Uhaut hori zed URL Access to
2.53.8.161 I srael 147.237.77.233|atal .i df . il vow atal i df.i1/tenpl ot es/ general /nobi | e B ock 1
141.161. 13. 189 |Lhited Sates 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df . il/894-en/i df gdover . aspx B ock 1
89.139. 10. 158 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from89.139. 10. 158 Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 78. 234 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx Bl ock 1
217. 132, 49. 109 | srael 147.237.77.74 |lawidf.il Paraneter Type Vol ation FreeText in B ock 1
wn | aw i df . i |/ 421- he/ pat zar . aspx
104. 155. 92. 247 |Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy. i df.il/wp-1ogin. php B ock 1
. . Uhaut hori zed URL Access to
79.179. 213. 180 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66.249.75.60 |Israel 147.237.72. 166 |[aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robots. t xt Bl ock 1
. . . Unknown Par aret er 4f9¢c0c80 in
157.55.39.27 |lhited Sates 147.237.72. 166 |aka. i df . i | vaw aka. i dff i 1/ mai n/ hone/ def aul t . aspx None 1
94.199.151.22 |United Ki ngdom 147.237.0.15 |kosher-kravi.idf.i|Miltiple Unauthorized URL Access from 94.199. 151. 22 B ock 1
) . . Par anet er Type M ol ati on PageNumin
68. 180. 229. 241 |Lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/ 1038- he/ cogat . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 233 [l srael 147.237.77.216|dover . i df . i waw i of i1/ nternati onal trai ni ng/about i srael . asp B ock 1
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to www aka. i df.il/nail/kapats B ock 1
17. 142, 156. 109 |Wited Sates 147.237.77. 216 |dover. i df . i | Distributed Uhauthorized URL Access on Bl ock 1
wan i df . i1/ newsi t e/ engl i sh/ nai n. asp
204.79.180.73 |thited Sates 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
. P .|Uhaut hori zed URL Access to
94.199. 151. 22 |United Ki ngdom 147.237.0.15 |kosher-kravi.idf.i Kosher - kravi .i df .i 1/t enpl at es/ homepage/ honepage. aspx B ock 1
. . . Unaut hori zed Met hod HEAD for
71.244.112. 136 |Lhited Sates 147.237.72. 166 |aka. i df . i | voww aka. i df i |/ rai rV sachar/ def aul t . aspx B ock 1
66. 249. 64. 237 |Israel 147.237.77. 216 |dover.idf .il Uhaut hori zed LRL Access to waw idf.il/appl e-app-site-association |B ock 1
66. 249. 78. 146 |l srael 147. 237.72. 166 |aka. i df . i | Wnknown Paraneter cat | d\u003d58624 in None 1
wwy aka. i df . i1/ mai n/ gi yus/ general . aspx
31.168. 16. 232 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
204.79.180.79 |Lhited Sates 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
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