04-27-2015-12:03:00 to 04-27-2015-13:03:00

@
1"PT SwNn [ )

GOV

www.gov.il

IDF Under Attack

04-27-2015-12:03:00

|Top Targets |
&~

6, 000"
5, 000"
4, 000+"
3, 000+"
2, 000"

Nunber .
a 1, 000"

At t acks l

. & . &« & \ & . ) N
'\& %\6 > '\& &\6 &\6 .\6\ Q\"\6 &\é 4\\\6\ .\& ’
. . . . A R S ) :
o T & & .\&6& &N RO $,§3’
S (\\35 ~ X
& ) é\é&
Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

M nadi matal .idf.il

M refuah.idf.il

M ishurimaka.idf.il

M anan.idf.il

M lawidf.il

M tikshuv.idf.il
navy.idf.il

B v chamat z. aka. i df . i |

2. 000F

MW 212. 179. 21. 196
46. 19. 85. 60
[ 212.179. 61. 125

Nunber
(6]

31.168. 133. 168
B 81. 218. 251. 252
Il 193. 188. 68. 43

At acks

. S . . . & ! Q- ) v
P Y & O e N P @
SR R S S P R

Top Attackers

[ 213. 151. 35. 218

W 77.75.77. 17
2.52. 23. 245

M 46. 19. 85. 252




04-27-2015-12:03:00 to 04-27-2015-13:03:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
31.168.103. 115 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-A i dest - r eset 298
192. 115. 116. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 218
89. 138. 2. 187 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 116
91. 231. 193. 150 | srael 147.237.76. 42 refuah.idf.il JLMPurple Gon Limt Htp drop 82
91. 231. 193. 150 | srael 147.237.76. 42 refuah.idf.il JLM Purpl e Gon Limt_Tcp dr op 32
192. 114. 2. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 24
91. 199. 69. 254 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 14
46. 19. 85. 52 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
109. 64. 112. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
46. 116. 241. 192 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
84.94.197. 241 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 3
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
62. 90. 159. 206 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
66. 249. 69. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
132.68. 1. 231 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
147. 236. 238. 250 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
31.168. 242. 117 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
109. 186. 17. 125 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
84.108. 111. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
87. 68. 58. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
46.19. 86. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
195. 37. 190. 86 Ger many 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

Target Address

Ste

WUl nerability

94. 230. 86. 214 | srael 147.237.76. 42 |refuah.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 7
37.46.41. 84 | srael 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
46. 19. 85. 79 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 4
46.116. 211. 238 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
66. 240. 192. 138 |Lhited Sates 147.237.8. 27 e nadi matal .idf.il DVRep_B-N 60_100 B ock 2
213.57.55.230 |lsrael 147.237.77.74 |lawidf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., FHagroute B ock 2
62.219.141. 71 | srael 147.237. 77. 226 |wwn chanat z. aka. i df . i | |C1000004: HTTP. opti ons nethod (M crosoft) B ock 2
66. 240. 236. 119 |Lhited Sates 147.237.72. 167 |i shuri maka.idf.il DVRep_B-N 60 100 B ock 2
79.182.25. 111 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
66.240. 192. 138 |Lhited Sates 147.237. 76. 199 |e. nakchal .i df . il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |lhited Sates 147.237.77.234 |hal ag.idf.il DVRep_B-N 60_100 B ock 1
2.52.28.7 | srael 147.237.72. 166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76. 31 |[nakchal .idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 CGer many 147.237.0.16 [ny-kosher-kravi.idf.il |DVRep _B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 179 |e.nazi .idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates [147.237.76.202|e. halag.idf.il DVRep_B-N 60_100 Bl ock 1
37.205.9.131 9 ovaki a 147.237. 72. 156 |anan.i df . il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 198 |e. yohal an.i df .i | DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger many 147.237.8.24 |e.lifestyle.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237. 76. 198 |e. yohal an.i df .i | DVRep_B-N 60_100 B ock 1
80.178. 11. 217 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
66.240. 192, 138 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 1
62. 90. 8. 145 | srael 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
71.6.167. 142 Lhited Sates 147.237.72. 156 |anan.i df . il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.8. 27 e nadimatal .idf.il DVRep_B-N 60_100 B ock 1
31.7.57.198 Sntzerl and 147.237.8.24 |e.lifestyle.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.0. 35 akavs. i df.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76.86 |navy.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 CGer many 147.237. 76. 199 |e. nakchal .i df .i | DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep_B-N 60 100 B ock 1
66.240. 192. 138 |Lhited Sates 147.237.72. 156 |anan.i df .i | DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237. 72. 156 |anan.i df .i | DVRep_B-N 60_100 B ock 1
37.205.9. 131 d ovaki a 147.237.72. 166 |aka. i df .i | DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.77. 121 |e.navy.idf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60 100 B ock 1
84.109. 160. 91 | srael 147.237.72. 166 |aka.i df .i | 7120: TCQP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
71.6.167. 142 Lhited Sates 147.237. 76. 199 |e. nakchal .i df . il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60_100 B ock 1
31.7.57.198 Sntzerl and 147.237.8.46 |e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates [147.237.72.217|e.idf.il DVRep B-N 60 100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | DVRep_B-N 60 100 B ock 1
85. 64. 123. 101 | srael 147.237.77.74 |lawidf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
71.6.167. 142 Lhited Sates 147.237. 77. 226 [wwn chanat z. aka. i df . 1] |[DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 1
220.181.125. 15 |China 147.237.72. 166 |aka. i df .i | C103: HITP: User Agent Sogou-+web+spi der B ock 1
71. 6. 165. 200 Lhited Sates [147.237.77. 227 |e. hanaz. i df .i | DVRep B-N 60 100 Bl ock 1
193. 164. 156. 110|France 147. 237. 77. 170 |near achot . i df . i | 12348: HITP. PHP-C3 Query String Parameter Command Injection g o 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste [Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 2
149. 78. 137. 30 Lhited Sates 147.237. 72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
87. 68. 84. 56 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
79.177.11. 41 | srael 147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
59. 41. 39. 125 Chi na 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46. 120. 23. 43 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
218. 6. 132. 45 Chi na 147.237.77. 227 e. hamaz. i df.il ET SCAN NVAP -sS w ndow 3072 1
185. 32. 178. 228 | srael 147.237. 72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
91. 199. 69. 254 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
84.228. 135. 133 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
61. 160. 224. 130 Chi na 147.237.72. 166 aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
59. 41. 39. 125 Chi na 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
37.46.41. 84 | srael 147.237.77.216 dover.idf.il portscan: TGP O stributed Portscan 1




|Top Attackers In FW |

04-27-2015-12:03:00 to 04-27-2015-13:03:00

Attacker Address | Attacker Qountry | Target Address |gte | Message [Name |Device Action |count |
212.179.21. 196 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1945
46. 19. 85. 60 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 574
212.179. 61. 125 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 534
31.168. 133. 168 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 210
81.218. 251. 252 | srael 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 147
193. 188. 68. 43 Jor dan 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 132
213.151. 35. 218 | srael 147.237.77. 216 dover.idf.il F rst packet isn't dr op drop 127
77.75.77. 17 Czech Republic 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 106
46.19. 85. 252 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 99
130. 226. 237. 4 Denmar k 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 74
79.177.171. 142 | srael 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 73
66. 249. 69. 40 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 64
37.231.167. 148 Kuwai t 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 55
46. 19. 86. 2 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 51
66. 249. 69. 48 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 48
128.177.108. 218 Lhited Sates 147.237.72. 166 aka.idf.il Frst packet isn't drop drop 48
37.48.120. 214 Net her | ands 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 41
176. 12. 151. 70 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 41
66. 249. 69. 32 Lhited Sates 147.237.77.216 dover.idf.il F rst packet isn't dr op drop 40
109. 64. 97. 230 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 35
54.72.73.168 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 32
66. 249. 69. 48 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 31
84.94.197. 241 | srael 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 31
212.199. 10. 60 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 28
81.218.131. 82 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 27
95. 86. 91. 139 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 25
80. 246. 133. 233 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 25
138. 134. 192. 10 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 25
192. 114. 105. 254 | srael 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 22
46. 19. 85. 79 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 22
168. 63. 139. 43 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 22
207. 46. 13. 52 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 22
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 22
41. 33. 232. 65 Egypt 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 22
192. 114. 105. 254 | srael 147.237.72. 166 aka.idf.il Frst packet isn't dr op drop 21
194. 56. 215. 66 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 21
147. 236. 238. 75 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 20
46.116. 211. 238 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 20
207.46.13.1 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 20
2.54.146. 222 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 20
176.12.140. 112 | srael 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 19
66. 249. 69. 40 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 19
46. 19. 85. 96 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 18
84.94.119. 22 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 17
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 17
66. 249. 75. 66 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 17
54.72.0.55 Lhited Sates 147.237.77.216 dover.idf.il Frst packet isn't dr op drop 17
80. 178. 147. 220 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 17
66. 249. 69. 32 | srael 147.237.77. 216 dover.idf.il Frst packet isn't dr op drop 17
176. 12.150. 110 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 16
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Jte . Count
Country Action

2.52.23.245 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 105

79.183.58.9  [Israel 147.237. 72. 166 |aka. i f .i Distributed thaut hori zed URL Access on B ock 9

wan aka. i df . i | // mai n/ har edi nd webr esour ce. axd
46.116.65.24  |Israel 147. 237. 72. 166 |aka. i of . i | Distributed Whauthorized LR. Access on B ock 7
wwv aka. i df . i | //ww ti kshuv.idf.il

D stributed Unaut hori zed URL Access on

213.8.52. 149 | srael 147.237.72. 166 |aka. i df . il . . ) B ock 4
wan aka. i df . i | // nai n/ rabanut / webr esour ce. axd
109. 253. 136. 66 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 4
212.179.102. 167|l srael 147.237. 72. 166 |aka. i df .i | Lhaut hori zed URL Access to wwn aka. idf.il/sip storage/files/9/ B ock 3
77.127.190. 156 |l srael 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 3
212.235.98. 139 |lsrael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
: S Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 2
79.180. 133. 238 |l srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 2
. . D stributed Unaut hori zed URL Access on
212.179. 132. 204|l srael 147.237.72. 166 |aka.idf .il o aka i df il // mai v/ har edi m vebr esour ce. axd B ock 2
81.218. 76. 25 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
77.127.241.234 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
79.181.141. 51 | srael 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
81.218.118. 124 |lsrael 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
. . D stributed Unaut hori zed URL Access on
46. 117. 25. 198 | srael 147.237.72. 166 |aka. i df . il v aka, i o 1// ht t ps: / ww aka. i df i1/ B ock 1
192.88.162.1 |lited Sates |147.237.72.166 |aka idf.il Distributed Lhaut hori zed URL Access on B ock 1
waw aka. i df . i1/ /nmai n/ har edi miwebr esour ce. axd
. . DO stributed Unaut hori zed URL Access on
79.178. 168. 36 | srael 147.237.72. 166 |aka. i df . il o aka. i df i1 // i v/ har edi m vebr esour ce. axd B ock 1
31.13.100.114 Irel and 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to aka.idf.il/sip storage/files/6 B ock 1
157.55. 39. 178 Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Uhaut hori zed URL Access from 157. 55. 39. 178 B ock 1
109. 64. 202. 212 |l srael 147.237. 72. 166 |aka.i df .i | SSL Uhtraceabl e Gonnection - pen Mde None 1
66. 249. 78. 80 I srael 147.237. 77. 226 [ww chanat z. aka. i df . i | |Uhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
202.112.50.77 |China 147.237.77. 216 |dover.idf.il Unknown HTTP Request Method quit in URL B ock 1
s D stributed Uhauthori zed URL Access on
84.111.216. 173 |lsrael 147.237.72. 166 |aka.idf .il vow aka i df i1 // ht t ps: /o aka i of i |/ B ock 1
. . |DOstributed Unaut hori zed URL Access on
66. 249. 64. 68 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | 147. 237. 77. 226/ | 938- he/ hamaz. aspx Bl ock 1
46. 19. 85. 53 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
176.12. 149. 128 |Israel 147. 237. 72. 166 |aka. i of . i | Distributed Lhauthorized URL Access on B ock 1

waw aka. i df . i 1// mai n/ rabanut / webr esour ce. axd
. . Uhaut hori zed URL Access to
66. 249. 78. 125 | srael 147.237.77.74 |lawidf.il 147. 237. 77. 741 261- 5611- he/ pat zar . aspx B ock 1

Unaut hori zed URL Access to

2.54.3.241 | srael 147.237. 72. 166 |aka. i df .i | wawn aka. i df . i1/ sites/resources/ kanhar/ styl es/inport/bottommavi gaton.a |B ock 1
Sp

157.55.39.5 Lhited Sates |147.237.72.166|aka.idf.il Lhknown Parangeter docld in www aka.idf.il/shalishut/site/gallery.aspx |None 1

66. 249. 69. 69 | srael 147.237.77. 176 |nat pash. i df .i | Lhaut hori zed URL Access to ww cogat.idf.il/search/results. aspx B ock 1

212. 150. 209. 205|i srael 147.237.72. 166 |aka.i df . Wnauthorized URL Access to B ock 1
wan aka. i df . i |/ mai n/ gi yus/ | ogi n. aspx?nodul et ogot 0=0

94.230.84.152 |lsrael 147.237.72. 166 |aka.idf .il Redundant HITP Headers Referer B ock 1

S Unknown Par aret er wb48617274 in

81.218.241.26 |lsrael 147.237.72. 166 |aka. i df .il v aka, i dff i 1/ chi nuch/ f ag/ def aul t . asp None 1

46.117.161. 91 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1

195. 160. 240. 11 |l srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1

173.252.115.88 |lLhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed LR Access to aka.idf.il/sip storage/fil es/8 B ock 1

79.180. 133. 238 |Israel 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1

31.186. 228. 62 Eiqlr:gegom 147.237.72. 166 |aka.idf .il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1

DO stributed Unaut hori zed URL Access on

109. 65. 7. 185 | srael 147.237.72. 166 |aka. i df . il vow ok, | of i | // i v ser pts/ css3pi e, htc B ock 1
66.249.78.82  |Israel 147.237.77.74 |lawidf.il llegadl Paraneter Encoding searchText in None 1
wan | aw i df . i |/ 275- he/ pat zar . aspx
213.8.52. 148 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
s S Uhtraceabl e Gonnection - Protocol violation
66. 249. 69. 2 | srael 147.237.72. 166 |aka. i df . il (SSL_CONN CLI ENT HELLO) None 1
207.46.13.1 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/1133-he/ x| x” B ock 1
91.200.12.74  |Wkraine 147.237.77. 216 |dover . i df . i1 Wnaut hori zed LRL Access to Bl ock 1

waw i df . i | /1283- 11845- en/ dover . aspx/ t r ackback/
S D stributed Lhaut hori zed URL Access on
46. 19. 85. 253 | srael 147.237. 72. 166 |aka. i df .i | v aka. i df i 1// mai v har edi i webr esour ce. axd B ock 1

Unknown HTTP Request Method COOX in URL

178.134.237.19 |Georgia 147.237.77.74 |lawidf.il wwe | aw i of . i | / 14- en pat zar . aspx B ock 1
S Distributed Whaut hori zed URL Access on

80.178.169. 176 |l srael 147.237.72. 166 |aka.i df .il v aka i o 17/ ht t ps: / ww aka, i df i1/ B ock 1

2.54.35.75 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1

157.55. 39. 6 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1

04-27-2015-12:03:00 to 04-27-2015-13:03:00



