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|Top Attackers | n DDoS- Def ence |

Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 3876
66. 249. 78. 15 | srael 147.237.77.74 lawidf.il TCP handshake viol ation, first packet not syn drop 1383
66. 249. 78. 104 | srael 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn drop 260
220. 181. 108. 97 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 201
66. 249. 78. 97 | srael 147.237.77. 170 naar achot . i df . i | TCP handshake viol ation, first packet not syn dr op 13
62. 210. 244. 54 France 147.237.77. 243 nobi | e.idf.il JLMPurple Gon Limt Tcp drop 7

66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 6

66. 249. 78. 111 | srael 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn drop 4

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
149. 78. 175. 252 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
190. 234. 152. 244 Peru 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets dr op 1

66. 240. 236. 119 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock Udp All Nets drop 1

84. 229. 192. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
192. 3. 190. 242 Lhited Sates 147.237.76. 30 hi nush. i df.il Block Np Al Net drop 1
74.44.163. 86 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 1
124. 232. 142. 220 Chi na 147.237. 76. 202 e halag.idf.il Bl ock_Udp All _Nets dr op 1

62. 210. 244. 54 France 147.237.77. 235 sviva.idf.il JLMPurple Gon Limt Tcp drop 1

74. 44, 163. 86 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address \Ste |Name |Davi ce Action |Oount \
109. 66. 110. 221 |l srael 147.237.77.233 |atal .idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
71.6.135. 131 Lhited Sates 147.237.72.217 |e.idf.il DVRep_B-N 60_100 B ock 1
130. 185. 155. 130 |Sweden 147. 237. 76. 147 |chi nuch. aka.i df .i | DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.196 [e.sviva.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.0.16 ny-kosher-kravi.idf.il [DVRep _B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.39 |[nobile neitav.idf.il DVRep_B-N 60_100 B ock 1
106. 120. 173. 159 |Chi na 147.237.77. 233 |atal .idf.il C103: HITP: User Agent Sogou-+web+spi der B ock 1
66. 240. 236. 119 |lLhited Sates 147.237.76.31 |[nakchal .idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 104 Lhited Sates 147.237.77.170 naar achot . i df.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 25 Lhited Sates 147.237.77.170 naar achot . i df.il ET SCAN NVAP -sA (2) 2
109. 186. 164. 109 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sA (2) 2
124.205. 120. 131 Chi na 147.237.77.212 e. dover.idf.il ET SCAN Potential SSH Scan 1
50. 252. 197. 194 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
124, 205. 120. 131 Chi na 147.237.77.179 enazi.idf.il ET SCAN Potential SSH Scan 1
124. 205. 120. 131 Chi na 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
222.186. 26. 133 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.224.132. 118 Russi an Federati on 147.237.76. 34 yohal an. i df .i | ET SCAN NVAP -sS w ndow 1024 1
222.186. 26. 133 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
124, 205. 120. 131 Chi na 147.237.77. 243 nobi le.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.72. 166 aka. idf.il ET SCAN NMVAP -sS wi ndow 1024 1
124. 205. 120. 131 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147. 237. 8. 45 eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
124, 205. 120. 131 Chi na 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
124, 205. 120. 131 Chi na 147.237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
50. 252. 197. 194 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
124. 205. 120. 131 Chi na 147.237.77.170 naar achot . i df.il ET SCAN Potential SSH Scan 1
222.186. 26. 133 Chi na 147.237.0. 17 mny- kosher -kravi .i df . il ET SCAN Potential VNC Scan 5900- 5920 1
91. 224,132,118 Russi an Federation 147.237.76. 30 hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
218. 77.79. 43 Chi na 147.237.72. 156 anan.idf.il ET SCAN Potential SSH Scan 1
149. 78. 175. 252 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL RULES DOS attack 01/2012 1
61. 240. 144. 67 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
124. 205. 120. 131 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
124, 205. 120. 131 Chi na 147.237.77. 226 W chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.72. 167 i shurimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

‘Target Addr ess ‘S‘te

‘ Message

Count ry

71.215.49. 144 |lhited Sates |147.237.77.216|dover.idf.i|Hrst packet isn't SYN drop drop 50

176. 12. 150. 69 |l srael 147.237.72. 166 |aka i df .i| | V31 d segnent retransmission. Packet Streamng Engi ne: TP Invalid drop 8
dr opped. Ret r ansni ssi on

66.249.75.66 |hited Sates |147.237.77. 216 |dover.idf.i| "V d Segnent retransnission. Packet Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on

50.129.174.63 |Lhited Sates |147.237.77.216|dover.idf.i|Hrst packet isn't SYN drop drop 2

117.131.78.26 |China 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN dr op drop 2

66.249. 69. 40 |l srael 147. 237. 77. 216 |dover . i of .i | 'EXPect ed post SN packet - RST or SW |, ) drop 1
expect ed

85. 64. 93. 133 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1

52. 4. 251. 232 Lhited Sates |147.237.77.216|dover.idf.i|directory traversal overflow Drectory Traversal noni t or 1

66. 249. 69. 48 |lsrael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN dr op drop 1

95. 140. 125. 61 147.237.77.74 |lawidf.il |header rejection pattern found i n request Header Rgj ection noni t or 1

66.249. 69. 32 |lsrael 147.237.77. 216 |dover.idf.i|l nval id ACK nunber Bad TCP sequence noni t or 1

66.249.69.32 |Israel 147. 237. 77. 216 |dover . i of .|| NEXPect ed post. SYN packet - RST or SIN |, drop 1
expect ed

66. 249. 78. 153 |l srael 147.237.72. 166 |aka.idf.il |Frst packet isn't SN dr op drop 1

46.116. 202. 6 | srael 147.237.76.86 |[navy.idf.il|lnvalid sequence nuniber Bad TCP sequence noni t or 1

66. 249. 69. 40 |l srael 147.237.77. 216 |dover.idf.i|l nval id ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Ste Action ‘Count
) C e Too Many of the Sane Response Gode (404) in Session from
109. 253. 157. 220]l srael 147.237.0. 19 nadi matal .idf.il 109. 253. 157. 220 B ock 59
S Unaut hori zed URL Access to
77.126.225. 240 |lsrael 147.237.72. 166 |aka.idf il v aka, i df i 1/ i v har edi i webr esour ce. axd B ock 8
Russi an C e
88. 81. 55. 56 Federat i on 147.237.77.74 |lawidf.il PHP At t enpt B ock 6
; C e Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il wiw navy. i df . i | / 994- 8613 he/ navy. aspx. aspx B ock 2
176. 12. 150. 69 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
61.135. 190. 197 |china 147.237.0.17 l’"”y' kosher-kravi. 1 df.i |, thori zed URL Access to 147.237.0. 17/ B ock 1
176. 12. 140. 85 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
95. 140. 125. 61 147.237.77.74 |[lawidf.il eMii | Hoar di ng B ock 1
66. 249. 64. 93 | srael 147.237.76. 31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
: s Unknown Par aneter pageNumin
157.55.39.6 Lhited Sates 147.237.72. 166 |aka.idf.il v aka. i of i |/ pat zar /Kl al i/ def aul t . asp None 1
31.193. 51. 80 France 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
207. 46. 13. 52 Lhited Sates 147.237.77. 216 [dover.idf.il Uhaut hori zed URL Access to waw i df.il/navy/ htm/profs. asp B ock 1
66. 249. 78. 45 | srael 147.237. 77. 226 [wwn chanat z. aka. i df . il |Uhaut hori zed URL Access to waw chanat z. aka. i df . i|/404. aspx B ock 1
62. 0. 75. 62 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
176.12.144.51 |lIsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 66. 110. 221 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
178. 255. 215. 87 |Rance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwu i df.il/english/history/born7.stm |B ock 1
S Unhaut hori zed URL Access to
66. 249. 69. 32 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 17558- he/ dover . aspx B ock 1
: s Unaut hori zed URL Access to
157.55.39.7 Lhited Sates 147.237.72. 166 |aka.i df .i | akaLidf i1/ i v rabanut / webr esour ce. axd B ock 1
46.19. 85. 79 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
s Unaut hori zed URL Access to
94.102.53.195 |Net herl ands 147.237.77. 176 |nat pash. i df .i | 147. 237. 77. 176/ i ncl udes/ t enpl at es/ error . tpl B ock 1
66. 249. 78. 160 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
207.46.13.131 |lhited Sates 147.237.72. 166 |aka.idf.il Ml ti pl e Uhaut hori zed URL Access from 207.46. 13. 131 B ock 1
66. 249. 64. 69 | srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1472- he/ at al . aspx B ock 1
176. 12. 146. 86 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 157. 220]l srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
R Unaut hori zed URL Access to
82.166. 126. 158 |[Israel 147.237.77. 234 |hal ag.idf.il ww | ogi stics. atal . i of .i /i ze100x0/ si p st or age B ock 1
180. 76. 4. 222 Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ B ock 1
66. 249. 69. 40 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1129- he/ dover. aspx |B ock 1
: R URL is Above Root DOrectory
52. 4. 251. 232 Lhited Sates 147.237.77. 216 |dover.idf.il veweick.il/. . /sharedicl i entscripts/| querylj query-1.4.2. nin. | s B ock 1
’ C e Unhaut hori zed URL Access to
157.55.39. 174 |Whited Sates 147.237. 72. 156 |anan.i df .i | v aman, i df . i |/ modi i /'si p_st or age/ T | es/ 5/ 68625 B ock 1
95. 108. 158. 145 RJSIS:;ni on 147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to waw aka.idf.il/reserve B ock 1
S Unhaut hori zed URL Access to
66.249. 78. 246 |l srael 147.237.72. 166 |aka. i df il 147. 237, 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
216.218. 206. 68 |Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
66. 249. 64. 71 | srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 938- he/ at al . aspx B ock 1
176. 12. 147. 35 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
5. 255. 253. 124 RJSf;;”i o 147. 237. 77. 216 |dover. i df . Mil tipl e Unaut hori zed URL Access from 5. 255. 253. 124 B ock 1
84.229. 192. 93 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
181. 197. 160. 224Pananma 147.237. 72. 166 |aka. i df .i Wnaut hor | zed LR Access to Bl ock 1
wwy aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
66. 249. 69. 48 | srael 147.237.77. 216 [dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 69. 48 B ock 1
61.135.190. 71 Chi na 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
157. 55. 39. 208 Lhited Sates 147.237.77. 226 [ww chanat z. aka. i df . il |Uhaut hori zed URL Access to 147.237.77. 226/ B ock 1
95. 140. 125. 61 147.237.77.74 |lawidf.il Enail collector robots 14 B ock 1
68.180.228. 117 |Wited Sates  |147.237.77. 216 |dover. i df .il Wnaut hori zed URL Access o B ock 1
wa i df . i |/ hebrew or gani zat i on/ pazan/ gaash. st m
176.12.148.0  [israel 147. 237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 1
wwy aka. i df . i | // mai n/ rabanut /webr esour ce. axd
66. 249. 64. 73 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
157.55. 39. 6 Lhited Sates 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to wwu aka.idf.il/sites/kishur/ B ock 1
Russi an R Unhaut hori zed URL Access to
5.255.253. 124 Federation 147.237.77. 216 |dover. i df . 11 waw i df . i |/ engl i sh/ announcenent s/ 2003/ may/ 15. st m Bl ock !
87 69 193. 19 srael 147 237.72. 166 laka i df i1 Unknown _Par f?lmat er ctl 00sct | 00$_cphMa| n$cphSachar $ct 1 63 in None 1
vww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
207.46.13. 1 Lhited Sates 147.237.77. 216 [dover.idf.il Mil tipl e Uhaut hori zed URL Access from 207.46. 13. 1 B ock 1
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