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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action  |Count |
66. 249. 78. 104 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 380

62. 210. 244. 54 France 147.237.77. 243 nobi | e.idf.il JLM Purple Gon Linit_Tcp drop 12

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3

188. 138. 9. 50 Ger many 147.237.76. 39 nobi | e. nei tav.idf.il ock Wp Al _Nets drop 1
71.6.165. 200 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Np Al Net dr op 1
124.232.142. 220 Chi na 147.237.76. 30 hi nush. i df .i | Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |Ste \Name |I:evi ce Action |Oount |
71.6.135. 131 Lhited Sates 147.237.77.176 |natpash.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.0. 35 akaws. i df.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0.200 |nmdu.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 CGer many 147.237.76. 200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.202 |e.halag.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.0. 17 mny-kosher-kravi.idf.il |DVRep_B-N 60_100 B ock 1
91. 200. 12. 18 kr ai ne 147.237.77.74 |lawidf.il C1000196: HITP. Bl ock admin login to gov.il sites ?g=user B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.72.166 |aka idf.il DVRep_B-N 60_100 B ock 1
188. 138.9. 50 Cer many 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
66. 249. 78. 104 Lhited Sates 147.237.77.170 naarachot.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
101. 226. 2. 99 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 67 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.0. 35 akavs. i df.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 74 lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186. 21. 59 Chi na 147. 237. 76. 148 gocenter. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 160. 224. 128 Chi na 147.237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
222.186. 21. 59 Chi na 147.237. 76. 30 hi nush. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 160. 224. 128 Chi na 147.237.0. 15 kasher-kravi .idf.il ET SCAN Potential SSH Scan 1
185. 13. 137. 206 Russi an Federation 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
88. 249. 106. 23 Tur key 147.237. 0. 35 akaws. i df.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237. 76. 39 nobi le.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 212 e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186. 21.59 Chi na 147. 237. 76. 200 eitan. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 160. 224. 128 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
222.186.21.59 thi na 147.237. 76. 147 chi nuch. aka.i df.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 160. 224. 128 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
185. 13. 137. 206 Russi an Federation 147.237.72. 167 ishurimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S’ te ‘Massage

97.125.125.69 |lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 50
172. 100. 6. 69 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 11
176. 12. 147. 39 — 147. 237. 72. 166 |aka i df i1 Inval id segnent retransmssion. Packet Sreani ng El_ﬁgi ne: TP Invalid drop 10

dr opped. Ret r ansn ssi on

149.78.154.69 |lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 8
200. 24.199. 50 |Ecuador 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
46.121.17. 68 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
203.116.187.1 |9 ngapore 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 4
157. 55. 39. 59 Lhited Sates |147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 3
174.124. 201. 215|lhited Sates |147.237.77.216|dover.idf.il |Invalid ACK nunber Bad TCP sequence alert 3
184. 153. 75. 12 Lhited Sates |147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 2
76.232.180.94 |lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 2
207. 46. 13. 95 Lhited Sates |147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 2
77.125.119. 104 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 1
79.181. 208. 4 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
121. 204. 189. 122|Chi na 147.237.77. 176 |nat pash. i df .il|Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address ([Ste Acti on ‘Count
77.126.225. 240 |israel 147.237.72. 166 |aka.i df . Wnaut hori zed URL Access to B ock 11
wwn aka. i df . i |/ mai n/ har edi i webr esour ce. axd
91. 200. 12. 18 Lkr ai ne 147.237.77.74 |lawidf.il D stributed PHP At enpt B ock
24.188.199. 124 |Wited States |147.237.72.166 |aka.idf.il Distributed Lhaut horized LR Access on B ock
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx Bl ock 2
66. 249. 75. 58 | srael 147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 75. 58 B ock 2
66. 249. 78. 97 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66. 249. 69. 40 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx Bl ock 1
184. 105. 247. 196|lhited Sates |[147.237.0.16 |ny-kosher-kravi.idf.il [Unhauthorized URL Access to 147.237.0. 16/ Bl ock 1
85. 64. 210. 217 |l srael 147.237.72. 166 |aka.idf .il D stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 75. 74 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/1528-12858-h B ock 1
s Unaut hori zed URL Access to
62. 210. 114. 129 |Fance 147.237.76.42 |refuah.idf.il ww ref ua atal i df i 1/sip_storagelfiles/ & 3198. pof/t r ackback/ Bl ock 1
: s Unaut hori zed URL Access to
207.46.13.131 |lhited Sates |147.237.72.166 |aka.idf.il wwwe aka. i of . | / yohal an/ i ¥ chenof fi cers. asp Bl ock 1
157.55.39. 5 Lhited Sates |147.237.72.166 |aka.idf.il Lhknown Paraneter sideStroll in ww aka.idf.il/giyus/kadatz/ None 1
66.249. 78. 104 |l srael 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/ni B ock 1
66. 249. 69. 48 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 69. 48 Bl ock 1
207.46.13.1 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 207.46.13.1 Bl ock 1
. . |Dstributed Uhaut hori zed URL Access on
66. 249. 78. 73 | srael 147.237. 77. 226 [waw chamat z. aka. i df . i | 147. 237. 77. 226/ | 938- hel hamaz. aspx Bl ock 1
66. 249. 69. 24 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
217.12.202. 39 Lkrai ne 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
157.55.39.179 |lhited Sates [147.237.72.166|aka.idf.il Unhknown Paraneter catld in ww aka. idf.il/shalishut/site/gallery.aspx |None 1
66.249. 78. 146 |l srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to v aka. i df.il/asp/wars. asp B ock 1
66. 249. 75. 13 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
’ S Unaut hori zed URL Access to
207.46.13.1 Lhited Sates |147.237.77.216 |dover.idf.il WAW i df . i | / hebr ew or gani zat i on nakhal / addr ess. stm Bl ock 1
109. 66. 53. 47 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ Bl ock 1
66. 249. 78. 80 | srael 147.237. 77. 226 |waw chamat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hamaz. aspx B ock 1
s DO stributed Whaut hori zed URL Access on
66. 249. 69. 32 | srael 147.237.76. 42 |refuah.idf.il 147. 237.76. 42/ | 938- he/ r ef uah. aspx B ock 1
176. 12. 143. 153 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspici ous Response Code Qust om Tenpor ary Bl ock 1
46.119. 113. 155 |lkrai ne 147.237. 72. 156 |anan.i df .i | Lhaut hori zed URL Access to list.ips.gov.il/ Bl ock 1
207.46. 13. 95 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed UR. Access to waidf.il/atal B ock 1
. s DO stributed Whaut hori zed URL Access on
119.127.90. 197 |Chi na 147.237.77. 176 |nat pash. i df .| waw cogat . i df . i | //shared/ user cont rol s/ header upper/ Bl ock !
66.249.78.82  |israel 147.237.77.74 |lawidf.il llegal Paraneter Encoding searchlext in None 1
wwy | aw i df . il /275- hel pat zar . aspx
66. 249. 69. 32 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 69. 32 Bl ock 1
176. 12. 147. 39 | srael 147.237.72.166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary Bl ock 1
C e Unaut hori zed URL Access to
66.249.75.58 I srael 147.237.77. 216 |dover . i df .11 ww i df . i |/ hebr ew or gani zat i on/ ar nor ed/ ar nor ed7. st m B ock !
54.91.152.192 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
207.46.13.131 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
. s Unaut hori zed URL Access to
121. 204. 189. 122|Chi na 147.237.77. 176 [nat pash.i df . i1 W cogat . i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock 1
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