04-27-2015-04:03:04 to 04-27-2015-05:03:04

@
1"PT SwNn [ )

gov IDF Under Attack
04-27-2015-04:03:04

www.gov.il

|Top Targets |

M dover.idf.il

Wilawidf.il

B naar achot . i df . i |

M aka.idf.il

M mobile.idf.il

M wwn chanat z. aka. i df . i |

I navy.idf.il

B rat pash. i df . |
refuah.idf.il

M nobi | e.nei tav.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

M 66. 249. 78. 111
66. 249. 78. 82

I 66.249. 78. 29
43. 255. 191. 165

N”'éber Il 62. 210. 244. 54
Attacks M 195. 34. 150. 18
I 66. 249. 78. 31
M 66.249.78.9
66. 249. 78. 97

H 207. 46. 13. 52

Top Attackers



04-27-2015-04:03:04 to 04-27-2015-05:03:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action |Count |
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 3688
66. 249. 78. 111 | srael 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn drop 2632
66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1115
220.181.108. 139 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 407
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 160
62. 210. 244. 54 France 147.237.77. 243 nobi le.idf.il JLMPurple Con Limt Tcp dr op 7

66. 249. 78.9 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 6

66. 249. 78. 31 | srael 147.237.77. 226 wn chanat z. aka. i df . i | TCP handshake viol ation, first packet not syn drop 6

66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 4

66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 3

61. 239. 133. 86 Hong Kong 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al Nets dr op 1

62. 210. 244. 54 France 147.237.77.235 |sviva.idf.il JLM Purple Gon Linit_Tcp drop 1
195. 37. 190. 86 Ger many 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np Al Net drop 1

41. 205. 200. 26 Mor occo 147.237.8. 46 e.chinuch.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te | Name | Devi ce Action |Coum |
71. 6. 165. 200 Lhited Sates 147.237. 8. 27 e.nadi matal .idf.il DVRep_B-N _60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.234 hal ag. i df.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Cer many 147.237.72. 14 dover.idf.il (ol d) DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il DVRep_B-N 60 _100 B ock 1
71.6.135. 131 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep_B-N _60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 97 Lhited Sates 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sA (2) 2
202.71. 25. 29 Indi a 147.237.76. 147 chi nuch. aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
43. 255. 191. 165 Japan 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 Japan 147.237.0. 35 akaws. i df .i | ET SCAN Potential SSH Scan 1
119. 226. 235. 212 Indi a 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.224.132. 118 Russi an Federation 147.237.76. 38 e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
213. 210. 205. 2 Saudi Arabi a 147.237.77.176 nat pash. i df . i | ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 66 Chi na 147.237.76. 199 e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
213. 210. 205. 2 Saudi Arabia 147.237.77.176 nat pash. i df.i | ET SCAN NVAP -f -sS 1
58. 20. 54. 249 Chi na 147.237.77.176 nat pash. i df.i | ET SCAN NVAP -sS w ndow 1024 1
208.184.217. 221 Lhited Sates 147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 165 Japan 147.237.77.170 naarachot . i df . il ET SCAN Potential SSH Scan 1
202.71. 25. 29 Indi a 147.237.76. 147 chi nuch. aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
43. 255. 191. 165 Japan 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il ET DRCP Dshield B ock Listed Source 1
43. 255. 191. 165 Japan 147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
185. 13. 137. 206 Russi an Federation 147.237.72.14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
43. 255. 191. 165 Japan 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
119. 226. 235. 212 Indi a 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.69.94. 13 Chi na 147.237.8. 28 e. nobil e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
213. 210. 205. 2 Saudi Arabia 147.237.77.176 nat pash. i df.i | ET SCAN NVAP -sS wi ndow 2048 1
58. 20. 54. 249 Chi na 147.237.77. 179 e nazi.idf.il ET SCAN Potential SSH Scan 1
208.184.217. 221 Lhited Sates 147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sS wi ndow 3072 1
43. 255. 191. 165 Japan 147.237.77. 226 WA chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
208. 39. 68. 33 Lhited Sates 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -sS wi ndow 4096 1
43. 255. 191. 165 Japan 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address |ste | Message | Name | Devi ce Action |count |
197. 32. 24, 106 Egypt 147.237.77.216 dover.idf.il |Hrst packet isn't SN drop drop 3
207.46. 13. 52 Lhited Sates 147.237.77. 216 dover.idf.il |Hrst packet isn't SN drop drop 2
93.172. 34. 126 | srael 147.237.77. 216 dover.idf.il |Hrst packet isn't SYN drop drop 1
209. 126. 110. 113 Lhited Sates 147.237.77. 216 dover.idf.il |directory traversal overflow DOrectory Traversal noni t or 1
176. 126. 252. 12 Ronani a 147.237.77. 216 dover.idf.il |directory traversal overflow Drectory Traversal noni t or 1
185. 53. 44. 96 147.237.77. 216 dover.idf.il |Hrst packet isn't SN dr op drop 1
41.33. 231. 86 Egypt 147.237.77.216 dover.idf.il |Hrst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address |Ste

Devi ce

‘Count

Country

Action

72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx Bl ock 2
207. 46. 13. 52 Lhited Sates |[147.237.77.216|dover.idf.il Ml tipl e Uhaut horized URL Access from 207. 46. 13. 52 Bl ock 2
210. 87. 255. 225 |Hong Kong 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawu i df.il/894-en/i df gdover. aspx Bl ock 2
S Unhaut hori zed URL Access to
188.165. 15.13  |Rance 147.237.77. 216 |dover.idf.il W i df i 1/ engl i sh/ nevs/ j unp 2i _eng 300900. st m B ock 1
94.102.53.195 |Net herl ands 147.237. 72. 156 |anan.i df .i | Uhaut hori zed URL Access to 147.237.72.156/i ncl udes/tenpl ates/error.tpl Bl ock 1
66. 249. 69. 48 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut horized URL Access from 66. 249. 69. 48 Bl ock 1
. S URL is Above Root Directory
176.126. 252. 12 |Ronani a 147.237.77. 216 |dover.idf.il vww i df .il/../shared/ clientscripts/jquery/jquery-1.4.2.nmn.js Bl ock 1
; S Unhaut hori zed URL Access to
54.204.162.36  [United Sates |147.237.77.216 dover.idf . il waw i df . i |/ engl i sh/ announcenent s/ 2002/ oct ober/ 1. st m Bl ock !
157.55.39. 6 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 78. 118 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 913- 3860- he/ pat zar . aspx Bl ock 1
180. 76. 4. 167 Chi na 147.237.76.31 |nakchal .idf.il [Uhauthorized URL Access to 147.237.76. 31/ B ock 1
74.4.177.98 Lhited Sates [147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 1
66. 249. 64. 93 | srael 147.237.76.31 |[nakchal.idf.il |Dstributed Uhauthorized URL Access on 147.237.76.31// Bl ock 1
: s Unaut hori zed URL Access to
207.46.13.52 United Sates |147. 287.77.216 dover. idf.il wwy i df . i |/ hebrew organi zati on/ honef ront /i dnew st m Bt ock !
] R Uhaut hori zed URL Access to ww aka. idf.il/miluimtenpl ates/
157.55.39.6 Lhited Sates |147.237.72.166 |aka.idf.il http: /ww aka. i df i 1/si p storagel fil es/ 6 66556, pdf Bl ock 1
s DO stributed Unaut hori zed URL Access on
66.249. 78. 153 |l srael 147.237.72. 166 |aka. i df .il v aka, i df i 1// mai n/ har edi md webr esour ce. axd Bl ock 1
180. 153. 236. 40 [Chi na 147.237.0.19 |nadimatal.idf.i|Uhaut horized URL Access to 147.237.0. 19/ B ock 1
74.82.47.3 Lhited Sates [147.237.72.156 |anan.idf.il Unaut hori zed URL Access to 147.237.72. 156/ B ock 1
66. 249. 69. 32 | srael 147.237.77. 216 |dover.idf.il Ml tiple Uhaut horized URL Access from 66. 249. 69. 32 Bl ock 1
157. 55. 39. 59 Lhited Sates |[147.237.77.216|dover.idf.il O stributed Suspi ci ous Response Gode Bl ock 1
66.249.78.160 I srael 147. 237.72. 166 |aka. i o . | Distributed haut horized LRL Access on Bl ock 1
wan aka. i df . il // mai n/ har edi i webr esour ce. axd
5.102.254.241 | srael 147.237.72. 166 |aka. i df . i Distributed Lhauthorized LR Access on B ock 1
wan aka. i df . il // mai n/ rabanut / webr esour ce. axd
Unhaut hori zed URL Access to
184.173.183. 174|lhited Sates |147.237.76.42 |refuah.idf.il wn refua. atal . idf.il/894-hel refuah. aspx&usg=al kj r hgglzy5shdei f syyzsz2ilj zf |B ock 1
rqo9
. s Unaut hori zed URL Access to
91. 200. 12. 22 Lkr ai ne 147.237. 77. 216 |dover.idf.il wan i df . i |/ 1283- 11845- en/ dover . aspx/ t r ackback/ Bl ock 1
66. 249. 69. 40 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
217.12.202.39 |kraine 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
176. 12. 141. 88 | srael 147.237.72. 166 |[aka.i df .i | Unaut hori zed URL Access to waw aka. i df.il/main/haredi niwebresour ce. axd Bl ock 1
66. 249. 78. 246 | srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
52. 6. 31. 228 Lhited Sates |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www | aw i df.il/14-5528- he/ Bl ock 1
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