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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |Count |
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 11601
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 6496
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 5925
66. 249. 78. 97 | srael 147.237.77.170 |maarachot.idf.il TCP handshake vi ol ation, first packet not syn drop 3708
66. 249. 78. 104 | srael 147.237.77.170 |maarachot.idf.il TCP handshake viol ation, first packet not syn dr op 3588
66. 249. 78. 111 | srael 147.237.77.170 |maarachot.idf.il TCP handshake vi ol ation, first packet not syn drop 2277
66. 249. 67. 24 | srael 147.237.77.170 |maarachot.idf.il TCP handshake vi ol ation, first packet not syn drop 655
66. 249. 78. 31 | srael 147.237.77.226  |ww chanat z. aka. i df . i | TCP handshake viol ation, first packet not syn drop 502
157. 55. 39. 58 Lhited Sates 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn drop 457
66. 249. 78. 2 | srael 147.237.72.166 |aka.idf.il TCP handshake viol ation, first packet not syn drop 275
79.180. 176. 225 | srael 147.237.72.167 |ishurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 70
66.249. 78. 11 | srael 147.237.77.170 |maarachot.idf.il TCP handshake vi ol ation, first packet not syn drop 8

66. 249. 78. 38 | srael 147.237.77.226  |ww chanat z. aka. i df .i | TCP handshake viol ation, first packet not syn drop 7

66. 249. 78. 45 | srael 147.237.77.226  |ww chanat z. aka. i df . i | TCP handshake viol ation, first packet not syn drop 5

62. 210. 244. 54 France 147.237.77.226  |ww chanat z. aka. i df . i | JLMPurple Gon Limt_Tcp drop 3
0.0.0.0 147.237.77.216 |dover.idf.il HITP Page H ood Attack drop 2
123.151. 42. 61 Chi na 147.237.0. 34 tikshuv.idf.il L4 Source or Dest Port Zero dr op 1

66. 249. 78. 160 | srael 147.237.72.166 |aka.idf.il TCP handshake vi ol ation, first packet not syn drop 1

66. 249. 78. 76 | srael 147.237.72.166 |aka.idf.il TCP handshake vi ol ation, first packet not syn drop 1
195. 37. 190. 86 Cer many 147.237.76. 86 navy.idf.il Block Np All _Net drop 1
104. 192. 0. 20 147.237.76. 34 yohal an.idf.il Bl ock_Ulp Al _Nets drop 1
62.210. 244. 54 France 147. 237. 0. 200 mu. i df . i JLMPurple Gn_ Limt Htp dr op 1

66. 249. 78. 254 | srael 147.237.72.166 |aka.idf.il TCP handshake viol ation, first packet not syn dr op 1

49. 175. 195. 179 Korea, Republic of 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1
197.41.101. 144 Egypt 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 1
113.108. 21. 16 Chi na 147.237.76.196 |e.sviva.idf.il L4 Source or Dest Port Zero drop 1

62. 210. 244. 54 France 147.237.77. 74 lawidf.il JLMPurple Gon Limt_Tcp drop 1
192.119. 240. 252 |lhited Sates 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn drop 1
52.4.217.78 Lhited Sates 147.237.72.167 |ishurimaka.idf.il TCP handshake viol ation, first packet not syn dr op 1
123. 151. 42. 61 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il L4 Source or Dest Port Zero drop 1

62. 210. 244. 54 France 147.237.77. 205 prisha.idf.il JLMPurple Gon Lint Htp drop 1
193. 242. 218. 6 Sntzerl and 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1

82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il Bl ock_Ulp Al _Nets drop 1
54.72.73.168 Lhited Sates 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address \S te |Narre |Devi ce Action \Ooum |
184.173. 183. 172 Lhited Sates 147.237.77. 216 dover.idf.il DVRep_P- N 40- 59 Permt 29
71.6.135.131 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 216 dover.idf.il DVRep B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 212 e.dover.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237.76. 199 e.nakchal .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237. 0. 200 ndu.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237. 76. 147 chi nuch. aka.i df .i |l DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il DVRep B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237.76. 148 gocenter. aka. idf.il DVRep_B-N 60_100 B ock 1
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Attacker Address | Atacker Country | Target Address |Ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 69. 77 Lhited Sates 147.237.77. 176 nat pash. i df . il ET SCAN NVAP -sA (2) 2
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sA (2) 2
119. 90. 139. 72 Chi na 147.237. 8. 28 e.nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 2048 1
119. 90. 139. 72 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -f -sS 1
104. 192. 0. 20 147.237.77.170 naar achot . i df.i | ET SCAN NVAP -sS w ndow 1024 1
93.201. 41. 26 Cer many 147.237.72. 156 anan.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 64 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.71. 25. 29 I ndi a 147.237.76. 201 e atal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
202.71. 25. 29 I ndi a 147.237.76. 201 e atal.idf.il ET SCAN NVAP -f -sS 1
119. 90. 139. 72 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
104.192. 0. 20 147.237.77. 227 e. hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.201. 41. 26 Cer many 147.237.72. 156 anan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
61. 240. 144. 67 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 233 atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.71. 25. 29 I ndi a 147.237.76. 201 eatal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
198. 20. 69. 74 Lhited Sates 147.237.72. 166 aka.idf.il ET DRCP Dshiel d B ock Listed Source 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Massage

Devi ce

‘Count

Country

Action

Mol ation

192. 119. 240. 252|lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 24
186. 75. 231. 43  |Panana 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 4
66. 249. 69. 48 | srael 147.237.77. 216 |dover.idf.il Unexpect ed post SYN packet - RST or SN drop drop 1
expect ed
140. 139. 231. 42 |lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 1
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 1
207. 46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 1
66.249. 81. 222  |lsrael 147.237.76.31 |nakchal .idf.i|directory traversa overfl ow Drectory Traversal noni t or 1
157. 55. 39. 58 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 1
60. 10. 71. 107 Chi na 147.237.77. 216 |dover.idf.il |Failed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 1
77.125.119. 104 |lsrael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 1
65.19. 138. 34 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SYN drop drop 1
85. 130. 223. 101 |l srael 147.237.76.42 |refuah.idf.il|lnvalid ACK nunber Bad TCP sequence noni t or 1
192. 81. 1. 255 Lhited Sates 147.237.77.216 |dover.idf.il |SYNretransmt wth different w ndow scal e Bad TCP sequence noni t or 1
66. 249. 69. 48 | srael 147.237.77. 216 |dover.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
130.211.117. 114 147.237. 77. 216 |dover.idf.il Wb Servers S ow HITP Denial of Service Vb Server Enf or cenent rej ect 1




04-27-2015-03:03:05 to 04-27-2015-04:03:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; ‘Count
Country Action
66. 249. 75. 58 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 75. 58 B ock 6
134. 249.53. 8 Lkrai ne 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw lawidf.il/tenpl ates/ getfil e/ B ock 6
207.46.13.131 |lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
66. 249. 75. 66 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 75. 66 B ock 3
5.102.254.241  |Israel 147.237.72. 166 |aka. i df . Distributed Lhaut horized LR Access on B ock 2
wn aka. i df . il // mai n/ rabanut / webr esour ce. axd
: s Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 2
60. 10. 71. 107 Chi na 147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 60. 10. 71. 107 B ock 2
79.177.205. 216 |lsrael 147.237.77.216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 79. 177. 205. 216 B ock 2
66. 249. 75. 74 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 75. 74 B ock 2
149. 142. 201. 164|lhited Sates 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 149. 142. 201. 164 B ock 1
66.249. 81. 222  |lsrael 147.237.76.31 |[nakchal .idf.il URL is Above Root Drectory wwu nakhal .idf.il/../favicon.ico B ock 1
Unaut hori zed URL Access to
66. 249. 69. 85 | srael 147.237.77. 176 [nat pash. i df . i waw cogat . i df . il /usef ul i nfornati on/i dkoni i pages/ 23122010shvuee. a |B ock 1
Spx
157.55.39.178 |lLhited Sates 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to wwu aka. i df . il /forgot passwor d. aspx B ock 1
60. 10. 71. 107 Chi na 147.237.77. 216 |dover.idf.il Dstributed PHP At enpt B ock 1
79.183.102. 225 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
. . |Ostributed Uhaut hori zed URL Access on
66. 249. 78. 73 | srael 147.237. 77. 226 [wawn chanat z. aka. i df . i | 147. 237. 77. 226/ | 938- he/ harmaz. aspx B ock 1
C e Unaut hori zed URL Access to
66. 249. 69. 32 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 20195- he/ dover . aspx B ock 1
188.165.15.95  |France 147.237.76.31 |nakchal .idf .i | Wnaut hori zed URL Access to Bl ock 1
nakhal . i df.il/consol e/ core/ doc_ngr/doc_ngr. asp
37.140. 141. 27 :32::1”' on 147.237.72. 166 |aka.idf .il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
; s Unhaut hori zed URL Access to
149. 142. 201. 164|Lhited Sates 147.237.77.74 |lawidf.il wnn | aw. i df . i | / wepdwaknt k1ot g2t gdmgr k B ock 1
68. 180. 228. 232 |lhited Sates 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to wwwn aka. i df . il/brothers/ hone B ock 1
207.46.13.131 |Lhited Sates 147.237.72. 166 |aka.idf.il Suspi ci ous Response Code Qust om Tenpor ary B ock 1
180. 76. 4. 206 Chi na 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
. Do Ml tiple CVE-2008-7212: Manbo 4.6.3 Path D scl osure
60. 10. 71. 107 Chi na 147.237.77. 216 |dover.idf.il WUl nerabi lity(+) from 60,10, 71. 107 B ock 1
) C e Uhaut hori zed URL Access to
91. 200. 12. 22 Lkrai ne 147.237.77. 216 |dover.idf.il i df i | / 1283 11845- en/ dover . aspx/ t r ackback/ B ock 1
66. 249. 78. 80 | srael 147.237.77. 226 [waw chamat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hamaz. aspx B ock 1
Do Unaut hori zed URL Access to
66. 249. 69. 40 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ shar ed/ aj ax/ cr eat ecapt chai mage. aspx B ock 1
198. 20. 69. 74 Lhited Sates 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
’ e Unhaut hori zed URL Access to
54.159. 214. 250 |lhited Sates 147.237.77. 216 |dover.idf.il ww i df . i 1/ engl i sh/ announcement s/ 2003/ may/ 19. st m B ock 1
149. 142. 201. 214|lhited Sates 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 149. 142. 201. 214 B ock 1
Unaut hori zed URL Access to
184.173.183. 172|lhited Sates 147.237. 77. 216 |dover.idf.il wawv i df . il /1361-13175-ar/ dover . aspx&usg=al kj r hh3ei pn8ov8nf - bv- o |B ock 1
wof het obnxw
95.173.171. 224 |Tur key 147.237.76.30 |hinush.idf.il Il1egal HITP \krsion B ock 1
66.249.78.111 |lsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 206- he/ pat zar . aspx B ock 1
e Unaut hori zed URL Access to
66. 249. 69. 48 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 20561- he/ dover . aspx B ock 1
207. 46. 13. 33 Lhited Sates 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to waw navy.idf.il/ishurim B ock 1
54.167.183. 116 |Whited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Whaut hori zed URL Access from 54. 167. 183. 116 B ock 1
: R Unaut hori zed URL Access to
149. 142. 201. 214|Uhited Sates 147.237.77.74 |lawidf.il ww | aw i df . i |/ wepdwuknt k1ot g2nt gdmgr k B ock 1
S Unhaut hori zed URL Access to
188. 165. 15. 13 France 147.237.77. 216 |dover.idf.il waw i df . i | / nevei t e/ engl i sh/ 012804- 1. stm B ock 1
66. 249. 64. 27 | srael 147.237.76.31 |[nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/ni B ock 1
R Unaut hori zed URL Access to
66.249. 78. 125 |lsrael 147.237.77.74 |lawidf.il 147. 237. 77. 741 164- 5043- hel pat zar . aspx B ock 1
66. 249. 69. 77 | srael 147.237.77. 176 [nat pash.idf . il Uhaut hori zed URL Access to ww cogat.idf.il/m B ock 1
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www idf.il/newsite/french/1219-2.stm B ock 1
157.55. 39. 3 Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
54.167.183.116 |lhited Sates 147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to ww idf.il/coni/english/nain_index.stm |B ock 1
79.177.205.216 |lsrael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww idf.il/sip storage/files/5/ B ock 1
S Unhaut hori zed URL Access to
66. 249. 78. 65 | srael 147.237. 77. 170 |n@ar achot . i df . i | 147. 237. 77. 170/ 71854- he/ maar achot . aspx B ock 1
R Unaut hori zed URL Access to
188.165.15.90  |France 147.237.77.74 Jlawidf. il wan law i df.il/tenpl at es/tenpl at econt rol s/ news/ undef i ned Bl ock !
66. 249. 69. 32 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
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