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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action |Count |
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 22607
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 15804
66. 249. 78. 111 | srael 147.237.77.170 naar achot . i df. il TCP handshake viol ation, first packet not syn drop 11115
66. 249. 78. 11 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 7692
66. 249. 78. 104 | srael 147.237.77.170 |maarachot.idf.il TCP handshake viol ation, first packet not syn drop 7014
66. 249. 78. 31 | srael 147.237.77.226  |ww chanat z. aka. i df .i | TP handshake viol ation, first packet not syn drop 2668
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 2158
201. 58. 130. 165 Bazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1337
66.249. 78.9 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 1235
66. 249. 78. 38 | srael 147.237.77.226  |ww chanat z. aka. i df . i | TCP handshake viol ation, first packet not syn drop 1109
66. 249. 78. 76 | srael 147.237.72.166 |aka.idf.il TCP handshake viol ation, first packet not syn drop 818
66. 249. 78. 45 | srael 147.237.77.226  |ww chanat z. aka. i df .i | TCP handshake viol ation, first packet not syn drop 583
66. 249. 78. 22 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 380
66. 249. 78. 62 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 289
66. 249. 64. 8 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn drop 160
66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 5

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 4

62. 210. 244. 54 France 147.237.77.226  |ww chanat z. aka. i df .i | JLMPurple Gon Linit Tcp drop 3

66. 249. 78. 25 | srael 147.237.77.170 |maarachot.idf.il TCP handshake vi ol ation, first packet not syn drop 2

66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1

195. 37. 190. 86 Ger nany 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 1

66. 249. 67. 84 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1

104. 192. 0. 20 147.237.76.176 |test.ncore.idf.il B ock Wp Al Nets drop 1

66. 249. 78. 18 | srael 147.237.77.170 |maarachot.idf.il TCP handshake vi ol ation, first packet not syn drop 1
54.72.0.55 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
71.6.135.131 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ock Wp Al _Nets drop 1

66. 249. 78. 30 | srael 147.237.0. 19 nadi matal .idf.il TCP handshake viol ation, first packet not syn drop 1

124, 232.142. 220 Chi na 147.237.76. 196 e.sviva.idf.il B ock_Udp Al _Nets drop 1

66. 249. 78. 153 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 1
78.46.174. 197 Ger nany 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1

195. 37. 190. 86 Ger nany 147.237. 76. 34 yohal an.i df .i| B ock Np Al _Net drop 1

66. 249. 78. 208 | srael 147.237.72. 167 i shurimaka.idf.il TCP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Narre |Davi ce Action |Oount \
79.181. 161. 86 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
188. 138. 9. 50 Ger many 147.237.77.227 |e hanaz.idf.il DVRep_B-N 60_100 B ock 1
60. 10. 71. 107 Chi na 147.237.77.216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77.170 |n@arachot.idf.il |DVRep_ B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76. 147 |chinuch.aka.idf.il |DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

‘Attacker Qountry |Target Address |Ste

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 97 Lhited Sates 147.237.77. 170 |naar achot . i df .i | ET SCAN NVAP -sA (2) 2
66. 249. 78. 22 Lhited Sates 147.237.77. 74 |lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 78. 104 |Lhited Sates 147.237. 77. 170 |n@ar achot . i df .i | ET SCAN NVAP -sA (2) 2
66. 249. 78. 82 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 77 Lhited Sates 147.237.77. 176 [nat pash. i df . i | ET SCAN NVAP -sA (2) 2
61. 240. 144. 67 |Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 |Chi na 147.237.72. 167 |ishurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89 248. 174. 46 |Net her| ands 147 237.0.15  |kosher-kravi idf il :E':fecsrﬁl\lti orI?ehaw oral Uhusually fast Terminal Server Traffic, Potential Scan or 1
61. 240. 144. 67 |Chi na 147.237.77. 243 |nobi le.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 65 |Chi na 147.237.77. 170 |n@ar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
o1. 224. 132, 118 | US| N 147.237.77.74 |lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
Federation
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘I\/bssage

173. 68. 91. 63 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 48
65.189. 210. 23 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 4
60. 10. 71. 107 Chi na 147.237.77. 216 |dover.idf.il |Failed to hand e connection data ?Ibr?;Iki ;—rrllt‘I'P Non noni t or 3
69. 40. 37. 233 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
89. 138. 247. 61 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
146. 115. 145. 182|lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
157. 55. 39. 59 Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 2
64. 236. 82. 2 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op drop 1
2.54.36.234 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1
194.72.238.241 |Uhited Kingdom |147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 1

. R . . Bl ock HTTP Non .
119. 127.90. 197 |Chi na 147.237.77.176 [natpash.idf.il|Fail ed to handl e connection data Conpl i ant noni t or 1
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op drop 1
207. 46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1
66. 249. 69. 32 | srael 147.237.77.216 |dover.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1
66. 249. 69. 32 | srael 147.237.77. 216 |dover.idf.il Wnexpected post SYN packet - RST or SN drop drop 1
expect ed
64.236.82. 1 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Count ry Target Address |Ste Action ‘Count
85. 65. 247. 48 | srael 147.237. 72. 156 |anan.i df .i | Mil tiple Uhauthorized URL Access from 85. 65. 247. 48 B ock 44
66. 249. 75. 74 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhauthori zed URL Access from 66. 249. 75. 74 B ock 6
60. 10. 71. 107 Chi na 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 60. 10. 71. 107 B ock 6
66. 249. 75. 66 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 75. 66 B ock 3
37.26.147.240 |lsrael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka.idf.il/nain/haredi miwebresource. axd |B ock 2
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
60.10. 71. 107 Chi na 147. 237. 77. 216 |dover i df .i1 Ml ti pl e CVE 2008- 7212: Manbo 4.6.3 Path D scl osure Wl nerabi lity(+) B ock 2
from 60. 10. 71. 107
66. 249. 75. 58 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 75. 58 B ock 2
60. 10. 71. 107 Chi na 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 2
66. 249. 78. 97 | srael 147.237.77. 170 |n@arachot.idf.il |Uhaut hori zed URL Access to naarachot.idf.il/nobil e/ B ock 1
. . Unaut hori zed URL Access to
66. 249.69. 40 I srael 147.237.77. 216 |dover. i df . i1 147. 237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
60. 10. 71. 107 Chi na 147.237.77. 216 |dover.idf.il CVE- 2008- 7212;: Nanbo 4.6.3 Path D sclosure Vul nerability B ock 1
180. 76. 6. 54 Chi na 147.237. 77. 176 |nat pash. i df .i | Unaut hori zed URL Access to 147.237.77.176/ 1205- ar/ cogat . aspx B ock 1
70. 39. 151. 44 Lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
207.46.13.131 |lLhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
60.10.71.107 |hina 147. 237.77. 216 |dover. i df . i1 Wnauthori zed URL Access to Bl ock 1
ww i df.i |/ editor/editor/fil enanager/ connect or s/ aspx/ connect or . aspx
S D stributed Lhaut hori zed URL Access on
109. 253. 156. 28 |l srael 147.237.72. 166 |aka. i df il v aka i df i 1// i vt abanut / webr esour ce. axd B ock 1
66. 249 78.153 |Israel 147. 237 72. 166 |aka.i of i | 81quth£| z?’ed URL Access to waw aka.idf.il/sip_storage/files/ 5/ x©xgxe B ock 1
66. 249. 69. 48 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 48 B ock 1
60. 10. 71. 107 Chi na 147.237.77. 216 [dover.idf.il D stributed PH? At enpt B ock 1
194. 72. 238. 241 LKJ?I;;gom 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to / B ock 1
66. 249. 75. 104 |l srael 147.237.0.15  |kosher-kravi .idf iUt horized URL Access to Bl ock 1
wawv kosher - kravi . i df . i1/t enpl at es/ homepage/ honepage. aspx
66. 249. 64. 73 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. s Unaut hori zed URL Access to
119.127.90. 197 |Chi na 147.237.77. 176 |nat pash. i df . 1 W cogat . i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
37.115.187.54 |lkrai ne 147.237.77. 216 |dover.idf.il Dstributed PHP At enpt B ock 1
66. 249. 78. 246 |l srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
66. 249. 75. 13 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to wan aka. i df.il/kenesat uda B ock 1
207. 46. 13. 52 Lhited Sates |147.237.77.216|dover.idf.il Mil tiple Uhaut horized URL Access from 207. 46. 13. 52 B ock 1
66.249. 75. 112 |l srael 147.237.77. 234 |hal ag.idf .il Lhaut hori zed URL Access to ww | ogi stics.atal.idf.il/nobile/ B ock 1
66. 249. 69. 32 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
46. 19. 86. 126 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157. 55. 39. 59 Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Code B ock 1
66. 249. 79. 143 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wmw ti kshuv.idf.il/ B ock 1
; . . Unaut hori zed URL Access to
207.46.13.52 Uited Sates  |147.237.77.216 |dover. i df il wa i df . i |/ hebrew organi zati on/ honef ront/ def aul t. stm Bl ock !
85.65.247.48  |Israel 147. 237. 72. 156 |anan.i df .i | Wnaut hori zed URL Access to o . B ock 1
wan aman. i df . i |/ acunet i x-ws-test - for-sone-i nexi stent-fil e
66. 249. 78. 29 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df.il/993/ pat zar. aspx B ock 1
66. 249. 69. 32 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
46.19.123.125 |France 147.237.77. 216 |dover. i df . i Wnauthori zed URL Access to B ock 1
wn i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
157.55.39.108 |Whited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waww aka. i df.il/main/rabanut/webresource. axd |B ock 1
68.180. 228. 117 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/honefront/hebrewie-contacts.stm |B ock 1
207.46. 13. 95 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/french/0218-5. st m B ock 1
99. 235. 108. 95 |Canada 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
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