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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action |Count |
66. 249. 78. 104 | srael 147.237.77.170 naar achot . i df .i | TCP handshake viol ation, first packet not syn drop 8224
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 6882
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 3211
66. 249. 78. 111 | srael 147.237.77.170 naar achot . i df .| TCP handshake viol ation, first packet not syn drop 2793
66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1326
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df il TCP handshake vi ol ation, first packet not syn dr op 432
66. 249. 78. 31 | srael 147.237.77.226  |ww chanat z. aka. i df . i | TCP handshake viol ation, first packet not syn drop 368
207.161. 151. 177 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 255
66. 249. 78. 22 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 253
220.181.108. 141 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 244
66. 249. 78. 2 | srael 147.237.72.166 |aka.idf.il TCP handshake viol ation, first packet not syn drop 88
66. 249. 78. 38 | srael 147.237.77.226  |ww chanat z. aka. i df .i | TCP handshake vi ol ation, first packet not syn dr op 23
24.55.8.171 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18

5. 29. 244. 164 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 15
62. 210. 244. 54 France 147.237.77.226  |waww chanat z. aka. i df . i | JLMPurple Gon Limt_Tcp drop 5

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 4

66. 249. 78. 254 | srael 147.237.72.166 |aka.idf.il TCP handshake viol ation, first packet not syn drop 3

66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn dr op 2
132. 147.93. 23 S ngapor e 147. 237. 76. 202 e halag.idf.il Bl ock Wdp Al Nets drop 1

62. 210. 244. 54 France 147.237.0. 34 tikshuv.idf.il JLM Purple Gon Linit_Tcp drop 1
195. 37. 190. 86 Cer many 147.237. 76. 200 eitan. aka.idf.il B ock Np Al _Net drop 1
71.6.167. 142 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il ock Wp Al _Nets drop 1

62. 210. 244, 54 France 147.237.0. 35 akaws. i df . il JLM Purple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

Target Address

Ste

181. 167. 146. 47 |Argenti na 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
66.240. 192. 138 |Lhited Sates 147.237.76. 198 |e. yohal an.i df .i | DVRep_B-N 60_100 B ock 1
107. 183. 220. 254|Lhited Sates 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FQedit or B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.0.200 [mu.idf.il DVRep_B-N 60_100 B ock 1
119. 188.71. 175 |China 147.237.77. 234 |hal ag.i of . i | 12348: HITP. PP Q3 Query String Parameter Command Injection g o 1
Vil nerability
71.6.165.200  |wited Sates |147.237.0.17 Im"”' kosher-kravi. i df.i |5 po0 BN 60100 B ock 1
85. 25. 43. 94 Ger many 147.237.77.235|sviva.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.76. 42 |refuah.idf.il DVRep B-N 60 100 B ock 1
107. 183. 220. 254|lhited Sates 147.237.77. 216 |dover.idf.il 9221: HITP: PUT Met hod Execution over HITP/ \\ebDAV B ock 1
188. 138. 9. 50 Ger many 147.237. 76. 148 [gqcent er. aka. i df .i | DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df.il ET SCAN NVAP -sA (2) 2
125.7.102. 241 Australia 147.237. 8. 50 e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
91.224.132.118 Russi an Federati on 147.237.76. 148 gacenter. aka. idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.8. 27 e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 252. 197. 194 Lhited Sates 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 255. 137. 52 Lhited Sates 147.237.76. 201 eatal.idf.il ET SCAN NVAP -f -sS 1
125.7.102. 241 Australia 147.237. 8. 50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
125.7.102. 241 Australia 147.237.8.50 e. tikshuv.idf.il ET SCAN NVAP -f -sS 1
91.224.132. 118 Russi an Federation 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 Chi na 147.237.77.176 nat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.76. 148 gocenter. aka. i df.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 252. 197. 194 Lhited Sates 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 4096 1
199. 255. 137. 52 Lhited Sates 147.237.76. 201 e atal.idf.il ET SCAN NVAP -sS w ndow 2048 1
5.196. 147. 122 Ger nany 147.237. 76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Atacker Address |Attacker Country |Target Address |Ste | Message [Name | Devi ce Action |Count |
128.206. 137.31 |Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop dr op 31
109. 65. 180. 24 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 13
75.104. 68. 193 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
176. 12. 139. 79 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
108. 59. 253. 71 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN dr op dr op 7
66. 249. 69. 32 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
172.10.98. 174 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
2.28.192. 87 Uni ted Ki ngdom 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
37.48.120. 214 Net her | ands 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
84.109. 200. 185 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
80. 246. 133. 87 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN dr op dr op 2
64. 236. 82. 2 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
185. 13. 193. 70 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
2.54.47. 246 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
80. 246. 133. 108 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
66. 249. 93. 164 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
109. 186. 120. 124 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN dr op dr op 2
74.90. 244. 82 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
52.16. 5. 197 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop dr op 2
212.199. 182. 150 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
113. 159. 159. 59 |Japan 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
176. 12. 146. 26 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
109. 65. 160. 147 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN dr op dr op 1
149, 78.245. 101 |lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
92. 64. 90. 134 Net her | ands 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop dr op 1
66. 249. 69. 48 | srael 147.237.77.216 |dover.idf.il |Lhexpected post SYN packet - RST or SYN expected |drop drop 1
41. 34. 137. 144 Egypt 147.237.77.216 |dover.idf.il |l nval i d sequence nunber Bad TCP sequence |nonitor 1
37.140. 141. 38 Russi an Federation |147.237.77.216 |dover.idf.il |[Hrst packet isn't SN drop drop 1
154. 5. 108. 251 Canada 147.237.77.216 |dover.idf.il |Hrst packet isn't SN dr op dr op 1
107.170.144.19 |lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 1
207.46.13. 95 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
5. 153. 43. 35 Net her | ands 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
84.109. 31. 105 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
66. 249. 69. 40 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN dr op dr op 1
37.140. 141. 39 Russi an Federation |147.237.77.216 |dover.idf.il |[Hrst packet isn't SN drop drop 1
107. 183. 220. 254 |Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 1
5. 255. 253. 124 Russi an Federation |147.237.77.216 |dover.idf.il |Frst packet isn't SYN drop drop 1
66. 249. 69. 40 | srael 147.237.77.216 |dover.idf.il |l nval i d ACK nunber Bad TCP sequence |al ert 1
41. 34.137. 144 Egypt 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
63. 249. 66. 212 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN dr op dr op 1
212.235.68.141 |lsrael 147.237.77. 243 |nobile.idf.il|]SINretransmit wth different w ndow scal e Bad TCP sequence |nonitor 1
37.26. 148. 202 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
85. 65. 17. 145 | srael 147.237.76.42 |refuah.idf.illl nval i d ACK nunber Bad TCP sequence |nonitor 1
66. 249. 69. 48 | srael 147.237.77.216 |dover.idf.il |l nval i d ACK nunber Bad TCP sequence |nonitor 1
41. 34.137. 144 Egypt 147.237.77.216 |dover.idf.il |l nval i d ACK nunber Bad TCP sequence |nonitor 1
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178. 137.85.64 |kraine 147.237.77.74 |[lawidf.il Lhaut hori zed URL Access to waw lawidf.il/tenpl ates/getfil e/ Bl ock 4
207.46.13.131 |lLhited Sates 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3
107. 183. 220. 254|Lhited Sates 147.237.77.216 |dover.idf.il |DOstributed PHP At tenpt B ock 2
37.142.131. 93 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 2
’ S Unhaut hori zed URL Access to
72.9.148.10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613 he/ navy. aspx. aspx B ock 2
157.55.39.5 Lhited Sates 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 2
176. 58. 74. 139 ga:lcisgi':éa” Territory, {147, 237.77. 176 |nat pash. i o . i 1 |Unaut hori zed URL Access to w cogat . i df . i 1/ 894-ar B ock 2
85. 65. 17. 145 | srael 147.237.76.42 |refuah.idf.il |Uhaut hori zed URL Access to 147.237.76. 42/ webr esour ce. axd B ock 1
5.29. 244. 164 | srael 147.237.76.42 |refuah.idf.il |Uhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66.249.78.89  |Israel 147.237.77.74 |lawidr.ii  |'!!693 Paraneter Encoding searchlext in None 1
v | aw i df . i |/ 275- hel pat zar . aspx
66. 249. 69. 48 | srael 147.237.77.216 |dover.idf.il |Miltiple Lhauthorized URL Access from 66. 249. 69. 48 B ock 1
157.55.39. 5 Lhited Sates 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to ww aka. i df.il/giyus/asp/ gi yus. asp B ock 1
54.161. 135. 168 |Lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthori zed URL Access to waw i df.il/newsite/english/120403-2.stm |B ock 1
66. 249. 78. 240 | srael 147.237.72. 166 |aka.idf .i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ enl arge. asp |B ock 1
s Unaut hori zed URL Access to
66. 249. 75. 66 | srael 147.237.77. 216 |dover.idf.il wnn i df . i 1/ engl i sh/ announcenent s/ 2002/ may/ hanas. st m Bl ock 1
66. 249. 64. 93 | srael 147.237.76. 31 |nakchal .idf.il|Uhaut horized URL Access to 147.237.76. 31/ 1072- he/ nakhal . aspx B ock 1
178. 137. 85. 64 Lkrai ne 147.237. 72. 156 |anan.i df .i | Uhaut hori zed UR_ Access to list.ips.gov.il/ Bl ock 1
66. 249. 78. 111 | srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
. . . |Uhaut hori zed URL Access to
66. 249. 69. 85 I srael 147.237.77. 176 |nat pash. i df . i1 waw cogat . i df.i | /usefulinfornation/idkoni ni pages/ 23012011yezu. aspx Bl ock !
54.245. 64. 111 Lhited Sates 147.237.77. 176 |nat pash.idf.il|Mil tipl e Uhaut hori zed URL Access from 54.245.64. 111 B ock 1
] s Unaut hori zed URL Access to
157.55.39.6 Lhited Sates 147.237.72. 166 |aka.idf .il v aka, i o .i |/ val t ard nai 1V r equest si nf o, asp B ock 1
69. 16. 197. 134 |lhited Sates 147.237.76.42 |refuah.idf.il |Lhauthorized URL Access to refua. atal.idf.il/bl og/wp-admn/ B ock 1
R Unhaut hori zed URL Access to
66. 249. 75. 74 | srael 147.237.77. 216 |dover.idf.il i i df i | / nevsi t e/ hebr ew 2004/ anuary/ 0127-1. stm Bl ock 1
66. 249. 69. 24 | srael 147.237.76.42 |refuah.idf.il |Uhaut horized URL Access to 147.237.76. 42/ 929- he/ r ef uah. aspx Bl ock 1
107. 183. 220. 254 |Lhited Sates 147.237.77.216 |dover.idf.il |Miltiple Unauthorized URL Access from 107. 183. 220. 254 B ock 1
37.231.251.192 |Kuvai t 147.237.77.74 |lawid.i1  [WKnown HTTP Request Method QO in URL B ock 1
wan | aw i df . i |/ 163- 6941- en/ pat zar . aspx
Unaut hori zed URL Access to
66.249.78.146 |lsrael 147.237.72. 166 |aka.idf .il waw aka. i df . i 1/rights/asp/info.asp?nodul ei d=2&cat i d=22703&doci d=22 |B ock 1
716
66. 249. 75. 58 | srael 147.237.77.216 |dover.idf.il |Miltiple Lhauthorized URL Access from 66. 249. 75. 58 B ock 1
54.245.64.111 |lWhited Sates 147.237. 77. 176 |nat pash.i df . i ||Uhaut hori zed URL Access to waw cogat . i df.il/894-he Bl ock 1
157. 55. 39. 45 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 940- he/ pat zar . aspx Bl ock 1
66.249. 75. 104 |l srael 147.237.77.234 |halag.idf.il |Lhauthorized URL Access to wwu | ogistics.atal.idf.il/ni B ock 1
207. 46.13. 14 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147. 237. 77. 74/ 994- he/ pat zar . aspx Bl ock 1
66. 249. 69. 32 | srael 147.237.77.216 |dover.idf.il |Uhauthorized URL Access to 147.237.77.216/ 1133- he/ dover. aspx B ock 1
107. 183. 220. 254|wited Sates 147. 237.77. 216 |dover. i o, 1 [AUthori zed URL Access to B ock 1
wan i df . i |/ ckedi tor/ ckfi nder/ cor e/ connect or/ asp/ connect or . asp
46. 105. 218. 1 France 147.237.76.42 |refuah.idf.il |Lhauthorized UR. Access to refua. atal.idf.il/wordpress/wp-admn/ B ock 1
66. 249. 78. 153 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
66.249.75.58  |Israel 147.237. 77. 216 |dover i of .| |Shauthorized UL Access to B ock 1
waw i df . i |/ engli sh/ announcenent s/ 2003/ sep
65.75.160. 133 |Lhited Sates 147.237.76.42 |refuah.idf.il |lUhauthorized URL Access to refua. atal.idf.il/wp-adnin/ Bl ock 1
157. 55. 39. 64 Lhited Sates 147.237.77.74 |[lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 602- 2267- he/ pat zar . aspx |B ock 1
72.29.127.15 Lhited Sates 147.237.76.42 |refuah.idf.il |Lhauthorized UR. Access to refua.atal.idf.il/wp/ wp-admn/ Bl ock 1
66. 249. 78. 9 | srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 69. 40 | srael 147.237.77.216 |dover.idf.il |Miltiple Lhauthorized URL Access from 66. 249. 69. 40 B ock 1
54.161. 135. 168 |Lhited Sates 147.237.77. 216 |dover.idf.il |Suspi ci ous Response Code Bl ock 1
66.249.78.153 I srael 147.237.72. 166 [akaicf.i| | -nauthorized URL Access to B ock 1
wwv aka. i df . i |/ sachar/f or ns/ downl oadf or m asp
66. 249. 75. 66 | srael 147.237.77.216 |dover.idf.il |Miltiple Uhauthorized URL Access from 66. 249. 75. 66 B ock 1
66. 249. 64. 71 | srael 147.237.77.233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
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