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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4583
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 105
180. 153. 91. 183 Chi na 147.237. 76. 30 hi nush. i df . i | ock Wp Al Nets drop 5
81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Block Udp All Nets drop 3
109. 64. 39. 18 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3

80. 70. 128. 129 | srael 147.237.72. 167 i shurimaka.idf.il Bl ock_Ulp All _Nets drop 3
123. 59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
38.229.1.13 Lhited Sates 147.237.76. 34 yohal an.i df .il B ock Np Al _Net dr op 1
185.94.111.1 Russi an Federation 147.237.76. 197 e. hinush.idf.il ock Wp Al Nets drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 1

62. 210. 107. 57 Fr ance 147. 237. 0. 200 ndu. i of i | JLMPurple Con Limt Htp drop 1
94.102. 49. 116 Net her | ands 147.237. 76. 148 gogcenter.aka. idf.il |Bock Np Al _Net drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 44 e.refuah.idf.il ock Wdp Al _Nets drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
39. 49. 19. 166 147.237.77. 74 Paki st an lawidf.il Xenu Link Seuth Wser Agent 4
185. 3. 144. 38 147.237.77. 216 I srael dover.idf.il GPL SCAN nyscan 2
185. 3. 144. 38 147.237.77. 216 I srael dover.idf.il I NDI CATOR- SCAN nyscan 2
222.186. 42. 248 147.237.0. 33 Chi na idf.il ET SCAN Potential VNC Scan 5900- 5920 1
13. 92. 103. 193 147.237.0. 34 Lhited Sates tikshuv. i df.il ET SCAN NMVAP -sS wi ndow 2048 1
109. 235. 254. 181 147.237.8. 27 Tur key e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 3072 1
104. 215. 90. 42 147.237.0.35 Lhited Sates akavs. i df . il ET SCAN NVAP -sS wi ndow 3072 1
104. 171. 122. 176 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NMVAP -sS wi ndow 2048 1
82.117. 208. 243 147.237.77.176 nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
66. 240. 213. 93 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186. 42. 248 147. 237. 76. 196 Chi na e svivaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
13. 92. 103. 193 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
208. 80. 155. 214 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
13. 92. 103. 193 147.237.0. 34 Lhited Sates tikshuv. i df.il ET SCAN NVAP -f -sS 1
109. 235. 254. 181 147.237.8. 27 Tur key e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 219. 238. 10 147.237.8.50 Lhited Sates e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 215. 90. 42 147. 237.0. 35 Lhited Sates akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
104. 171. 122. 176 147.237.0.15 Lhited Sates kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
80. 82.78. 38 147.237.77.178 Net her | ands e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count

140. 182. 204. 160|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 96

197. 231. 221. 211|Liberia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 67
Sreaming Engine: TGP Invalid i i ssi

66.249.78.146 |lnited Sates |147.237.72. 166 |aka. idf.il 9 =g Invalid segnent retransmssion. . 66
Ret ransni ssi on Packet dropped.

208.115.111. 73 |lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 50

141.161. 133. 49 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 48

37.26.146. 174 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 42

208. 115.113. 89 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 41

82.145.218. 186 |Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 21

197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20

52.29.223. 39 Ger nany 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 18

94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 17
Sreanming Engine: TCP Invalid i i ssi

95. 86. 83. 56 I'srael 147. 237. 76. 200 |6 tan. aka. i of .| 9 =g Invalid segnent retransmssion. g 16
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

109. 253. 203. 1131 srael 147.237.72. 166 |aka i of . 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14

64.14.237.1 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 13

207. 46. 13. 49 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 12

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

139. 162. 216. 112|thited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SWN drop 12
Sreamng Engine: TCP Invalid i i ssi

212.179.212.59 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

2.55.138.160 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.

198.58.103.91 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12

37.237.193. 48 Irag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12

66.249. 64.233 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 10

198. 58.102. 158 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i ssi

66.249.64.190 |lnited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dropped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9

50.87.144. 145 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 7

207. 46. 13. 89 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 7

5.22.129.85 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |7
Sreaming Engine: TGP Invalid i i ssi

66.249.66.190 |Wnited Sates [147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.

92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 6

46. 19. 85. 175 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 5

52.16.5. 197 Irel and 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 4

o SYNtACXK retransmt wth .

82.81.27.137 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence gifferent wi ndow scal monitor |4

46.19.85.123  |israel 147.237.77. 226 [} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber monitor |4
Sreamng Engine: TCP Invalid i i ssi

212.76.123.213 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.

157.55.39.147 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreaning Engine: TCP Invalid ' i ssi

109. 67. 209. 246 |Israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.

89. 145. 95. 42 z";ggom 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 4
Sreaning Engine: TCP Invalid ' i ssi

93.173.23.134 |Israel 147.237.76. 200 |6i tan. aka. i df .i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.

82.81.27. 137 I srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

46.19.85.123  |israel 147.237.77. 226 | "} chanatz.aka. 1df 1pad TOP sequence Inval i d ACK number aert 4

185. 3. 144. 38 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor (4
Sreanming Engine: TCP Invalid i i SSi

79.181.149.70 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

Kor ea, . . .

203.133. 169. 231 Republ i ¢ of 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i SSi

87.71.14.222  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 65. 161. 207 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

82.81.27.137 | srael 147.237.72.166 |aka.idf . il dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
212.76.101. 118 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
46.118. 156. 3 Wrai ne 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwu i df.il/1556-en/ Bl ock
2.53.25. 129 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock
66.249.78.147 I srael 147.237.76.86 |navy.idf.il thaut hori zed LR. Access to Bl ock 2
navy. i df .il/giyus/forun asp/ showf or um asp
2.53.163.3 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
52.12.235.71  |lnited Sates  |147.237.77.216|dover. i df .i | Distributed Lhauthori zed LR. Access on Bl ock 1
WA i df . i |/ newsi t e/ engl i sh/ nai n. asp
. - Unaut hori zed URL Access to
212.199. 143. 202l srael 147.237.72. 166 |aka. i df . i | i aka. i of i1/ i v sachar / undefi ned B ock 1
149.50.2.79  |israel 147. 237.72. 166 |aka. i df . i | thaut hori zed Mt hod POST for Bl ock 1
wan aka. i df . i |/ nmai n/ sachar/f ag. aspx
. . Unaut hori zed URL Access to
79.179.152.33  |lIsrael 147.237.77.234|hal ag. i df . i | 147.237. 7. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unhaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
5. 29. 105. 160 I srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/tenpl ates/article/mobile [B ock 1
187. 20. 215. 252 |Brazil 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unauthorized URL Access from 187. 20. 215. 252 Bl ock 1
89. 138. 110. 245 |l srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to naarachot.idf.il/pdf/files/ 4/ B ock 1
’ . - Unaut hori zed URL Access to
68.180.229.24 |[Wnited Sates |147.237.77.233|atal .idf.il v atal i of i1/t enpl at es/ shar ed/ user cont rol s/ navienu/ B ock 1
54.210.18.124 |lhited Sates  |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
151.80.31.176 |France 147.237.72.166|aka. i df . i | Uhaut hori zed UR. Access to aka.idf.il/giyus/asp/rec. asp B ock 1
80.18.127.118 [italy 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Unhaut hori zed URL Access to
66.249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel f1| es/ 1/ 2391 | pg B ock 1
5.39. 222. 159 Net her | ands 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
187. 20. 215. 252 |Brazil 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ Bl ock 1
Anonynous . . URL is Above Root DOrectory
93.115.95.216 Pr oxy 147.237.77. 216 [dover . i df . i | viwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmn.js Bl ock !
68.180.229.89 |lnited Sates  [147.237.72.166|aka.idf .il Unaut hori zed URL Access to www aka. i df.i|/main/gi yus/ N0 Bl ock 1
54.214.136.228 |Uhited Sates  |147.237.77. 216 |dover. i df . i Distributed Lhauthori zed LR Access on Bl ock 1
WA i df . i |/ newsi t e/ engl i sh/ nai n. asp
157.55.39. 147 |lnited Sates  |147.237.77.216|dover.idf . il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock
80.178.120.14 [israel 147.237.72. 166 [aka. i df . i | Post Request - Mssing Content Type Bl ock
66.249.78.130 I srael 147.237.76.86 |navy.idf.i| thaut hori zed LR Access to Bl ock 1
waw navy. i df . i | / navy/ navy/ sear chpage. aspx
, ny- kosher - kravi . i df . _ ,
109. 72.215.18 |United Kingdom|147.237.0. 16 i Unaut hori zed URL Access to 147.237.0. 16/ i ndex. php B ock 1
77.124.7.38 I srael 147. 237. 72. 166 |aka. i df . i | O stributed Lhaut hori zed LR Access on B ock 1
wwy aka. i df . i |/ mai n/ sachar/ undef i ned
65.55.210.220 [wnited Sates  [147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
164.132.161.78 |italy 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/newsitel novi es/yassin7.  |B ock 1
. . Unaut hori zed Met hod PCBT for
80.178. 120. 14 I srael 147.237.72.166|aka. i df . i | wiw aka. i df . i | / i 1V gi yus/ gener al . aspx B ock 1
. . Unaut hori zed URL Access to
51. 255. 65. 67 France 147.237.76.42 |refuah.idf.il v ref ua atal i df i1/ shar ed user cont rol s/ header upper / B ock 1
. . Unaut hori zed URL Access to
212.179.212.59 |Israel 147.237.72. 166 |aka. i df . i | v aka, i of i |/ i 1V gi yus/ waw navy. i df i | B ock 1
149. 50. 2. 79 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 149.50.2.79 (B ock 1
. . Paraneter Type Mol ation search in
79.179.152.33  |Israel 147.237.77.234|hal ag. i df . i | v | ogi sti cs. atal . i of i 1/1213- hel hal ag, aspx Bl ock 1
65.208.151. 116 [lhited Sates  [147.237.77. 170 |nmamar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/ 4/ Bl ock 1
176.13. 2. 67 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |B ock
89.138. 110. 245 |l srael 147.237.77. 170 |maar achot . i df . i | D stributed Waut horized HTTP Met hod B ock
. - Unaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai n/ sachar/  ag. aspx B ock 1
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