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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4832
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3763
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - reset 1741
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3
124. 83. 43. 19 Phi |i ppi nes 147.237.76. 201 e atal .idf.il JLIMPurple Gon Linit Htp drop 3
124. 83. 43. 19 Phi | i ppi nes 147.237.76. 201 eatal.idf.il JLM Under _Attack Con Htp drop 2
183. 60. 48. 25 Chi na 147.237.76. 199 e. nakchal .idf.il|JLM Under _Attack _Con_Tcp drop 2
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- M SC- Sl owl ori s- DO&- Var 1 dest - r eset 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

58. 8. 151. 69 Thai | and 147. 237. 76. 201 eatal.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Signature

‘ Target Address

Gountry

66.249. 81. 183 |147. 237. 77. 233 |Eur ope atal .idf.il ET SCAN NVAP -sA (2) 2256
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
58. 218. 204. 211 (147. 237. 76.30 [Chi na hi nush. i df . il ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
14.207.47.219 [147.237.0.35 |Thailand akavs. i df il ) 1
Potential Scan or Brute Force
202.67.237.220 [147.237.8.24 |Hong Kong elifestyleiidf.il |ET SCAN Potential SSH Scan 1
184. 80. 10. 136 |147.237.8.24 |lnited Sates [e.lifestyle.idf.il |ET SCAN NVAP -sS w ndow 3072 1
183 81 25 232|147 237 0.35 M etnam akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48.25  |147.237.76. 176 [Chi na test.ncore.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 140. 23 [147. 237. 72. 156 LKJ?i;;gom anan. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
58. 218. 204. 211 (147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
13.92.100. 128 [147.237.76.30 |Uhited Sates |himush.idf.il ET SCAN NVAP -sS wi ndow 4096 1
184.80.10. 136 |147.237.8.24 |Wited Sates [elifestyle.idf.il |ET SCAN NMVAP -sS wi ndow 1024 1
183.60.48.25  [147.237. 76. 197 |Chi na e hinush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25 [147.237.76.39 [China nobi | e.nei tav.idf.i|ET SCAN Potential VWNC Scan 5900- 5920 1
88.224.108. 13 [147.237.77. 176 [Turkey nat pash. i df .i SERVER- WEBAPP admi n. php access 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
77.176.109. 3 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 595
200. 4. 25. 109 Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
203. 133. 169. 231 g’rea’ RepUDIiC 147 537 77. 216 |dover.idf i1 dr op First packet isn't SN drop 30
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
85.130. 183. 47  [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 17
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
128.242.249.12 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
83.233. 107. 233 |Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
204.29.71.132 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
85.64.122.228 | srael 147, 237.76. 200 [ei tan aka i o i1 | €AM NG ENgine: TP Invalid —fimvalid segnent retramsmssion. |, o) 12
Ret r ansni ssi on Packet dr opped.
85.130.183.47 |israel 147.237.72. 166 |aka.i df .i Streamng Engi ne: TCP Invalid finvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
84.108. 126. 211 |Israel 147, 237.77. 243 |rvit e i1 | €AMNG Engine: TP Invalid —finvalid segnent retramsmssion. |, o) 12
Ret r ansni ssi on Packet dr opped.
38.111.147.83 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
139. 162. 216. 112|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
162.243.99. 146 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
54.188.76.136 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
54.212.110.255 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
84.94.105.30  |israel 147.237.72. 166 |aka.i df .i Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
212.36.28.149 |Bugaria 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
66.249. 78. 146 |lited Sates  |147.237.72. 166 |aka i df.il Streaning Engine: TCP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
188. 120. 148. 169|l srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 8
109. 105. 185. 187 gz::;”ion 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 8
213.57.53. 30 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
85. 130. 183. 47 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber aert 7
85. 130. 220. 253 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
88.224.108. 13 |Turkey 147.237.77. 216 |dover.idf.il drop SAMrul e drop 7
85. 130. 220. 253 |Israel 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 7
85. 130. 220. 253 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 7
95. 35. 65. 56 I'sr ael 147.237.72. 166 |aka.i df .1 Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85.55 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
64.233. 173. 174 gg?’o':f‘d fic 147.237.77. 216 |dover. i df .i | drop First packet isn't SIN drop 6
87.70.52.243  [Israel 147, 237.72. 166 [aka. i o . | Streamng Engine: TP Invalid imvalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85.55 I 'srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
157.55.39. 147 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
40.77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
66.249.89.119 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 85. 175 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
85. 130. 220. 253 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
82. 145. 223. 118 |Europe 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
91. 228. 208. 197 :ZZ::FI on 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 5
185. 3. 147. 214 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACGK nunber noni t or 4
66.249. 64.233 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
192. 249. 66. 247 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
193.190. 204. 61 |Bel gi um 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
217.125. 151. 157|Spain 147.237.77.216|dover.i df . il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 6
88.224.108.13 |[Turkey 147.237.77. 176 |mat pash. i df . il  |Miltiple Wauthorized URL Access from 88.224. 108. 13 B ock 5
66.102. 6. 191 Uhited Sates [147.237.77.216|dover.idf .il Distributed Whaut hori zed URL Access on wwidf.il/error. htm Bl ock 4
2.53.163.3 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 4
88.224.108.13 |[Turkey 147.237.77. 176 |mat pash. i df . il  |Miltiple Adnin B ocking from 88.224. 108. 13 B ock 4
88.224.108.13 [Turkey 147.237.77. 176 |mat pash. i df .i1  [PHP Attenpt Bl ock 3
85. 130. 220. 253 |I srael 147.237.77. 243 |nobi | €. i df . i | ﬁ;ﬂtgﬁréfzf?lg‘eggfytesem e/ stchi | ddocunent s/ 1071 Bl ock 3
217.132.149.72 |Israel 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed HTTP Met hod B ock 2
85.64.3.84 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wan refua. atal .idf.il/tenpl ates/general / nobil e |B ock 1
66.249. 79. 51 | srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/appl e-app-site-association B ock 1
46.120.146.81 |Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/tenplates/article/ nobile Bl ock 1
68.64.168.226 |Lnited Sates |147.237.77. 176 [mat pash. i df.il |Ostributed Adnin B ocking Bl ock 1
157.55.39.187 |Uited Sates |147.237.72. 166 |aka. i df .i | Lhaut hori zed LRL Access to aka.idf.il/kanar/c B ock 1
46.19. 85. 153 I srael 147.237.77.216|dover.idf .l Mil tiple Abnormal |y Long Request from 46. 19. 85. 153 Bl ock 1
85. 64. 3. 84 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag. idf.il/tenpl ates/ general / nobil e Bl ock 1
66.249.81.212 |Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/1294-en/wan idf.il/english B ock 1
46.120.146.81 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal .idf.il/tenpl ates/ general / nobil e Bl ock 1
217.132.149.72 |lsrael 147.237.77. 170 |maar achot . i df . i | [Mil ti pl e Unaut hori zed URL Access from 217.132. 149. 72 B ock 1
68. 64. 168. 226 Lhited Sates |147.237. 77. 176 |nat paSh idf.il Dstributed PHP Attenpt B ock 1
66.249. 66. 123  [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 4/ 2424.jpg |B ock 1
174.129.228. 67 |nited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
46. 19. 85. 153 | srael 147.237.77.216|dover. i df . il Mil tiple Malformed URL from46. 19. 85. 153 B ock 1
Unknown Par arret er
85.130.183.47 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphvai n$TochenP acekbl der $erai | Updat e$t xt Bvai | in None 1
wan aka. i df . i |/ mai n/ gi yus/ f ag. aspx

68.64.168.226 [lnited Sates [147.237.76.42 |refuah.idf.il Adnin Bl ocki ng Bl ock 1
52.53.221.186 |Lhited Sates [147.237.76.200|ei tan. aka. i df . il |Unauthorized URL Access to 147.237.76. 200/ B ock 1
99. 229.38. 3 Canada 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/kesher B ock 1
68.64.168. 226 |Lhited Sates |147.237.77. 176 [mat pash. i df .i| |Uhauthorized URL Access to wmn cogat.idf.il/admnistrator/index. php Bl ock 1
66.249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/sip_storage/ fil es/9/2379.jpg |H ock 1
176.13.12. 165 |l srael 147. 237. 72. 166 |aka. i df . i | mn;’kmg szflr?'r‘;tn;r nf;;g?:f/tgangfEzﬁ;fcmsa"har$Ct' 07 in None 1
46.19. 85. 153 I srael 147.237.77. 216 |dover.i df . il Mil tiple Unknown HTTP Request Met hod from 46. 19. 85. 153 Bl ock

68. 64. 168. 226 |Wited Sates [147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
54.188. 160. 135 |Lhited Sates |147.237. 77. 216 [dover. i df . il mlr ;f_ﬂtlidneﬂ?‘:te?ggﬁgwﬁ f;f;s on Bl ock 1
217.132.149.72 |lsrael 147.237.77. 170 |maar achot . i df . i | |Whaut hori zed URL Access to maarachot.idf.il/sip_storagel/files/ 4/ B ock 1
131. 212. 250. 173|lhited Sates [147.237. 77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/oref/sitelincludes/ down | oad. asp |H ock
80.179.9. 115 I srael 147.237.77. 216 |dover.idf.il Distributed Whaut hori zed URL Access on wwidf.il/error. htm Bl ock
66.249.78.240 I srael 147.237.72. 166 |aka. i df . i | ﬂ?ugggr'?;eiséﬁ‘l sfgfsrsa;;’m | e/ 0/ 70010. doc Bl ock 1
207.241. 229, 223|United Sates |147.237.0.34  |ti kshuv.idf.il m‘flhlgr:uf/e?dﬁ‘l /AtcecnestaI:eglgener al/ general . asp Bl ock 1
46.116.24.117 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
68.64.168.226 |[Lnited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/adnministrator/index. php |B ock 1
54.212.187.40 |lnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitel english/nain. asp Bl ock 1
141.212.122. 161|thited Sates [147.237.76.31 [nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ B ock 1
5. 29. 105. 160 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl el nobile B ock 1
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