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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4965
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3795
0.0.0.0 147.237.77.216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 2581
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 10
109. 64. 90. 154 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3

5. 164. 83. 208 Russi an Federation 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
168. 235. 197. 151 Lhited Sates 147.237.77.216 dover.idf.il Frk Under Attack Con Htp drop 2

95. 213. 255. 38 Russi an Federation 147.237.76. 200 eitan. aka.idf.i|B ock_Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
176.13. 2. 67 147 237 77 233|158l atal idh il ET DCB5 Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 5
attack
66.249.81.230 |[147.237.77. 176 |Eur ope natpash.idf.il  |ET SCAN NVAP -sA (2) 2
98.119. 105. 221 |147.237.77.212|lhited Sates  |e dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
82.117. 208. 243 |147.237. 0. 200 mu.idf il ET SCAN NMAP -sS wi ndow 1024 1
208.115.111. 73 |147.237.77.216|thited Sates  [dover.idf.il portscan: TCP O stributed Portscan 1
195. 216. 176. 244|147.237.8. 46 |Latvia e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
98. 119. 105. 221 |(147.237.77.212|Wited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
98.119. 105. 221 [147.237.77.212|Whited Sates e dover.idf.il ET SCAN NVAP -f -sS 1
80. 82.78. 38 147. 237. 76. 198 [Net her | ands e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
23. 96. 109. 87 147.237.76.30 |Lnited Sates hi nush. i df . i ET SCAN NMAP -sS wi ndow 4096 1
198. 20. 69. 98 147. 237.76. 200 |Lnited Sates eitan.aka.idf.il |ET DRCP Dshi el d B ock Listed Source 1
195. 216. 176. 244|147.237.8.28 |Latvia e.mobi | e-ks.idf.i [|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
46.242.79. 221 |ssian 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SN drop 110
Federation
95. 86. 104. 175 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 88
168. 235. 197. 151 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 61
46. 73. 214. 89 :Z:::Inl on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35
62. 81. 49. 129 Spai n 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
217.132.14.97 |israel 147. 237.77. 234 |hal ag. i of . i | Bad TCP sequence mdgirsa:;"zt With different monitor |24
139. 162. 216. 112|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
149. 62. 12. 246 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
5.164.83.208  |UsSian 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 22
Federation
107.167. 113. 148|lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
95.221.238. 34 g;z:;nl on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
75.119.230.50 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
186. 67.116. 154 |Chile 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
198.58.102.95 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
5. 63. 250. 18 Hungary 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
40.77.167.57 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
207.46.13. 11 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
84.94.169. 114 |israel 147. 237.77. 234 |hal ag. i of . i | Bad TCP sequence mdgitrsacrznzt Wth different monitor |17
94.77.196. 82 Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
70.29.103.44  |Canada 147, 237. 76. 200 |eitan aka i i1 | camng Engine: TP Invalid finvalid segnent retransnissi on. drop 16
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
176.13.9.212  [israel 147.237.72. 167 |i shurimaka i i1 | @M NG Engi ne: TCP Invalid invalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
157.55.39. 147 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
66.249.78. 146 |lhited Sates  |147.237.72. 166 |aka.idf. il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
31.168. 169. 122 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. |y 9
Ret r ansni ssi on Packet dr opped.
198. 251. 60. 85 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
95. 86. 104. 175 | srael 147.237.76.39 |mobile meitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
68.180. 231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
88.243.160. 173 |[Turkey 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 7
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109. 64.90. 154 [ srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmissi on, drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.0 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
109. 65. 224. 140 |i srael 147.237.77. 243 |robi | e. i of .| Streaning Engine: TCP Invalid finvalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dr opped.
208.115.113.89 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
84. 30. 236. 89 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
172.56.30.245 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
176. 13. 2. 67 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.146.204 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
87.70.52.243  |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid - invalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dr opped.
46. 116. 204. 191 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
185.3.144.37  |Israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid |invalid segnent retransmission. 6
Ret r ansni ssi on Packet dr opped.
46.19.85.0 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
176.13. 14. 128 |Israel 147. 237. 77. 243 |nobi l e.i df .i1 Streamng Engine: TCP Invalid Jinvalid segnent retransnissi on drop 6

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.55.34.52 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 51
2.53.48. 44 I srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 3
176.13.20. 149 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 3
89.139.10. 158 [l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qode Character in LR B ock 2
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 2
79.177.26.166 I srael 147.237.72. 166 |aka. i df . i | mn;kflgﬁrﬁje;a?ng;ﬁafgmm 'n None 1
66.249.64. 137 I srael 147.237.72.166 [aka. i df . i | ﬂ?.u;g).r;;.ef%ﬁai An(/:z:if\a: ;Jr egi strationw zard/ regi st er. aspx Bl ock !
131.253.25.191 |lhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
84.111.242.173 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
66.249. 78.147  |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/giyus/foruniasp/ show orumasp |B ock 1
199. 30.24. 137 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Whaut horized URL Access on waw idf.il/error. htm Bl ock 1
37.26.149.234 |Israel 147.237.76. 147 |chi nuch. aka. i df . i ||Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 1
109. 3. 144. 122  |France 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
Unknown Par anet er
79.177.26.166 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshonth in None 1
wwn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
66. 249. 64.230 |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
157.55.39. 147 |Uited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
5.102. 146. 88 Sntzerland |147.237.77.74 (lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ tnp/ php. cl ass. php Bl ock 1
84.200.45.38  |Ger nany 147. 237. 76. 147 |chi nuch. aka. i df . i | mrc'rfﬁ;iﬁ i:”f 2?”' f/eioﬁtfnccess on Bl ock 1
68.180. 229. 241 |United Sates [147.237.77.176 |mat pash. i df . i | ma:?gz pe M /Oi(‘;";;f’r?ef?gg';ﬁn;sgx Bock |1
199. 30. 24. 163 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 1
37.46.42. 14 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ B ock 1
109. 65. 121. 213 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.94.169.114 |lIsrael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
164.132.161.33 [italy 147.237.77. 216 |dover . i df . i | ;!n‘;ﬁléi“ 55"‘ Ofg?rﬁezg?ﬁfgn;?rﬁ homef ront 2. st 012 Bl ock 1
5.102.147.191 |Satzerland |147.237.0.15 |kosher-kravi . i df.i|Unauthorized URL Access to 147.237.0. 15/t np/ php. cl ass. php Bl ock 1
85.65.132.162 |lsrael 147.237.77.216|dover. i df .i | SSL Uhtraceabl e Connection - Qpen Mde None 1
79.177. 16. 48 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 79.177. 16. 48 B ock 1
40.77.167. 57 Uhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
199. 30. 25. 30 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
109. 65. 224. 140 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
84.108.18.212 | srael 147.237.72. 166 |aka. i df . i | LL'rigeil, i%ggﬁiﬂgﬁ:&;ﬁ;&;&{ fm’i W kapat 2/ res#012 B ock 1
66.249. 64.233 [Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wanidf.il/atal 1/izkor/print_bottomasp B ock
176.13.14. 128 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
23.81.70.146  [lhited Sates [147.237.76.147 |chi nuch. aka. i df .i | mrc'h?‘;f;ﬁ i:“f Z?”l f/ejoﬁtfnccess on Bl ock 1
85.65.132.162 | srael 147. 237.77. 216 |dover . i df . i | (SSSLSLLT gaj\iag_fﬁfﬁﬁfg Protocol violation None 1
79.177.26.166 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/mai n/ sachar/fag. aspx B ock 1
Uhaut hori zed URL Access to
51. 255. 65. 11 France 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ sip_storagelfil es/ 2/ 62532. pdf g2=whvq9j gvov3i gmofl eg |B ock 1
da
217.132.14.97 |Israel 147.237.77. 234 |hal ag.i df . i | 1D4§t ;';;”;‘;dzg;‘;’lftngge';ﬁaru:(‘j/ﬁ‘l’fs; fgi . Bl ock 1
109. 253. 225. 118l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mode None
84.109. 241. 153 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock
66.249. 66. 123 [ srael 147.237.76.42 |refuah.idf.il ﬂ?f’;g;’_”?g_efzﬁ‘p fsctcoizsg(:/?i | es/ 3 2423 py Bl ock 1
23.81.70.148  [lhited Sates [147.237.76. 147 |chi nuch. aka. i df .i | muégor:&czf d akﬁ d’?‘ficf/szh;fe 4 user cont ol s/ header upper Bl ock 1
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