04-26-2016-19:04:08 to 04-26-2016-20:04:08

@
1"PT SwNn ()
gov IDF Under Attack
www.gov.il Da.||y RepOrt
[Top Targets |
700"
600+
500+ [ | dove.r. i df. il
il M aka.idf.il
4007 B nat pash. i df i |
300:"’ M nadi matal.idf.i
N”gber 1. M robi e idf i
200" . . .
At acks 1. 4 Wt kshuv. | of il
100+ Mlawidf.il
M nakchal .idf.il
. - N & . 5 X % . A S
&1\& ,z,’.\° 3 ‘.\° @1\& &.\6 @b ’.\é 1\8\ 3 L navy '3: f:
° ol & 6\{» o &S N é@ (\,g\ & anan. i df . i
S R L N4 N ol ?
& & * N
&
Top Tar get

M 37. 26. 146. 183
209. 171. 88. 249

I 75. 102. 66. 29
95. 141. 43. 72

" gber Ml 66. 249. 78. 146
At tacks I 105. 232. 255. 108

I 109. 65. 208. 210
W 139. 162. 216. 112
94. 77. 196. 82

M 207. 46.13.11

Top Attackers



04-26-2016-19:04:08 to 04-26-2016-20:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 3613
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP-M SC S owl ori s- DOS- Var 1 dest - r eset 2

66. 240. 236. 119 Lhited Sates 147.237.76. 30 hinush.idf.il |Block Udp All _Nets drop 1
94.102. 49. 116 Net her | ands 147. 237. 76. 201 eatal.idf.il |Bock Np All Net drop 1
62.138. 2. 83 Ger many 147.237.76. 31 nakchal .idf.il|B ock_Udp All _Nets drop 1




04-26-2016-19:04:08 to 04-26-2016-20:04:08

|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site Sgnature Devi ce Action |Count
202. 124. 109. 87 New Zeal and 147. 237. 72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) ock 4
82.221.105. 7 I cel and 147.237.76. 176 test.ncore.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1




04-26-2016-19:04:08 to 04-26-2016-20:04:08

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

202. 124. 109. 87 147.237.72. 166 New Zeal and aka.idf.il SQ Injection - Select From 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
174. 37. 194. 144 147.237.77. 178 Wited Sates e. mat pash. i df . i | ET SCAN NVAP -sSA (2) 2
174. 37.194. 144 147. 237.77. 178 Lhited Sates e.matpash.idf.il ET SCAN NVAP -sS wi ndow 3072 1
115. 47. 12. 162 147.237. 0. 34 Chi na tikshuv. idf.il ET SCAN Potential SSH Scan 1
203. 86. 29. 220 147.237. 76. 197 Chi na e. hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1




04-26-2016-19:04:08 to 04-26-2016-20:04:08

|Top Attackers In FW |

A tacker

Attacker Address | o ry Target Address |Ste Signature

37. 26. 146. 183 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 113

209. 171. 88. 249 |Canada 147.237.77. 176 [matpash.idf .il |dr op Frst packet isn't SYN drop 81

75.102. 66. 29 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 74

95.141. 43. 72 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
Sreaning Engine: TP Invalid i i Ssi

66.249.78.146 |United Sates |147.237.72. 166 |aka i df il 9 =9 nval i d segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.

105. 232. 255. 108|Nani bi a 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 29

139.162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 24

94.77.196. 82 Saudi Arabia |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 24

207.46.13.11 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 22

197. 45. 132. 217 |Egypt 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SW drop 20

192. 0. 80. 167 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 18

207. 46. 13. 89 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 18
Sreaming Engine: TCP Invalid i i Ssi

84. 228. 218. 235 |I srael 147. 237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssi on. dr op 18
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

84.110.109. 37 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segent retransmssion. drop 15
Ret r ansni ssi on Packet dr opped.

68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 15

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14

157.55.39. 147 |Whited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 14

54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12

5. 28. 154. 170 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
Sreaning Engine: TGP Invalid i i ssi

176.13.8.246 | srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.

198.58.103.28 [lLhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 12

198. 58.103. 102 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 12

50. 116. 30. 23 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 12

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

40.77.167.57 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 11

87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10

208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 10

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8

50. 87.144.145 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 8

87.70.26. 170 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 8

209.177.210.50 |Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 8

45. 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6

72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 6

2.55.51.191 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi

5.102. 206. 9 I'srael 147.237.77. 243 |nobi l e i f i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.64.190 |lhited Sates [147.237.72. 166 |aka.idf.il 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i Ssi

46.19.86.195 |Israel 147.237.77. 243 |mbi le.i o i1 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

89. 187. 219. 146 |Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6

192. 0. 80. 128 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6

79.176. 142. 201 |Israel 147.237.77. 176 |matpash.idf .il |[SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 86. 199 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5

79.177.142. 32 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

R SYNFACKK retransmit with different .

79.177.142. 32 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5

46.19. 85. 128 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5

46.19. 85. 128 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 5
Sreanming Engine: TCP Invalid i i ssi

212.179.8.162 |Israel 147.237.77. 243 |nobil e.i of i 9 =9 Invalid segent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.

149. 78. 254. 150 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

174.37.194. 144 |United Sates |147.237.77.178|e.matpash.idf.il|Geo-| ocati on enf or cenent Geo- 1 ocation inbound enforcenent |drop 4

87. 70. 26. 170 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4




04-26-2016-19:04:08 to 04-26-2016-20:04:08

|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Action ‘Count
109. 65. 208. 210 [l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 28
176.13.22. 156 |l srael 147.237.0.19 |nadi matal .idf.il |Suspicious Response Code Bl ock 8
84.111. 224. 187 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode Bl ock 3
46.119. 127. 129 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil tipl e Uhaut horized URL Access from 46. 119. 127. 129 B ock 3
80. 246. 136. 60 [l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code Bl ock 3
46.19.85.142 [Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode Bl ock 3
. . . Uhaut hori zed URL Access to
149. 88. 38. 118 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 B ock 2
80.179.109.2 |[lIsrael 147.237.77.216|dover.idf . il Unaut hori zed HTTP Met hod Bl ock 2
79.177.16.48  |lsrael 147.237.77. 216 |dover.idf . il Mil tipl e Unauthorized URL Access from 79. 177. 16. 48 Bl ock 2
80.179.109.2 |Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to www i df.il/1585-he/ B ock 2
40.77.167.57 |Wited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to v idf.il/error.htm B ock 2
80.179.109.2 |Israel 147.237.77. 170 |n@ar achot . i df . i|  |Unaut hori zed HTTP Met hod B ock 1
: : Unaut hori zed URL Access to
66.249.66.17 |lIsrael 147.237.76.42 |refuah.idf.il refua.atal .i df.i1/tenpl at es/ shared usercont rol s/ header upper/ B ock 1
23.245.103.4 [nited Sates |147.237.76.200|eitan. aka.idf.il |Uhauthorized Method HEAD for waw eitan. aka.idf.il/ None 1
77.75. 76. 166 gpi‘;ﬂ . 147. 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . i1/ page/ 31/ B ock 1
46.119. 127. 129 |Wkrai ne 147.237.77. 176 [mat pash. i df . i | Distributed PP Atenpt Bl ock 1
207.46.13.89 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/tenpl at es/articl e/ Ohi h2tvi 3v4 Bl ock 1
. . Uhknown Paranet er ctl 00$ct | 00$cphMai n$cphSachar $ct 113 in
85. 65. 82. 77 I srael 147.237.72. 166 |aka. i df . i | ww aka. i of i |/ i v sachar/ pays! i ps. aspx None 1
. . Unaut hori zed URL Access to
66. 249. 66. 121 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 2378. ] pg B ock 1
37.142.64.90 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
84.228. 218. 235 |l srael 147.237.77.216|dover.idf .il Admin Bl ocki ng Bl ock
212.179.8.162 |[lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock
. . . |Paraneter Type Mol ation ctl00$Cont ent P acetbl der 1$t xt Last Nang i n
87.70.109. 194 |[Israel 147.237.0.19 |nadi matal . idf. il | - 1 1088 hel neret 2. aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 123 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 3/ 2973. | pg B ock 1
: . ] Unaut hori zed URL Access to
199. 59. 148. 210 |ULhited Sates |147.237.77.216|dover.idf.il Wi df i1 /5i p_storagel fi 1 es/ 8/ si ze220x0/ 5818, pg B ock 1
84.228. 218. 235 |l srael 147.237.77. 216 |dover.idf . il Mil tipl e Admin Bl ocking from 84.228. 218. 235 Bl ock 1
79.177.16.48  |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ nobi | e B ock 1
46.119. 127. 129 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to wwu cogat . i df.il/xmrpc. php Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
89. 139. 185. 232 |I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ @i r/ sachar/ pi r suneymof et . aspx None 1
2.55.37.184 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
P .|Unhaut hori zed URL Access to
66. 249. 69. 243 [l srael 147.237.0.15  |kosher-kravi.idf . if o N o g {1/t enpl at es/ cont act us/ cont act us. aspx Bl ock 1
207.46.13.11 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
84. 228. 218. 235 [l srael 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 84. 228. 218. 235 Bl ock 1
80.179.109.2 |Israel 147.237.77. 170 [maarachot . i df . i |  [Mil tipl e Waut hori zed URL Access from 80. 179. 109. 2 Bl ock 1
51.255.65.20 |France 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df. i |/ hebrew organi zati on/ honef ront/ |B ock 1
5.1.17.111 Wkrai ne 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/daily a=0 Bl ock 1
84.94.114.184 |lsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
66.249.78.234 |l srael 147.237.72. 166 aka. i df . i 147. 237. 72. 166/ mai n/ sachar/ regi strat i onw zar d/ r egi st er. aspx Bl ock !
46.117.68.9 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwwu navy. i df.il/tenpl ates/general /nobile  |B ock
207.46.13.89 |lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 207.46. 13. 89 Bl ock 1
84.228. 218. 235 |l srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to v idf.il/admin/ B ock 1
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