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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10539
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1935
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1776
79.182. 28. 17 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 204
213.8.7.207 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 4

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3

124. 104. 133. 159 Phi | i ppi nes 147.237. 0. 200 ndu.idf.il Frk_Under Attack Con_Tcp drop 2

60. 173. 14. 67 Chi na 147.237.76. 201 e atal.idf.il JLMPurple Gon Limt Htp drop 1
94.102. 49. 116 Net her | ands 147.237.76. 31 nakchal . i df .i | Block Np All Net drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1

198. 20. 69. 74 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Block Wdp Al Nets drop 1
31.148. 219. 11 Net her | ands 147.237.76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1

89. 46. 102. 242 Romani a 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

185.37.148.18 [147.237.76.86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
101 181, 202. 252|147 237 8. 27  |mrasil o radi matal i ET SIJAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 219. 238. 10 [147.237.77.227 |Whited Sates e hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 211 |147.237.76.34 |China yohal an. i df .il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147. 237. 76. 147 |Net her | ands chinuch. aka.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
46.116. 214,240 |(147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3482
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 42
Ret r ansni ssi on Packet dropped.
128.68. 5. 121 RJSIS::t”ion 147.237.77. 226 "‘:"‘I‘NCha”mZ'aka"df drop First packet isn't SWN drop 31
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi
212. 179. 217. 250]i srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.130 |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168.21. 144 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
184.94.55.106 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
79.176.21.131 |Israel 147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 7
Sreaming Engine: TGP Invalid i i ssi
149.78.241.12 | srael 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 253. 226. 120|i srael 147, 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.137 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 160. 176. 43 | srael 147. 237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.70.52.243  |israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 245 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
Sreanmng Engine: TGP Invalid i i ssi
2.55.11. 11 I'srael 147.237.0.19  |nadi matal i df . il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.85.187  |Israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval id invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
37.26.149.184 |Israel 147. 237. 77. 216 |dover. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.53.54.152 [ srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence SYNRACK retransmt with monitor |5
di fferent w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
109.67.237.20 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
192.0.113.210 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
213. 8.204. 25 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
184.94.55.106 |Canada 147. 237. 77. 176 |nat pash. i f . | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 3
reamn ine: TCP Invali i i ssi
87.70.11.222  |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.235  |Israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reamn ine: TP Invali i i ssi
79.180.4.231  |Israel 147, 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP Inval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.208 | srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
77.126.203.13 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
149.78.41.243 |Wnited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reamn ine: TP Invali i i ssi
79.180.38.206 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Russi an . Do Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
130. 193.51.91 eration 147.237.76. 200 |eitan. aka.idf. il Ret 1 ansmi ssi on Packet dr opped. drop 3
reamn ine: TCP Invali i i ssi
77.126.213. 230 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 201. 181 |i srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reamn ine: TP Invali i i ssi
37.26.148.202 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.71.23.120  |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
149.78.41.252 |wited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185.27.105.76 | srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.93.182 |Europe 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179. 106. 158 | srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
185.3.146.193 | srael 147. 237. 72. 166 |aka. i df .| Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TGP Invalid i i ssi
77.127. 215. 213 I srael 147. 237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g 3

Ret ransm ssi on

Packet dropped.
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S reaning Engi ne:

TP Invalid

Invali d segnent

ret ransmni ssi on.

66.249.66.191 |United Sates |147.237.76.86 |navy.idf.il Ret 1 aNST Ssi on Packet o opped. drop
Sreaming Engine: TGP Invalid i i ssi

87.71.66.106  |israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi

66. 249. 93. 245  |Eur ope 147. 237. 72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 64.70.203 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |,
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi

46.19. 86. 52 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |,
Ret r ansni ssi on Packet dropped.

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
79.176.21.131 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 144
149. 88. 68. 240 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 125
2.55.11. 11 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 40
79.180. 15.139 [l srael 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod Bl ock 7
62.219.193.62 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 62.219. 193. 62 B ock 5
85.236.157.21 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 85. 236. 157. 21 B ock 4
109. 65. 184. 37 |l srael 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to waw | awidf.il/inmages/ 1. he/infocenteritent |B ock 4
109. 64. 103. 124 |Israel 147.237.76.42 |refuah.idf.il m“rter;i; ;e:l .ﬁf‘_ipf/cfgsplta?es/gener A obile Bl ock 4
80.178.2.8 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
46.19. 85. 14 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.180.15.139 [Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 79. 180. 15. 139 B ock 2
79.180.15.139 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vwwv | awidf.il/sip_storagel/files/ 1/ B ock 1
62.219.193.62 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . il/main/ giyus/ general .aspx |B ock 1
213. 8. 204. 25 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
131.253.25. 168 |[lhited Sates |147.237.77.216|dover.idf.il Distributed Whauthorized LR Access on wan i df.il/error.htm B ock 1
2.53.142. 147 | srael 147.237.72. 166 |aka. i df . i | SSL Lhtraceabl e Connection - Qpen Mde None 1
77.75.77. 11 gg}‘;ﬂ . 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to v i df .i |/ page/ 32/ B ock 1
149. 88. 128. 202 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109.65.184.37 |Israel 147.237.77.74 |law i df.il marztvf rl d?‘ﬁ /\gg_a;isgg_ r':zﬂ); f:"."iesrp?“‘%ader SearchStxtSearch in g oo 1
66.249.66.121 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 3/ 2293. j pg |B ock 1
216.48.133.138 |lhited Sates [147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
149.50. 12. 164 |l srael 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to www nakhal .idf.il/tenpl ates/ general /nobile |B ock 1
85.236.157.21 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
157.55.39. 147 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error. htm Bl ock 1
54.187.180.35 |lnited Sates [147.237.77.176|matpash.idf.il |Dstributed PHP Atenpt B ock 1
82.110. 109. 208 zint:gom 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ smal i mi showbi g. aspx |B ock 1
149.78.23.174 [lhited Sates [147.237.76.86 [navy.idf.il PHP Attenpt B ock 1
5.102. 146. 87 S t zerl and 147.237.77. 176 |nat pash. i df .i|  [Wauthorized URL Access to 147.237.77. 176/ t np/ php. cl ass. php Bl ock 1
93.172.189. 145 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il /v ti kshuv.idf.il B ock 1
54.187.180.35 |Lhited States |147.237.77.176|mat pash.idf.il |Uhauthorized URL Access to waw cogat.idf.il/wp-Iogin. php B ock 1
184. 94. 55. 106 Canada 147.237.77. 176 |nat paSh. idf.il Unaut hori zed HTTP Met hod B ock 1
109. 253. 201. 181/l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
82.110. 109. 215 LK!iﬂr:gegom 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error. htm B ock 1
68.180.229.89 |lhited Sates [147.237.72.166aka.idf.il Lhaut hori zed Method GET for waw aka.idf.il/ituriniasp/ searchresul ts. asp |B ock 1
149.78.23.174 [lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
14. 215. 165. 4 Chi na 147.237.77.216|dover .i df . i | PHP Attenpt B ock 1
107.170. 186. 68 [Lhited Sates |[147.237.77.176|nat pash.idf.il Mil ti pl e Uhaut horized URL Access from 107. 170. 186. 68 B ock 1
213.8.204.25  |israel 147.237.76.42 |refuah.idf.il ?4? ;g?f’;g_‘t;;“;lhg;ﬁ;de dL/’?‘e :e‘icissss on B ock 1
109. 253. 226. 120|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
84.111.129.22 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/ 0/ B ock 1
68.180. 229. 241 United Sates |147.237.77.176 |mat pash. i df . | ma'gi;gt pe M /Oig;;_(’;;?gg;"_";sgx Bl ock 1
14. 215. 165. 4 Chi na 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to ww i df . i/ di guo/ changedb. php B ock 1
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