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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9626
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6996
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 229
109. 67. 203. 188 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

94. 102. 49. 116 Net her | ands 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 1
113.119. 217. 95 Chi na 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
31.148. 219. 11 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ock Udp Al _Nets drop 1
134.134.139. 74 Lhited Sates 147.237.77. 176 nat pash. i df . i | Frk_Under Attack_Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

195. 74. 38. 14 Sweden 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

195. 74. 38. 14 147.237.77. 233 Sweden atal.idf.il SQ Injection - Select From 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
183. 60. 48. 25 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
93.174.95. 73 147.237.77. 61 Net her | ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
76.181. 249. 213 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237. 76. 202 Chi na e halag idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 16 Chi na ny- kosher-kravi . i df il ET SCAN Potential SSH Scan 1
88.249. 106. 23 147.237.77. 74 Tur key lawidf.il ET SCAN NVAP -sS w ndow 1024 1
76. 181. 249. 213 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1545
Sreaning Engine: TCP Invalid i i ssi
87.69.150.40  |Israel 147.237.72. 167 |i shuri maka. i of . 9 =9 Invalid segnent retransmssion. |, ., 282
Ret r ansni ssi on Packet dr opped.
200.0.174.161 |Ghile 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 70
Sreaning Engine: TCP Invalid i i ssi
109. 64.200. 41 |Israel 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. |, 45
Ret r ansni ssi on Packet dr opped.
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
216. 105. 250. 127 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 32
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
82.145.208.81 |Europe 147. 237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 22
97.74.24.187 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
198.58.102. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi
66.249. 78. 146 |Uhited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g ., 12
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80. 246.133.45 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
107.170. 186. 68 |lLhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
88.224.110.129 |Turkey 147.237.77. 176 [matpash.idf.il  |drop SAMrule drop 7
88.224.110. 129 |Turkey 147.237.77. 216 |dover.idf.il drop SAMrul e drop 7
Sreaming Engine: TGP Invalid i i ssi
176.13.16. 165 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.203 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
98.248.47.127 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19. 85. 135 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
37.26.146.217 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.180. 146. 176 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.53.23. 94 I'srael 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 135 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
128.90.88.239 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
5.102.242. 21 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
157.55.39.147 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
Sreamng Engine: TCP Invalid i i ssi
89. 138. 253. 208 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
66.249. 93. 119 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
5.102. 195. 14 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber monitor |4
37.46.39. 111 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
188. 120. 154. 19 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence I'nval i d ACK nunber noni t or 4
173. 240. 233. 254 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
212.107.109. 226|Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
5. 43. 209. 209 ga:lcis;i':éa” Territoy s 47 237.77. 216 |dover. i . il drop First packet isn't SN drop 4
108. 166. 28. 136 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
95.211. 70. 193  |Net her| ands 147.237.77.74 |lawidf.il drop SAMrul e drop 4
31.210.187.126 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
109. 64. 74. 246 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
185.3.146. 193 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
79.176. 0. 169 | srael 147.237.72. 156 |anan. i df . il dr op First packet isn't SN drop 3
87.145.195.11  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.142.68. 61 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 37.142. 68. 61 B ock 26
109. 253. 136. 186l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 9
109. 253. 145. 112|I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 6
109. 65. 208. 210 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
85. 65. 225. 235 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
109. 253. 150. 232|I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
38.111.147.83 |lhited Sates |147.237.77.216(|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 3
37.26.149.212 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
79.182.131.120 [Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock 2
207.241.226.231|hited Sates |147.237.77.216|dover.idf.il Distributed Unhauthorized URL Access on waw idf.il/error.htm Bl ock 2
5. 102. 254. 30 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
107.170.186. 68 |Lhited Sates [147.237.77.176|nat pash. i df . il Mil ti pl e Unaut hori zed URL Access from 107. 170. 186. 68 B ock 2
176.13.19. 51 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
157.55.39. 253 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
82.80.132.177 |Israel 147.237.77. 216 dover . i df . i | mi'éfb_‘i’tlj’fm?;“}mii?i [ fecess on Bl ock 1
212. 150. 163. 132|I srael 147.237.76.42 |refuah.idf.il NULL Character in Method B ock 1
68.180.229. 241 [United Sates [147.237.77. 176 [mat pash. i df . i | ma';?g‘; e v /Olgé?ﬁef?gggffnaisgx Bl ock 1
164.132.161.28 |[italy 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/rights/hebrew htni B ock 1
109. 65. 146. 101 |l srael 147.237.72.166 |aka. i df . i | 'OL'ri?i ; i?’tageeg’?inga;;gcéfgoibg;&i/ fm’j "V kapat 2/ /1 esi012 B ock 1
54.237.118.69 |Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
207.241. 226. 230|Wnited Sates |147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock
Unknown Paraneter catld in
2.55.56.5 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast er / f avi ¢ [None 1
on. gi f
68.180.231.43 [lnited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
175. 144.22.182 |Mil aysia 147.237.77.74 |lawidf.il PHP Att enpt Bl ock
37.142.68.61  |Israel 147.237.0.34 |tikshuv.idf.il m”ttlhgr'ljve? dfuiLl ffgﬁ;sattec;/ cont act us/ mobi | ¢ Bl ock 1
109. 65. 146. 101 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from 109. 65. 146. 101 B ock
81.223.254.34 |Austria 147.237.77. 216 |dover.idf . il Lhaut hori zed LRL Access to /robots. txt B ock
66.249. 66. 123 I srael 147.237.76.42 |refuah.idf.il ﬂ?_”;g?_r;g_efyﬁ‘p gcoizz;/?i e/ 713347, pgy B ock 1
149.78.72. 28 Lhited Sates [147.237.0.34 |tikshuv.idf.il Aut omat ed Mul nerabi | ity Scanning VL B ock 1
5.102.147.192 |[Swtzerland [147.237.72. 156 |anan. i df .| Unaut hori zed URL Access to 147.237.72. 156/ tnp/ php. cl ass. php  |B ock 1
93.173.181. 158 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
68.180.231.43 |lhited Sates |147.237.77.216(|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df.il/1153- he/ dover. aspx [B ock 1
175. 144.22. 182 |Mlaysia 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
81.223.254.34 |Austria 147.237.77. 226 }AM:AII chamat z. aka. i d Lhaut hori zed URL Access to /robots. txt B ock 1
66.249.78.130 I srael 147.237.76.86 [navy.idf.il mu;er\]\?;.lizdiéillﬁefrcprzfzs/t;har ed/ user cont r ol s/ header upper / Bl ock !
208.115.111. 73 |thited Sates [147.237.77. 216 |dover. i df .i| m”it::riilfigb:’g‘ﬂgf;;?i;%msi S B ock 1
157.55.39. 147 |UWited Sates |147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
68.180.231.43 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wwidf.il/igf B ock 1
2.53.23.94 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
82.80.129.179 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to wun aka.idf.il/ww tikshuv.idf.il B ock 1
66.249.78.240 I srael 147.237.72.166 |aka. i df . i | llﬂ?”tzggr;;ef&ﬁ‘l Sfifii;; (i1 es/ 6171556, pel B ock 1
212. 150. 163. 132|I srael 147.237.76.42 |refuah.idf.il Illegal Byte (de Character in Mt hod B ock
37.26.146.217 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 1
107.170.186.68 |Uited Sates (147.237.77. 176 |n@t pash. i df . i | mué:g;tl-zied(: .??;tzcngle:\tseéloshar ed/ user cont r ol s/ header upper / Bl ock !
79.178.230. 161 |Israel 147.237.77. 234 |hal ag. i df .i | ﬂ?f’;g?f;;?gyﬁmpgcgssssh;oe /bl et L. i f Bl ock 1
51. 255. 65. 77 France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/smalinihtm/11. asp B ock 1
192.114.23.18 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/scripts/css3pie. htc |B ock 1
2.53.30.51 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/reset.css |B ock 1
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