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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4509
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4251
176. 77. 16. 186 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3250
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 7
192. 118. 64. 213 I srael 147. 237.77. 216 dover.idf.il Block Udp All Nets drop 3

80. 179. 209. 34 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2
71.6.135.131 Lhited Sates 147.237.76. 38 eeneitav.idf.ilB ock Wdp All Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an.idf.il |B ock Udp All Nets drop 1

66. 249. 78. 146 | srael 147.237.72. 166 aka. idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
211.111.21.34 Korea, Republic of 147.237. 76. 197 e hinush.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
117. 20. 41. 62 147.237.76. 34 9 ngapore yohal an. i df il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 147.237.77. 179 Wkrai ne e nazi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
88. 224. 110. 129 147.237.77. 176 Tur key nat pash. i df .i | SERVER- WEBAPP admi n. php access 1
80. 82. 78. 38 147.237.76. 30 Net her | ands hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
117. 20. 41. 62 147.237.76. 197 S ngapore e. himush. i df . il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 147.237.77. 179 Wkrai ne e.nazi.idf.il ET SCAN Potential SSH Scan 1
88.249. 106. 23 147.237.76. 44 Tur key e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147. 237.76. 176 Net her | ands test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 29. 86. 129 147. 237.8. 28 Thai | and e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176. 13. 20. 173 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
194. 90. 39. 41 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 391
37.243.17.233 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 80
Sreaning Engine: TGP Invalid i i sSi
66.249.78.146 |lnited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 68
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.16. 14 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dr opped.
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
reamn ine: TCP Invali i i Ssi
176.13.14.199 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnmission |, op 18
Ret r ansmi ssi on Packet dr opped.
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
31.168.235.66 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
Sreanming Engine: TCP Invalid i i ssi
94.159.153.77 | srael 147. 237.77. 243 |mobi l e i i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
83.244. 91. 184 ga:lcis;i':éa” Territory1 47, 237. 77. 216 |dover. i df .1 drop First packet isn't SN drop 12
Sreanming Engine: TCP Invalid i i ssi
176.13.15.255 |l srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 12
reamn ine: TCP Invali i i Ssi
31. 154. 251. 229 |Israel 147.237.72. 166 |aka. i df .i | Stream g Engi ne P Invalid finvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
144. 76. 93. 46 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
198.58.102.95 |Uhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
46. 19. 85. 232 | srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
69.175.127.10 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
Sreaming Engine: TCP Invalid i i ssi
37.26.149.179  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
88.224.110. 129 |[Turkey 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 7
208.115.111. 73 |Lhited Sates 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SW drop 7
107.170. 186. 68 |Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 7
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 7
reamn ine: TCP Invali i i Ssi
94.159.181.50 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
reamng BEngine: TCP Invali i i sSi
109. 64. 248.52 | srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.71.37.40  |israel 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
80.246.136.19 | srael 147.237.77. 243 |t e i1 | SAM NG Engine: TCP I nval i invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.16.9  |Israel 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
77.125.101.34 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.126.69.101 | srael 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
83.244.91. 184 g";'cisgi'géa” Territoryl147. 237. 77. 176 |nat pash. icf. il |dr op First packet ism't SWN drop 6
Sreamng Engine: TCP Invalid i i ssi
66. 249. 93. 247  |Eur ope 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
132.64.30.252 |israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransmssion. | op 6
Ret ransm ssi on Packet dr opped.
5.102.242. 21 I srael 147.237.72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber monitor |5
204.237.2.151 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
5.102.242.107 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |5
46. 116. 24. 12 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
157.55.39.154 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
185. 4. 255. 170  |Lebanon 147. 237. 77. 216 |dover . i f .i | Bad TCP sequence monitor |5
73.34.149. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
192. 249. 66. 247 |Lnited Sates 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SW drop 4
157.55. 39. 74 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 19. 85. 46 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
37.26.147.218 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYMACK retransmt wth monitor |4
different w ndow scal e
82.205.16.88  |Aestinan Termitoyl, oo 537 77 216 |dover.idf. i dr op First packet isn't SN drop 4

Qccupi ed
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
37.142.68. 61 | srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 37.142. 68. 61 B ock 10
2.53.155. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
88.224.110.129 [Turkey 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unhaut hori zed URL Access from 88.224. 110. 129 B ock 6
87. 68. 22. 67 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from 87.68.22. 67 B ock 5
88.224.110. 129 |Turkey 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 4
88.224.110.129 [Turkey 147.237.77. 176 |nat pash. i df . i | Ml tipl e Admin Bl ocking from 88.224. 110. 129 B ock 4
213.8.71.26 | srael 147.237.77.216|dover. i df . il Mil tiple Unauthorized URL Access from213.8.71.26 B ock 3
5. 29. 107. 217 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 177 I srael 147.237.76.86 |navy.idf.il Distributed Abnormal |y Long Request B ock 2
46.19. 85. 177 I srael 147.237.76.86 |navy.idf.il Dstributed Ml formed UR Bl ock 2
46. 19. 85. 177 | sr ael 147.237.76.86 |[navy.idf.il Distributed Unknown HTTP Request Met hod B ock 2
78.40.183.202 |Lebanon 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
54.237.118.69 |Lhited Sates |[147.237.77.226 V\:A:W chamat z. aka. i df Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
185. 4. 255. 170  |Lebanon 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
141.212.122. 161|lhited Sates [147.237.76.200|ei tan. aka.idf.i | Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
80.246.136.19 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
213.254.241.7 |France 147.237.72. 166 |aka. i df . i | m”;’k‘“g izafr_"’i“ﬁtn;r. n?tsgggchégfoﬁt:iﬁxm in None 1
66. 249. 79. 87 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www nag. i df.il/993/ pat zar. aspx Bl ock 1
46.120. 96. 28 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
175.44.15.154  |china 147.237.72. 166 |aka. i df . i | mu;grii dzfe_"?l ;\ﬁ;jhg/dmmfa%;m aspx B ock 1
79.176.100. 111 |l srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
66. 102. 8. 243 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf . il Mil tipl e Unaut horized URL Access from 194. 90. 128. 185 B ock

149.50. 12. 164 |l srael 147.237.76.31 |nakchal .idf.il m“;:fr:;?zflbﬁ/ fgrf;S;I;S?gener o robil & B ock 1
46. 19. 85. 177 I srael 147.237.76.86 |[navy.idf.il Dstributed I1egal HITP Version Bl ock 1
84.111.42.164 |lsrael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock 1
66.249.81.212 |[Israel 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 1
54, 149. 253. 151 |[Wited Sates |[147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
175. 44.15. 154 |China 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 175. 44. 15, 154 B ock 1
37.142.68.61 |Israel 147.237.77. 216 |dover . i df . i | mult (?fo.rillzﬁin;ﬁt :lccej:t ;CC; us/ o[ & Bl ock 1
79.176.100. 111 [israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal.idf.il/xnrpc. php B ock 1
212.47.238.193 [France 147. 237.77. 216 |dover . i df . i | m;;ﬁ\ﬁggegzﬁzgmms/jquery/jquery_ L4 2rins Bl ock 1
66.249. 66. 121 I srael 147.237.76.42 |refuah.idf.il ﬂ;‘“tzg;’r'?gefzﬁp !’;ﬁi;;ﬁi e/ 71 2367, pa Bl ock 1
149.50.89. 238 |Israel 147. 237.77. 170 |naar achot . i df . i | nma;“;:r?;tilff’?.ibﬁ pdAfC/Cfeislzst/g/ 113579, paf) Bl ock 1
2.53.182. 87 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.81.215 |[lsrael 147.237.77.216|dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
54.194.11.113 |ireland 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
175.44.15.154 |china 147.237.77. 216 |dover . i df . i | mufgf?ri'lzliiaﬁ/ﬁggfzsn:fol of header upper/ B ock 1
134.191.232. 71 |Israel 147.237.77. 216 |dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
37.142.68. 61 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/tenpl at es/ honepage/ nobi | e |Bl ock 1
79.176.100. 111 |l srael 147.237.77.234|hal ag. i df . i | PHP Attenpt B ock 1
66.249. 66. 123 | srael 147.237.76.42 |refuah.idf.il ﬂ?f‘tzg;’.”?éefy?p fsctc:rsa;et/?i | es/ 13141 | pg Bl ock 1
157. 55. 39. 74 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock 1
2.55.155.152 | srael 147. 237. 72. 166 |aka. i df . i | (Si‘stnor;j\iag_&ﬁpfecﬂ“fg Protocol violation None 1
88.224.110.129 [Turkey 147.237.77. 176 |nat pash. i df . i | Admin Bl ocki ng B ock 1
66.249.81.218 |[lIsrael 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
54.206.115.22 |Australia 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ B ock 1
184. 105. 247. 195|hited Sates [147.237.0.16 lny kosher-kravi .idf.i Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
141.212.122. 161|Uhited Sates [147.237.0.19 |nadi matal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
40.77.167.53 Lhited Sates |147.237.77.170|naar achot . i df . i | Uhaut hori zed URL Access to nmarachot.idf.il/pdf/files/noba B ock 1
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