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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16161
176.77. 16. 186 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 10021
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - reset 8433
176. 15. 206. 155 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4094
46. 120. 78. 166 | srael 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 106

5. 165. 249. 45 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 3
176.77.16. 72 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3

109. 65. 106. 217 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
46.242. 30. 116 Russi an Federation 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

153. 226. 48. 48 Japan 147.237.76. 177 ncore.idf.il Bl ock Up Al Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush. i df .i | B ock Np Al _Net drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
87.69. 136. 46 | srael 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - reset 1
185.94.111.1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il|[Block Np All Net drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




04-26-2016-14:04:02 to 04-26-2016-15:04:02

|Top Attackers In |D|

At acker

Target Address country Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249. 78. 146 [147.237.72.166 |lhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
153. 215. 77. 102 |147. 237. 77. 74 |Japan lawidf.il Tehila - Perl LWP with fake user agent 2
81.169.171.4  |147.237. 76. 147 |Ger many chi nuch. aka. i df . i | ET SCAN NVAP -sS w ndow 3072 1
80. 82. 78. 38 147.237.76.42 |Netherlands  |[refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
13.92.122. 143 |147.237.77.216|lUited Sates |dover.idf.il ET SCAN NMAP -sS w ndow 4096 1
197. 45. 132. 217 |147. 237. 77. 216 |Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
13.92.122. 143 |[147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -f -sS 1
184. 80. 10. 136 |147.237.72.217 |lhited Sates |e.idf.il ET SCAN NMAP -sS w ndow 4096 1
119.92.55.24  [147.237.76.34 |Phili ppines yohal an.i df .i | ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
82.117. 208. 243 [147. 237. 77. 216 dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.169.171.4  |147.237.76. 147 |Ger many chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
28,47 947 147.237.0.17 |Ger many mny-kosher -kravi i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.240. 213. 93 [147.237.76.201 |lnited Sates |e.atal .idf.il ET SCAN NMAP -sS w ndow 1024 1
13.92. 122, 143 [147.237.77. 216 |Wited Sates [dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
5.22.130. 98 147.237. 77. 216 || srael dover.idf.il portscan: TP Dstributed Portscan 1
184. 80. 10. 136 |147.237.72.217 |lhited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 3072 1
149.78. 154. 69 [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.94.43.71 147.237. 77. 216 || srael dover.idf.il portscan: TP Dstributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
176.77.16.72  |RSSIan 147. 237.77. 234 |hal ag. i of . i | dro First packet ism't SWN dro 3654
s Feder at i on cem ag1d. p P P
176. 77. 16. 186 RJSfia” 147.237.77. 234 |hal ag.i of . i | drop Frst packet isn't SIN drop 2052
.77.16. on . 237.77. i df.
5.165.249.45  |WSSIan 147.237.77. 234 |hal ag. i of . i | dro First packet ism't SWN dro 2027
s Feder at i on cem ag1d. p P P
176. 15. 206. 155 RJSfia” 147.237.77. 234 |hal ag.i of . i | drop Frst packet isn't SIN drop 1720
. 15. 206. on . 237.77. i df.
46.242.30. 116 |sSian 147.237.77. 234 |hal ag. i of . i | dro First packet ism't SWN dro 1563
s Feder at i on cem ag1d. p P P
5.165. 249, 45  |Ssian 147.237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 1270
. 165. 249. oot on . 237.77. i df.
176. 15. 206. 155 |FUSSI & 147. 237. 77. 216 |dover. i df . i | dro First packet ism't SWN dro 1040
CeT e Feder at i on cem o p P P
176. 77. 16. 186 RJSfia” 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SIN drop 952
.77.16. on . 237.77. i df.
Sreamng Engine: TCP Invalid i i SSi
212.235.22. 158 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nvalid segnent retransmssi on. drop 282
Ret ransm ssi on Packet dr opped.
Russi an S -
46.242. 30. 116 oot on 147. 237. 77. 216 |dover. i df . i | dr op Frst packet isn't SIN drop 201
176.77.16.72  |RSSIan 147. 237. 77. 216 |dover. i df . i | dro First packet ism't SWN dro 190
s Feder at i on cem o p P P
e SYNretransmt wth different :
109. 64. 245, 118 |1 srael 147.237.77. 233 |atal i of .l Bad TCP sequence i ndow scal 6 monitor  |129
Sreamng Engine: TCP Invalid i i SSi
66.249.78.146 |lhited Sates  |147.237.72. 166 |aka i df il 9 =g nvalid segnent retransmssi on. drop 93
Ret ransm ssi on Packet dr opped.
37.26.146. 213 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 80
77.87.228. 68 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 78
62.210.181.90 |France 147. 237. 77. 216 |dover. i cf . i | drop Frst packet isn't SIN drop 49
Russi an S -
176. 77. 55. 154 eration 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 38
reamn ine: TCP Invali i i sSi
81.218. 165. 241 [l srael 147, 237. 76. 200 |ei tan. akaicf.i1 | " SN g Engine P Invalid finvalid segnent retransnissi on drop 24
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.53.42. 87 I srael 147.237.0.34 |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 21
Ret r ansn ssi on Packet dr opped.
198. 58. 102. 158 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
Sreamng Engine: TCP Invalid i i ssi
185.32. 179. 147 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g, 15
Ret ransm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
87.69.202.26  |Israel 147.237.76.31 |nakehal icr. i1 | S@MNg Engine: TGP alid invalid segnent retransnissi on drop 14
Ret ransm ssi on Packet dr opped.
54. 240. 197. 234 |lrel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
reamn ine: TCP Invali i i sSi
31. 154. 251. 229 |Israel 147.237.72. 166 |aka. i of .i | Stream g Engine P Invalid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.53.150.150  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i sSi
37.26.146.239 [l srael 147.237.72. 166 |aka. i of .i | Stream g Engine P Invalid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dropped.
176.77. 16. 186 RJSf::I”ion 147.237.77. 234 |hdl ag. i of i Bad TCP sequence Invalid ACK nunber monitor |10
Sreamng Engine: TCP Invalid i i SSi
176.13.1.253  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
193. 43. 245. 250 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i Ssi
66.249.64.190 |Wnited Sates  |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. g o, 9
Ret ransm ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
176.77.16.72  |ossian 147.237.77. 234 |hal ag.i of .| Bad TCP sequence Inval i d ACK nunber monitor 8
Federati on
54.240.197. 233 |lrel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid ' i ssi
37.26.149.179 |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
5.165.249.45  |sSian 147.237.77. 234 |hal ag.i of .| Bad TCP sequence Inval i d ACK nunber monitor |6
Federation
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i Ssi
37.26.146.222 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 33 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 6
46. 242. 30. 116 F“SS;:I”ion 147.237.77. 234 |hal ag.i of . i | Bad TCP sequence Invalid AGK nunber monitor |6
85. 64.120.197 [l srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber monitor |5
207.241.231. 201 |Wited Sates  |147. 237. 72. 166 |aka. i df i drop SMrule drop 5
5.102.242.216 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
2.53.39.194 I srael 147. 237. 72. 156 |aman. i of . i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
141.0.13.3 Nor way 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
212.199. 174. 254]I srael 147.237.72. 167 |i shuri maka. i df .i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80. 178. 157. 105 |l srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 105
80.246.136.10 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 67
2.53.23.151 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 59
5.22.134.217 | srael 147.237.77. 176 |nat pash. i df . i | Mil tiple Unaut hori zed URL Access from5. 22. 134, 217 B ock
37.26.146.148 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock

109. 253. 201. 101 ]I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock
37.26.147.158 [Israel 147.237.76.42 |refuah.idf.il Paraneter Type Mo ﬁt;fglgf:]glofgfﬂ;ﬁnggpfcem der1txtontent in Bl ock 3
149.78.223.11 |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
85.64.113.145 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response ode B ock 3
5.22.134.217 | srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat.idf.il/tenpl ates/ general /nobile |B ock 3
193. 43. 246. 250 |Israel 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
2.53.189. 46 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response ode B ock 2
41.250.126.93 [Morocco 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock 2
66. 249. 64. 233 |Israel 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
81.218.180.44 [Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL Bl ock 2
54.67.99.176  |United Sates |147.237.72.166|aka. i df . il Uhaut hori zed URL Access to aka.idf.il/wp-1ogin. php Bl ock 1
94.230.85.231 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 1
79.180. 103. 148 |Israel 147.237.72. 166 |aka. i df . i | m”;)k‘“:'i??w;g mcégfﬁijt;angicgzﬁngPhsaChar$°t' 25in None 1
54.194.11.113 |ireland 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed LRL Access to 147.237.0. 15/ B ock
46.19.85.2 I srael 147.237.76.42 |refuah.idf.il Mal formed URL _ atuvc=1 B ock
84.228.0. 150 | srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw idf.il/tenpl ates/article/watch B ock 1
66.249. 66. 123 | srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g;’_r;éefy?p fsctco‘f:get/cf’i oo/ 32413, pg Bl ock 1
54.186.68.225 [lnited Sates [147.237.72.166|aka.idf.il Ostributed PHP At tenpt Bl ock 1
199.30.25.110 |lhited Sates [147.237.77.216|dover.idf .i | Distributed Uhaut horized URL Access on wwwidf.il/error. htm Bl ock 1
94.230.85.231 |[Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to waw | awidf.il/sip_storage/files/ 4/ B ock 1
66.249.64.230 I srael 147.237.77. 216 |dover . i df . i | e e e s e/ dover . aspx B ock 1
46. 19. 85. 2 I sragl 147.237.76. 42 |refuah.idf.il thé:tnl:)\\ll\::ll-ﬂTP Request Met hod nvOoneqg5oubngl | 3cva; in URL B ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?”tzggr;zef&% ﬁfsctejfa;; (i1 es/ 4170454, pel Bl ock 1
54.186.68.225 |[Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to ww aka. i df . il/wp-1ogin. php B ock 1
202. 139. 196. 105|Thai | and 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
109. 64. 245. 118 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
157.55.39.154 |Uhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
52.221.225. 3 S ngapor e 147.237.77. 170 |maarachot . i df . i|  |Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
85. 130. 222. 103 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
66.249.79.83  |israel 147.237.77.74 |lawidf.il th:: 2;:;;;??1;& Access to v mag. i df . 11/602- 2265-he/ patzar. aspx gy 1
54.186.68.225 |[Lhited Sates [147.237.76.31 |nakchal .idf.il O stributed PHP A tenpt B ock 1
207.46. 13. 39 Lhited Sates [147.237.76.86 |navy.idf.il Paraneter Type Mol ation catld in ww navy.idf.il/navy/watercrafts.aspx |B ock 1
109. 65. 188. 252 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46.19.85.2 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request request version Bl ock 1
66.249.66.99  |Israel 147.237.76.42 |refuah.idf.il ﬂ?}’tzg;’_r;éefzﬁp fsctco‘f;g;/?i s/ 33453, | pg Bl ock 1
54.67.99. 176 Lhited Sates |147.237.72.166|aka.idf.il Dstributed PHP At tenpt B ock

193. 43. 245. 250 |l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock

87.70. 19. 249 I srael 147.237.77. 216 |dover.i df .i | D stributed Whauthori zed URL Access on waw i df.il/https:/wunidf.il/ B ock
68.180.229. 241 |United Sates |147.237.77. 176 |mat pash. i df . i | \;P:rwa'z;z_T‘éﬁéiylﬂoﬁg_ﬁ/i"ggyggx Bl ock 1
54.186.68.225 |United Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to www nakhal . idf.il/wp-1ogin. php Bl ock 1
109. 253. 150. 249]l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
46.19.85.2 I srael 147.237.76.42 |refuah.idf.il I11egal HTTP Version __at uvs=571f 55bc6e05e89f 000 Bl ock 1
2.53.12.5 I srael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77.234/i nages/ shared/bul | et 1. gif |B ock 1
84.108.103.14 | srael 147.237.72. 166 |aka. i df . i | L'u'ri%asl/ i?’;geeg?in(g:a;:g;fgoibgcﬁi’ fm’j W kapat 2/ [ 1 es012 B ock 1
66.249.66. 121 |l srael 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/robots. t xt B ock 1
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