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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 13943
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4229
84.110. 108. 153 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 6

81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

185.94. 111. 1 Russi an Federation 147.237. 76. 147 chinuch.aka.idf.il |Block Np All Net drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 1

66. 240. 236. 119 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 78. 111 147.237.77. 170 Lhited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 2
109. 253. 201. 10 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 219.234. 3 147.237.8.14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 24. 97. 243 147.237.72. 166 Czech Republic aka idf.il portscan: TCP Distributed Portscan 1
84.94. 84. 124 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 82.78. 38 147. 237. 0. 200 Net her | ands rdu. i df i ET SCAN NMAP -sS wi ndow 1024 1
174.37.194. 144 147.237.8.28 Lhited Sates e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
173. 193. 130. 54 147.237.8.28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
58. 218. 204. 211 147. 237. 0. 200 Chi na mu.idf il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147.237.0. 15 Chi na kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
109. 253. 201. 195 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 219. 238. 10 147. 237.76. 34 Lhited Sates yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 208. 139. 250 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
87.70. 36. 159 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
82.117. 208. 243 147.237.8. 24 e lifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
174.37.194. 144 147.237.8.28 Lhited Sates e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 4096 1
68. 180. 231. 43 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
173. 193. 130. 54 147.237.8.28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 2048 1
58. 218. 204. 211 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
37.26.146. 177 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
115. 28. 218. 77 147.237.76. 86 Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Bngine: TCP Invalid i i SSi
212.235.22. 158 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | g =g Invalid segnent retransmssion. drop 63
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 12 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 27
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i SSi
176.13.2.114  [israel 147. 237. 76. 200 |ei tan. aka. i df . i | g =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
139. 162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 24
207.241.231. 201|Lhited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 18
Sreanming Engine: TCP Invalid i i ssi
79.178.47.197 |israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. dr op 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.108. 126. 211 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransnission. drop 18
Ret ransm ssi on Packet dropped.
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
2.55.161. 244 | srael 147.237.0.15  |kosher-kravi.idf.illdr op First packet isn't SYN drop 12
109. 65. 151. 103 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wih different monitor |12
wi ndow scal e
162.243.97.21 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
113. 190. 34. 202 |V etnam 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
157.55.39.150 [Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
95. 86.104. 240 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
188. 164. 34. 97 LKJ?'r:gegom 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 85. 87 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 133 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79.183. 195. 158 I srael 147. 237.77. 243 |mwbi l e. i f . i 9 =9 Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
82.80.240.91  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransnssion. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 87 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber rmoni t or 6
Sreanming Engine: TQP Invalid i i ssi
2.53.162.201  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 170 I srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
R SWNretransnmit wth different .
109. 64. 241. 218 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
90. 173.217.207 |Spain 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19. 85. 129 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nvalid ACK nunber aert 6
46. 19. 85. 170 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 129 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 6
2.53.18.30 I srael 147.237.72. 156 |aman. i df . i Bad TCP sequence Inval i d ACK nunber rmoni t or 6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.241  |Israel 147.237. 77. 243 |robi | e i df . | 9 =g Invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
112.134.1. 32 Si Lanka 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
185.3.147.246  |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
37.26.149.251 | srael 147. 237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 133 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop
187. 12. 80. 62 Brazil 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
s SYNVACK retransmt with different .
37.26.147.168 |Israel 147.237.72. 166 |aka. i dof i Bad TCP sequence wi ndow scal e noni t or 5
68.180.231.43 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5
80.179.10. 113 |Israel 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
157.55. 39. 74 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
5.22.135. 189 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
37.46.38.51 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
174.37.194. 144 |Uited Sates |147.237.8.28 |e.rmbile-ks.idf.il [Geo-1 ocati on enf or cenent Geo-| ocati on inbound enf or cenent |drop 4
109. 253. 227. 38 |l srael 147.237.72.167 |ishurimaka.idf .il |Bad TCP sequence noni t or 4
5.102.195.222 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
79.176. 110. 253 |l srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
188. 164. 34. 97 E?';gegom 147. 237.72. 156 |anan.i df .i SYN At ack SYN -> SYN-ACK -> RST rej ect 4
79.176.110. 253 I srael 147.237. 77. 216 |dover . i df . i1 Bad TCP sequence SINAK retransmt with different oo |4
wi ndow scal e
Sreanming Engine: TCP Invalid i i ssi
77.125.122. 117 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 87 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 205
80.178. 157. 105 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
80.246.136.10 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
46.19.86.1 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
79.178.47.197 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 4
46.116. 21.51 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Unaut hori zed URL Access to
156.196. 91. 85  |Egypt 147.237.77. 216 |dover.i df .i | waw i df i | /1133- 21536- ar / dover . aspx) Bl ock 3
2.55.132. 222 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
. . Unaut hori zed URL Access to
66.249. 66. 125  |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 2388. | pg B ock 1
157. 55. 2. 147 Lhited Sates 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/error.htm B ock
68.64.168.226 [lLnited Sates 147.237.77. 216 |dover.i df . i | PHP Att enpt B ock
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
. . Paraneter Read Qhly Molation in
87.70. 65. 14 I srael 147.237.72. 166 |aka. i df . i | v aka i df . i 1/ mai n/ sachar /£ or got passwor d. aspx None 1
46. 19. 86. 241 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode Bl ock 1
. . Unhaut hori zed URL Access to
66.249. 66. 156 |l srael 147.237.77.233|atal . i df .il 147, 237. 77. 233/ 994- 9067- he/ at al . aspx Bl ock 1
54.194.120. 139 |ireland 147.237.77. 176 |mat pash. i df . i | Distributed Unauthorized URL Access on 147.237.77. 176/ B ock 1
176.13.7.213  [Israel 147.237.76.86 |navy.idf.il thaut hori zed LR Access to B ock 1

ww navy. i df . il /tenpl at es/ general / nobi | e

: . . Unaut hori zed URL Access to
68.64.168.226 [Lited Sates 147.237.77.216|dover. i df . i | ww i cf i 1/ ahi i st rat or /i ndex. php Bl ock 1

: . Unaut hori zed URL Access to
66.249.64.61  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8770- he/ r ef uah. aspx Bl ock 1

Russi an . . Par anet er Type M ol ati on PageNumin
46. 48. 208. 118 eration 147.237.77.216|dover.i df . il v i df i 1/ 1283- en/ dover . aspx B ock 1
109. 65. 151. 103 | srael 147.237.76.42 |refuah.idf.il Distributed thaut hori zed URL Access on B ock 1

147.237. 76. 42/ st yl e/ shar ed/ r eset . css

. . D stributed Unhaut hori zed LRL Access on
79.183.188.35 |[Israel 147.237.76.86 |navy.idf.il ww navy. i of i1/ enpl at es/ general / nobi | & B ock 1
D stributed Unaut hori zed URL Access on

66. 249. 66. 160 |l srael 147.237.77.233|atal .idf.il 147 237 77 233/ r obot s. £ xt B ock 1

54.200.211.152 [thited Sates 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
m ny- kosher - kr avi . i df

184. 105. 247. 195|lhited Sates 147.237.0.17 i Unaut hori zed URL Access to 147.237.0.17/ B ock 1

84.94.114.184 | srael 147.237.72. 156 |aman. i df . i | NM;J(;)DI e Untraceabl e S Sessions from84.94.114. 184 (Qen 0 1

46.19. 85. 87 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 1

68.180.229.89 |[hited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/defaul t.aspx B ock 1

66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/tenpl ates/article/watch B ock 1

Russi an . . Parameter Type Molation SortOr in

46. 48.208. 118 eration 147.237.77. 216 (dover. i df . il v i df i 17 1283- en/ dover . aspx Bl ock 1

141.212.122. 161 |thited Sates  |147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1

79.183.195. 158 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1

67.19.79. 218 Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to /robots. txt B ock 1

. . S Uhtraceabl e Gonnection - Protocol violation

212. 150. 163. 132l srael 147.237.77.216|dover.i df .i | (SSL CONN LI ENT FELLO) None 1

54.200. 211. 152 |Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/wp-1ogin. php Bl ock 1

84.94.114.184 |lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to

46.19. 85. 87 | srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1

74.82.47.3 Lhited Sates 147.237.0.19 |madimatal .idf.il D stributed Unaut hori zed URL Access on 147.237.0. 19/ Bl ock 1
. . Unaut hori zed URL Access to

66.249. 66. 123 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 6/ 3296. | pg B ock 1

Russi an . . Parameter Type Molation lang in

46. 48.208. 118 eration 147.237.77. 216 (dover. i df . il v i df i 17 1283- en/ dover . aspx Bl ock 1
. . Unaut hori zed URL Access to

80. 149. 240. 82  |Ger many 147.237.77.216|dover.i df .i | v i df i 1/t enpl at es/ honepage/ mobi | e B ock 1

68.64.168.226 |[Lhited Sates 147.237.77.216|dover . i df . i | Adnmin Bl ocki ng Bl ock 1

. . D stributed Unauthori zed URL Access on

213.57.129.54 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl ef shared/ reset . css Bl ock 1

54.206.115.22 |Australia 147.237.76.200(ei tan. aka. i df . il Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
. . Lhaut hori zed URL Access to

85.93.91. 84 Ger many 147.237.77. 216 |dover.i df .i | vawy i i 1/ hebr ew or gani zat | on/ gi vat i / Bl ock 1

77.126.128.188 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wan aka.idf.il/gius B ock 1
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