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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5137

80. 246. 139. 201 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3073
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 10

146. 185. 57. 8 I 'srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 3

81. 218. 65. 210 I srael 147.237. 72. 166 aka.idf.il Bl ock Udp All Nets drop 3

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
94.102. 52. 10 Net her | ands 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al _Net drop 1
14.215. 3. 26 Chi na 147. 237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets dr op 1

118. 106. 22. 181 Japan 147.237.76. 177 ncore.idf.il B ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
222.186.34.195 |147.237.0.35 |China akaws. i df . | ET SCAN Potential VWNC Scan 5900- 5920 1
80. 246. 140. 136 [147.237. 72. 166 || srael akaidf.il portscan: TCP DO stributed Portscan 1
212.68.132. 170 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
31.168.145.52 [147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
192.115.248.2  |147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
149. 88. 127.27  [147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka.idf.il SERVER APACHE Apache nod_ss| non-SSL connection to SS. port 1
deni al of service attenpt
222.186.56.42 |147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
104.219.234.3 |147.237.76.34 |Lhited Sates |yohalan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.34. 195 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 171. 122. 176|147.237.8.50 |Lhited Sates |e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
222.186.34. 195 |147.237.76.38 |China eeneitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
84. 109. 185. 4 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
222.186.34.195 |147.237.0.15 |China kosher-kravi.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
79.179.126.60 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 74 147.237.77.178|lnited Sates |e.matpash.idf.il |ET DRCP Dshi el d B ock Listed Source 1
5.29.234. 25 147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
192. 116. 94. 130 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP DO stributed Portscan 1
109. 253. 144. 165|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
104.219.234.3 |147.237.77.176|lhited Sates |natpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.56.42 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 171.122. 176|147. 237.8.50 |lhited Sates |e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
222.186.34.195 |147.237.76.86 |China navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
87. 69. 64. 48 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
37.26.146.147 |Israel 147.237.77. 216 |dover.i df i dr op First packet isn't SWN drop 102
148.177. 129. 210|Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 90
212.179.21.194 |Israel 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 54
84. 200. 45. 13 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 51
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |Lhited Sates |147.237.72. 166 |aka i df.il 9 =9 Invalid segnent retransmssion. 39
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
2.53.30. 68 I sr ael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. drop 30
Ret ransm ssi on Packet dropped.
37.26.146. 175 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
77.127.13.135 |Israel 147.237.0.15  |kosher-kravi.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
45. 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 19
207.241.231. 201 |lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrul e drop 18
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 15
89.139.183.96 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi
84.229.30.52  |Israel 147. 237. 76. 200 |6 tan. aka i of . i 9 =9 Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
198.58.96.215 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
172.56.41.181 |Wnited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
89.139.183.96 |[lIsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
Sreanming Engine: TCP Invalid i i ssi
109. 253. 193. 1381 sr ael 147. 237. 72. 167 |i shuri maka. i df .i | 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
217. 132. 223. 201|I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
198. 12.110.138 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
37.26.146.175 |lsrael 147.237. 77. 176 |nat pash. i df .i | drop drop 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
95. 5. 231. 142 Tur key 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop 7
68.180.231.43 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 7
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 7
185. 3. 144. 89 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
89.139.183.96 [Israel 147.237. 77. 216 |dover. i df . | Bad TCP sequence SNAQC retransmt with different Joonitor |6
w ndow scal e
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
185.3.147.119 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
97.74.24.189 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
94. 159. 229. 185 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
104.42.198.99 |[Wnited Sates [147.237.72. 156 |anan.idf.il dr op SAMrule drop 5
2.53.30.68 | srael 147.237.77. 243 |mobi le.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 4
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
149. 78.133. 121 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
. . SYNVACK retransmit with different .
2.55.25.128 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence wi ndow scal e noni t or 4
Sreaning BEngine: TQP Invalid i i ssi
79.180. 182. 174 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.179. 54. 237 |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
124.105.17. 4 Phi 1§ ppi nes 147.237.76.39 |nobile. neitav.idf.i|dr op First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
176.13.21.180 |l srael 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.148.162 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80. 179. 220. 186 I srael 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64.35.195  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
31.154.190.32 | srael 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
82. 81. 4. 86 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.66.50  |Uited Sates |147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
185. 32.179. 221 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 57
2.55.173. 162 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 57
109. 65. 208. 210 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 6
. . Uhaut hori zed URL Access to
5.22.131.121 I srael 147.237.77. 170 |maar achot . i df . i | maar achot . i df i |/ pat/f11 es/ 4/ 112174/ pef B ock 4
. . Uhaut hori zed URL Access to
79.181.187. 210 |[lIsrael 147.237.77. 170 |n@ar achot . i df . i | mar achot . i df i1/ pdf/ i es/ 5/ 112745, pof Bl ock 3
85. 65.183. 235  |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 85.65.183. 235 |B ock 3
46.19. 85. 179 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
2.53. 146. 130 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
79.178.19.134 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 79.178.19. 134 B ock 2
109. 64. 108. 233 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 109. 64. 108. 233 |Bl ock 2
m ny- kosher - kravi . i i i
84.109.32.42  |Israel 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny- kosher - kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
. . D stributed Whaut hori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237 72. 166/ r obot s. £ xt B ock 1
169. 229. 3. 91 Lhited Sates |147.237.72. 156 |anan. i df . i | Mal formed URL B ock
23.81.90. 154 Lhited Sates |147.237.77.216|dover.idf . il Unhaut hori zed URL Access to 147.237.77. 216/ B ock
. . . S Uhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
m ny- kosher - kravi . i _
52.221.225.3 S ngapor e 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0. 17/ Bl ock 1
: . . Uhaut hori zed URL Access to
208.115.111. 73 |lhited Sates |147.237.77. 216 |dover.idf.il vy i cf i 1/t enpl at es/ t enpl at econt rol s/ gener i o/ B ock 1
141. 212. 122. 161|nited Sates |147. 237. 76. 147 [chi nuch. aka. i df . i | Unhaut hori zed URL Access to 147.237.76. 147/ B ock 1
m ny- kosher - kravi . i , ,
84.109. 32. 42 | srael 147.237.0. 17 df il Mitiple Il1egal Paraneter Encoding from84.109. 32. 42 None 1
: . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 [Wited Sates |147.237. 77. 176 [nat pash. i df . i | vaww cogat . i df . i |/ 1043- he/ cogat . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.72. 156 |aman. i df . i | Lhknown HTTP Request Method ?[[#24]].[[#2]]1Aczy0 in LR B ock 1
38.102.226.16 |lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua atal .idf.il/wp/wp-admn/ B ock 1
52.221.225.3 9 ngapor e 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Wauthorized URL Access on 147.237. 76. 147/ B ock 1
212. 117. 143. 250|i srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mai nkapat 2/ /res#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
] - . Illegal Byte (ode Character in Header Nane
169.229.3.91  |[Lhited Sates |147.237.72. 156 [aman. i df . il [[#5] ] ~1 SM FQU[ [ #22] ] KY +1 >6:#011, A2[ [ #30]] Yad " %o Bl ock 1
5.29. 179. 244 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
77.126.68.139 |lIsrael 147.237.76.42 |refuah.idf.il voww ref ua. atal i df i 1/t enpl at es/ honepage/ nobi | e B ock 1
183.91.14.219 [V et nam 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/wordpress/wp-admn/  |B ock 1
. . Unhaut hori zed Met hod HEAD f or
109. 64. 108. 233 |Israel 147.237.72. 166 |aka. i df . i | voww aka, i o i |/ @i 1V gi yus/ | ogi n. aspx B ock 1
80.179. 220. 186 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
54.166.155.86 |lLhited Sates |147.237.76.39 |nobile.neitav.idf.il |Wauthorized URL Access to 147.237.76. 39/ B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
212.199. 174. 101l srael 147.237.72. 166 |aka. i df . i | vaw aka i dff i |/ mai / sachar / pi r suneynof et . aspx None 1
169. 229. 3. 91 Lhited Sates |147.237.72. 156 |aman. i df . i | Illegal Byte Gode Character in Method ?[[#24]].[[#2]] Aczy0 B ock 1
5. 29. 254. 139 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 1
85.65.183.235 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod HEAD for aka.idf.il/nai n/sachar/ B ock 1
79.177.10.240 |lsrael 147.237.77.216|dover. i df .i | Unhaut hori zed LRL Access to waw idf.il/aman B ock 1
46.120.69. 104 |Israel 147.237.76.86 |[navy.idf.il Ml tiple Unauthorized URL Access from 46.120. 69. 104 B ock 1
81.218. 62. 34 I srael 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 123  [Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel f1 | es/ 2/ 2392. | pg B ock 1
169. 229. 3. 91 Lhited Sates |147.237.72. 156 |aman. i df . i | Mal f or med HTTP Header Line 1 B ock 1
- - . Uhaut hori zed URL Access to
5. 29. 254. 139 I srael 147.237.0.19 [madi matal .idf.il nadi matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
94.102.9. 212 Tur key 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/wp-admn/ B ock 1
79.178.19.134 [israel 147.237.76. 42 |refuah.idf.il Ml tipl e Unauthorized URL Access from 79.178. 19. 134 B ock 1
52.8.32.153 Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua.atal .idf.il/test/wp-admn/ B ock 1
198.12.148. 134 |lnited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua atal.idf.il/ol d/wo-adnin/ B ock 1
. . Uhaut hori zed URL Access to
109. 67. 42. 248  |lIsrael 147.237.76.42 |refuah.idf.il ww refua. atal i df i1/ tenpl ates/ general /mobi | e B ock 1
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