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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6169
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2120
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 40

190. 253. 212. 51 Col onbi a 147.237.76. 197 e hinush.idf.il [JLM Under Attack Con Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
1
1

117.151. 51. 158 Chi na 147. 237. 76. 200 eitan. aka.idf.il|B ock_Udp Al _Nets drop
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
174.37.194. 144 |147.237.8.50 |Lhited Sates [e.tikshuv.idf.il |ET SCAN NVAP -sA (2) 2
163.172. 8. 19 147.237.77. 227 E?ir:;gom e hanaz.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
104.214.34.99 |147.237.77.179|Wited Sates |enazi.idf.il |ET SCAN NVAP -sS w ndow 4096 1
84.108. 130. 215 |147.237.72. 166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
185. 110. 132. 54 |147.237.77. 176 |krai ne matpash.idf.il |ET SCAN Potential SSH Scan 1
185. 110. 132. 54 [147.237.76.30 |lkrai ne hinush.idf.il |ET SCAN Potential SSH Scan 1
185. 110. 132. 54 [147.237.0.19 |lkraine nadi matal .idf.i |[ET SCAN Potential SSH Scan 1
163.172.8.19 147. 237.77. 178 E;ir:;cci]om e.matpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
104.219.234.3 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248.172. 140 |(147.237.77. 235|Net her| ands sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
66.249. 78.158 |147.237.72.166 |Lhited Sates |aka.idf.il WAPAGE,APaChe mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
187 161 240, 1231147 237. 72. 156 | co avani il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 110. 132. 54 |147.237.76.34 |Wrai ne yohalan.idf.il |[ET SCAN Potential SSH Scan 1
185. 110. 132. 54 |147.237. 72. 156 |Lkrai ne anan.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 (147.237.8.50 |Wited Sates |e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count
107.167.99. 211 |Uhited Sates |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 156
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka i df.il 9 =9 nval i d segnent retransmssi on. drop 54
Ret r ansni ssi on Packet dr opped.
78.40.183.202 |Lebanon 147.237.77. 216 |dover.idf.il  |dr op Frst packet isn't SN drop 42
82.216.203.74 |France 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 42
107.167.99. 211 [hited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 28
reaming BEngine: TCP Invali i i Ssi
66.249.64.100 |United Sares [147.237.72. 166 |akaicr it || SAMNg Engine: TCP Invalid nvalid segnent retransmssi on. drop 21
Ret ransni ssi on Packet dr opped.
207.241.231. 201 |lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrul e drop 19
185. 4. 255. 170  |Lebanon 147.237.77. 216 |dover.idf.il  |dr op Frst packet isn't SN drop 18
79.171.177.11  |Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
Sreaning Engine: TCP Invalid i i ssi
185.3.147.192 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
192.114. 165. 42 |l srael 147.237.77. 216 |dover.idf.il  |dr op Frst packet isn't SN drop 13
Sreaning Engine: TCP Invalid i i ssi
31.154. 251. 229 i srael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segrent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
162.243.71.33 [wnited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 12
175. 45. 248. 72 g;ﬁaic o |147-287.77. 216|dover.idr.i1  [drop First packet isn't SWN drop 11
198.58.103.91 [lnited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 10
reaming BEngine: TCP Invali i i Ssi
2.53.129.146  |israel 147.237.72. 166 |aka ich. 11 | SAMNg Engi ne: TGP Inval i d nvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
5.108. 148.233 |Saudi Arabia 147.237.77. 216 |dover.idf.il  |dr op Frst packet isn't SN drop 8
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
2. 36. 89. 232 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
e SWNretransmt wth different .
80. 246. 133. 227 |Israel 147.237.77.234|nalag.idf.il |Bad TCP sequence wi ndow scal e moni t or 7
208.115.111. 73 |Wited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SW drop 7
Sreamng Engine: TCP Invalid i i ssi
66. 249, 93. 180  |Eur ope 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
192.146. 6.2 Lhited Sates |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 135. 126 i srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
37.26.148.251 |israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
81.218.126. 226 |lsrael 147.237.0.35 |akaws.idf.il |drop drop
94.230. 86.206 |[lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
176.13.12.28  |Israel 147. 237.77. 243 |obi l e. i o . i 9 =9 nval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
157.55.39.194 [nited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi
46.19.86.194  |israel 147.237.77. 243 |mbile.i o i1 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 64. 164. 137 |Israel 147.237.77. 243 |robi L e, i of . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
80. 246. 136. 114 |l srael 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
85. 250. 255. 217 |l srael 147.237.77. 216 |dover.idf.il  |dr op Frst packet isn't SN drop 5
50.87.144.145 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 5
5.22.130. 136 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
68.180.231.43 |Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 4
66. 249. 93. 182  |Europe 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 4
o SYNretransmt wth different .
81.218.126.226 |Israel 147.237.72. 217 |e.idf il Bad TCP sequence i ndow scal noni t or 4
202. 90. 136. 154 |Phil i ppi nes 147.237.77. 216 |dover.idf.il  |dr op Frst packet isn't SN drop
81.218.126. 226 |Israel 147.237.0.200 |[rdu.idf.il drop drop
Sreamng Engine: TCP Invalid i i ssi
84.109. 112. 198 |[Israel 147. 237, 77. 243 |nobi 1 e. i of . i 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
208.81.64.248 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 4
37.26.149.192 |Israel 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
37.26.146.241 |lsrael 147.237.77. 216 |dover.idf.il  |dr op Frst packet isn't SN drop 4
174.37.194. 144 |Uhited Sates |[147.237.8.50 |e.tikshuv.idf.i|Geo-1 ocati on enf or cenent Geo-l ocation i nbound enforcenent |drop 4
134.210.212. 151 |thited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
213.8.105.197 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 66.190 |Uited Sates |147.237.0.34 [tikshuv.icf. il 9 =9 Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Attacker Address

A tacker

Sgnature

Devi ce

‘Tar get Address |Site
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Country Action
176.13.15.36 [l srael 147.237.77. 243 |nobi | e. i df . i | :;Lﬁrgt o T?'Ffsxcﬁ?; Lﬁ;gﬁ‘gﬁ:ﬁ%d in B ock 6
176.13.17.18 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
78.40.183.202 |Lebanon 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw idf.il/error. htm B ock 4
46. 19. 86. 173 I 'srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww lawidf.il/inmages/ 1. he/infocenteritent |B ock 4
185. 4. 255. 170  |Lebanon 147.237.77.216|dover. i df .i | D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock 4
46. 19. 86. 110 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 3
5. 29. 254. 139 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.178.19.134 [israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from79.178. 19. 134 B ock 2
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 994- 8850- he/ atal . aspx  |B ock 1
176.13.12. 28 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
147. 236. 232. 252 |1 srael 147.237.77.74 [lawidf.il Paraneter Type Miolation FreeText in ww|awidf.il/421-hel patzar.aspx |B ock 1
80. 246. 133. 227 |l srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77.234/ i mages/ shared/bul l et 1. gi f  |B ock 1
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
169.229.3.91  [Wnited Sates [147.237.76.31 |nakchal .idf il '-E-'ﬂ'f_gjll sz?g&?g/f/;ter['[im '{‘?d?E[ ( #28] | #0120Ti & Bl ock 1
5. 29. 66. 83 I srael 147.237.72. 166 |aka. i df . i | mn;:: iZ?T ﬁ”/e;;r n/;\c/'hmif:;ﬂmm in None 1
109. 64. 164. 137 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
79.178.19.134 [Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unauthorized URL Access from79.178. 19. 134 B ock 1
176.13.12.28  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt Q?ro'lfz.ie?/ tgeggf;semztesn st chi | ddocunent s/ 1152 B ock 1
52. 48. 25. 103 Irel and 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
149. 200. 171. 34 |Jordan 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to ww cogat.idf.il/tenplates/general /mobile |B ock 1
82.81.82.30 I srael 147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to wau tikshuv.idf.il/tenpl ates/news/nobile |B ock 1
66.249.78.158 | srael 147.237.72. 166 |aka. i df . i | (Sz‘SLU_T‘ og"\cﬁﬁleE%‘i‘ecﬂ“fg Protocol violation None 1
185. 32. 179. 155 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
169. 229. 3. 91 Lhited Sates [147.237.76.31 [nakchal .idf.il |illegal Byte Qode Character in URL B ock 1
109. 67. 42. 248 |l srael 147.237.76.31 |nakchal .idf.il |Uhauthorized URL Access to wan nakhal .idf.il/tenpl ates/general /nobile |B ock 1
79.178.19.134 | srael 147.237.76.42 |refuah.idf.il m“::fod;zafijﬁéﬁcﬁsjn;& s/ qsyst enforni i | e B ock 1
66.249. 64. 131 I srael 147. 237.72. 166 |aka. i df . i | o rz';;“tfzd 1‘%2"’/‘”;;?;; ;ejuszexles_sa‘;gx Bl ock 1
157.55.39. 150 |Wnited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wwn i df . i1/894- 21852- he Bl ock 1
89.138.112.56 |l srael 147.237.77. 176 |nat pash. i df . i | m“é;;;ti_ffﬁ_ iLn_siA;_cs?Sosratgg/ {11 es/ 6/ 4466 pg Bl ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ general . aspx  |Bl ock 1
219. 133. 153. 254chi na 147. 237.77. 216 |dover . i df . i | \Al‘hmfvult gf?ri'liiiaﬁ/ﬁggfizn:fol of header upper Bl ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.176|nat pash.idf.il |Dstributed Abnornal |y Long Request B ock 1
38.111.147.84 |lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-he Bl ock 1
109. 253. 135. 126]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249. 64. 237  |lsrael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to ww i df.il/anan B ock 1
2.53.23.18 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
169. 229. 3. 91 Lhited Sates [147.237.76.31 [nakchal .idf.il |Dstributed Abnornal Iy Long Request B ock 1
93. 160. 60. 22 Dennar k 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1
66.249. 78.246 | srael 147.237.72. 166 |aka. i df . i | ﬂ?f“zg(;r.Ezze,dlé?nﬁfﬁ}eifmf? ol showbi g. aspx B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176|matpash.idf.il [Mitiple Il1l1egal Byte Gbde Character in Method from169.229.3.91 B ock
117.206. 34. 154 |india 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/navy/ B ock
79.178.19.134 |[Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ mobi | e B ock 1
66.249. 66. 125 I srael 147.237.76.42 |refuah.idf.il ﬂ?“tzg;’r'?gefz?p ;C;S;J/?i | es/ 8 2348, pg Bl ock 1
185.3.147.192 |Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Code Bl ock 1
5. 28. 185. 184 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock
169. 229. 3. 91 Lhited Sates [147.237.76.31 [nakchal .idf.il |Dstributed Unknown HTTP Request Met hod B ock
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