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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 120

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 2
94.102. 52. 10 Net her | ands 147. 237. 76. 200 eitan. aka idf.il [Bock Np Al Net drop 1

176. 31. 60. 249 Fance 147.237.76. 196 e.sviva.idf.il Bl ock_Up Al _Nets drop 1

31. 148. 219. 200 Net her | ands 147.237. 76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 201 e atal.idf.il B ock Np Al _Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |S gnature Devi ce Action |Count
74.84.136. 105 Lhited Sates 147.237.77.233 atal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
216. 201. 148. 210 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 3




04-26-2016-09:04:08 to 04-26-2016-10:04:08

|Top Attackers In |D|

Attacker Address ‘Target Addr ess Attacker Qountry \Signature

74. 84. 136. 105 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
89. 248. 167. 131 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.0.41.2 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
13.92. 122, 143 147.237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
195. 154. 54. 169 147.237.76. 176 France test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112.217.150. 112 147. 237.76. 198 Korea, Republic of e.yohal an.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237.76. 38 Net her | ands eenetav.idf .il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237. 0. 200 Net her | ands . i df i | ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147. 237. 76. 197 Net her | ands e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
13.92. 122, 143 147.237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
89. 248. 172. 140 147. 237.76. 148 Net her | ands gqcent er. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 167. 131 147.237.76. 30 Net her | ands hi nush. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Sig nature
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 45
107.167.99. 211 |Whited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 44
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id finvalid segnent retransmssi on drop 42
Ret r ansni ssi on Packet dr opped.
82.80.176.64 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence md:;tvrsin‘;"zt wthdifferent — oonitor |32
79.178.187. 185 |israel 147. 237.76. 200 [ei tan. aka i o1 |/ €3M NG Engine: TCP Inval id invalid segnent retransmssi on. drop 26
Ret r ansni ssi on Packet dr opped.
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
185. 104. 156. 142|lrag 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
207.241.231. 201 |Whited Sates 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 18
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
24.5.107.9 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
37.26.148.253 |Israel 147. 237 72. 167 |i shuri maka i of i || S2M NG Engine: TGP | nvalid invalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dr opped.
50.153. 242. 42 |United Qates 147, 237.76. 200 |ei tan aka i or 1 | S2M NG ENgine: TCP Invalid invalid segnent retransmssion. |y 15
Ret r ansni ssi on Packet dr opped.
82.81.66.200 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP | nvalid invalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dr opped.
37.26.148.182 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
216.177.129.77 |lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 14
198.58.103. 160 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.249. 64.190 |Lnited Qates 147.237.72. 166 |aka. i of . | Streamng Engi ne: TCP Inval id finvalid segnent retramsmission | 12
Ret r ansni ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
198.58.102. 156 |ULhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
81.218.126. 226 |lsrael 147.237.0.35 |akaws.idf.il drop drop 11
91.221.58.21 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
2.55.56. 152 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
52. 90. 38. 136 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
176. 65. 25. 79 glcisgiig;a” Territoryls 47 237.77. 216 |dover. i df . i1 drop Frst packet isn't SIN drop 8
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
82.69.124. 94 Ui ted Ki ngdom 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d sequence nunber noni t or 7
79.176.30.78 | srael 147.237.72. 166 |aka. i df. il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 7
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
79.176.30.78 [ srael 147.237.72. 166 |aka. i of . i Bad TCP sequence wﬁﬁ;gxg;gth moni tor |7
2.53.128.209  |Israel 147.237. 72. 167 [ishuri maka i o .i || ©3M NG Engi ne: TP Tnval i d i mal i d segrent retransmssion. |y o 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 83 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 6
87.71.113.85  [israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬂ;‘gﬁtﬁ;g‘gzl;‘é“h monitor |6
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
109. 65. 55. 164 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
141.0. 14. 218 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 83 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber mnitor |6
46. 19. 85. 83 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
100. 38.228.191 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 83 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber mnitor |6
50. 153.242.42 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
87.71.113.85 | srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
207. 46. 13. 32 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
109. 64. 163. 239 |l srael 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
66.249.81.218 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253.196. 74 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 70
212.76.104. 149 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 23
46. 19. 85. 122 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 46. 19. 85. 122 Bl ock 11
46.19.86.4 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
185.32.179.61 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.53.146. 72 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 228 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.178.10.249 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13.13. 194 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
www. chanat z. aka. i d _ :
81.218.191. 76 | srael 147.237.77. 226 £l Ml ti pl e Unauthori zed URL Access from 81.218.191. 76 B ock 2
] . - . Unaut hori zed URL Access to
50.153.242.42 |lhited Sates |147.237.76.200|eitan. aka.idf.il v ei tan. aka. i df i1/t enpl at es/ honepage/ nobi | e B ock 2
waw. chanat z. aka. i d [unaut hori zed URL Access to
81. 218.191. 76 | srael 147.237.77. 226 £l wiw chanat 7. aka. i df .i 1 /i p_storage/ il es/ 8/ B ock 1
66.249.78.146 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/- + encodeuri B ock 1
202.180. 34. 186 [Japan 147.237.77.216|dover . i df .i | II1egal HITP \ersion proxy error(Cannot Gonnect) B ock 1
87.70.72. 24 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qde Character in URL from87.70.72.24 Bl ock 1
79.181. 10. 20 I srael 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
62.128.35. 2 I sr ael 147.237.76.86 |navy.idf.il Wi navy. i f i | /tenpl at es/ general / nobi | e Bl ock 1
213.57.185. 247 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None
17.142.157.17 |Uwited Sates |147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wwwuidf.il/appl e-app-site-association [B ock
82.80.176. 64 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css Bl ock
. . DO stributed Whaut hori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
202.180. 34. 186 [Japan 147.237.77.216|dover . i df .i | Mal formed URL 560 B ock 1
. . Unhaut hori zed URL Access to
46. 19. 86. 101 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 2341 i nages/ shar e/ bul | et 1. g f Bl ock 1
. . Unaut hori zed URL Access to
2.53.3.179 I srael 147.237.77. 216 |dover. i df .il ww i cf i 1/t enpl at es/ t enpl at econt rol s/ gener o/ B ock 1
. . Uhknown Paranet er ct | 00$ct | 00$cphMai n$cphSachar $ct |51 in
89. 139. 50. 66 I srael 147.237.72. 166 |aka. i df .i | wiw aka, i df . i |/ nai n/ sachar/ pays! i ps. aspx None 1
80.246.130.39 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock
65.55.210. 170 |Whited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wwidf.il/error. htm B ock
220.255.148.8 |9 ngapore 147.237.77. 216 |dover . i df .i | Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 1
A . . URL is Above Root Directory
197. 231. 221. 211|Liberia 147.237.77.216|dover . i df .i | ww i df.il/../shared/clientscripts/jouery/jouery-1.4.2.mn.js B ock 1
. . . Unhaut hori zed URL Access to
82.81.82.30 I srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df i 1/t enpl at es/ homepage/ mobi | e B ock 1
. . O stributed Whaut hori zed URL Access on
66.249.78.240 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rai 1/ gi yus/ gener al . aspx B ock 1
202. 180. 34. 186 |Japan 147.237.77.216|dover . i df . i | Unknown HTTP Request Method HTTP/ 1.1 in URL B ock 1
] - . Unaut hori zed Met hod HEAD for
50.153.242. 42 |Wnited Sates |147.237.72. 166 |aka. i df . i | ww aka. i of i 1/ el tany prati i pi rt eyerual B ock 1
. . . Unaut hori zed URL Access to
106. 120. 173. 159|Chi na 147.237.77.233(atal .idf .il 147. 237, 77. 233/ 994- 8847- he/ at al . aspx Bl ock 1
80. 246. 130. 214 [Israel 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
66.249.66.67  |Israel 147. 237.76. 200 |ei tan. aka. i df . | thknoun Paranet er Pagehurm | n None |1
wwy ei tan. aka. i df.il/938-en/ ei tan. aspx
199.30.24.182 |lhited Sates |147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on wwidf.il/error.htm B ock 1
. - Unhaut hori zed URL Access to
46. 19. 85. 122 I srael 147.237.76.86 |navy.idf.il vaw navy. i df . 1/t enpl at es/ honepage/ mobi | e Bl ock 1
85. 65. 26. 57 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None 1
79.178. 6. 50 I srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207. 46. 13. 32 Lhited Sates |147.237.77. 216 |dover.i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
’ ; . ; Unaut hori zed Met hod HEAD for
50.153.242.42 |lhited Sates [147.237.76.200(ei tan. aka. i df .i | Wi ei tan. aka. i o i |/ 894- hel e t an, aspx None 1
2.53.154. 16 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p_storagel {1 | es/ 0/ 3250. | pg B ock 1
202.180.34. 186 [Japan 147.237.77.216|dover. i df . il Abnormal |y Long Request request version B ock 1
87.70.72.24  [israel 147. 237. 72. 166 |aka. i df . i | |legal Byte bde haracter 1n LR /mi 1/ kapat 2/ T es#012 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
17.142.155. 148 |Whited Sates [147. 237. 72. 156 [aman. i df . i | Wnaut hori zed URL Access to . Bl ock 1
wan anan. i df . i1/ appl e- app-si t e-associ ati on
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