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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 93. 82 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 12629
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5537
66. 249. 93. 67 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 4087
66. 249. 93. 77 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 4

109. 67. 203. 188 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

122. 52. 149. 188 Phi | i ppi nes 147.237.77.176 natpash.idf.il |Frk Purple Gon Linmit Htp drop 3

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2

122. 52. 149. 188 Phi | i ppi nes 147.237.77.176 natpash.idf.il |Frk Under Attack Con Htp drop 2

188. 138. 1. 218 Ger many 147. 237. 76. 199 e.nakchal .idf.il |Bock Udp Al Nets drop 1

85. 25. 43. 94 Ger nany 147.237.76. 176 test.ncore.idf.i|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
177.185. 192. 98 Brazil 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SELECT) ock 4
216. 249. 107. 200 Lhited Sates 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
177.185.192. 98 147.237.77. 74 Brazil lawidf.il SQ Injection - Select From 12

109. 253. 139. 245 147. 237.72. 166 I srael aka idf.il GPL SCAN nyscan 2

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW wth fake user agent 2

109. 253. 139. 245 147.237.72. 166 I srael aka.idf.il I NDI CATOR- SCAN nyscan 2

66. 240. 213. 93 147.237.76. 31 Lhited Sates nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1

173. 193. 130. 54 147.237.77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 2048 1

66. 240. 213. 93 147. 237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1

173. 193. 130. 54 147.237.77. 226 Lhited Sates waw charat z. aka. i df . i | ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

Signature

Attacker CQountry ‘Target Address |Ste

S reaning Engi ne:

TP Invalid

Inval i d segnent retransnission.

66.249.78.146 |Lhited States 147.237.72. 166 |aka. i df .i . dro 63
Ret r ansni ssi on Packet dropped. P
62.210.181.90 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
176. 77.55. 173  |Russi an Federation 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 33
198.58.103. 114 |Uhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
198. 204. 249. 34 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
Vb Server Enforcenent HTITP Deni
207. 241. 231. 201 |Wnited Sates 147. 237. 72. 166 |aka i df . i | . Ve Servers S ow Denial of | et 19
Mol ation Servi ce
Sreaning Engine: TQP Invalid ' i ssi
81.218.134. 102 | srael 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransmssion. g 16
Ret r ansni ssi on Packet dropped.
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
52.16.5. 197 Irel and 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 12
91.109. 30. 103  |Ger many 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 12
198.58.102. 117 |lWhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
207. 241. 231. 201|Lhited States 147.237.72. 166 |aka. i df .i | drop SAMrule drop 10
176. 106. 46. 74 glcisgi'géa” Termitory.l147.237.0.34  |tikshw.ich.il  |drop First packet isn't SIN drop 10
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
173.60.112.13 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
207. 46. 13. 32 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaming Engine: TGP Invalid i i ssi
66.249. 93. 249  |Eur ope 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
108. 171. 128. 189|Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TQP Invalid i i ssi
141.8.132. 112 |Russian Federation  |147.237.72. 166 [aka.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
2.54.97.198 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
73.25.158. 80 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
54.151. 42. 39 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.53.139.55 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
85.130. 184.55 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence I'nval id ACK nunber noni t or 4
50.23.254.154 |lWhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
92.222.23.240 |France 147.237.77. 227 |e.hanaz.idf i1 |Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
85.130.184.55 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber nonitor |4
66. 249. 93. 77 Eur ope 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 4
188. 120. 154. 207|l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |4
81.218.126.226 |lsrael 147.237.0.35 |akaws.idf.il drop drop 3
Sreaning Engine: TGP Invalid i i ssi
212. 143. 214. 165|i srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
130.193.51.73 |Russian Federation  |147.237.72. 166 |aka. idf.il 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.55.26. 132 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.206 |lnited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.29  |israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53.21. 143 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 64.190 |Uited Sates 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 167 |Uhited Sates 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.88.98  |Uited Sates 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
81.218.241.26 |[lsrael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i SSi
109. 253. 139. 245|| srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.79.196  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.183.50. 113  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
5.102.242. 21 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.55.188. 65 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 57
46. 19. 86. 227 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 53
109. 253. 225. 240|I srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock
109. 253. 225. 251 |1 srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
: . . Unaut hori zed URL Access to
68.180.230.45 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8878- he/ r ef uah. aspx Bl ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized URL Access from 66. 249. 64. 233 B ock 1
194. 28. 115. 231 |Net herl ands 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ Bl ock 1
85. 130. 222. 103 [l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wawidf.il/https:/vwwidf.il/ B ock 1
. . D stributed Unaut hori zed URL Access on
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
2.53.9. 209 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock
109. 253. 225. 248 srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock
} . . Lhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Wi navy. | df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64.233 [Israel 147.237.77.216|dover.i df .i | ww i i |/t enpl at es/ t enpl at econt rol s/ generi ¢/ Bl ock 1
87.70.57. 164 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
66.249.93.98  |Israel 147.237.77.233|atal .idf . il 147, 237. 77. 233] 1501- he at al . aspx B ock 1
73.25. 158. 80 Uited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ nobi | e B ock 1
. ] Unaut hori zed URL Access to
66.249.66.121 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 6/ 2826. | pg Bl ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation
106. 38. 241. 100 |Chi na 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1
66. 249. 93. 102 I srael 147.237.77.233|atal .idf.il ULhaut hori zed URL Access to 147.237.77.233/favicon.ico Bl ock 1
. . Unaut hori zed URL Access to
149. 202. 75. 239 |France 147.237.77.216|dover.i df .i | v i df i |/ hebr ew or gani zat i on/ ti kshuv/ i ndex. ht m NN Bl ock 1
79.176.20.127 |lsrael 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on v idf.il/https:/waidf.il/ |B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 123 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 8/ 2978. | pg Bl ock 1
106. 120. 173. 142|Chi na 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QI ENT_HALQ |None 1
. . D stributed Unaut hori zed URL Access on
66.249.93.110 |Israel 147.237.77.233|atal . i df . il 147. 237.77. 233/ 1501- hel at al . aspx Bl ock 1
66.249. 64. 137 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
157.55. 39. 74 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
81.223.254.34 |Austria 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to /robots. txt B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/npm B ock 1
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