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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 40091
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 13273
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1708
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
213.57.174. 85 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 3

101. 164. 208. 36 Australia 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1

180. 97. 106. 37 Chi na 147.237.76. 196 e.svivaidf.il |Bock Wp All Nets drop 1

195. 88. 209. 6 Russi an Federation 147.237.76. 38 eengitav.idf.i|B ock Wp All Nets drop 1

66. 240. 219. 146 Lhited Sates 147.237.76. 38 eeneitav.idi.ilBock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




04-26-2016-07:04:03 to 04-26-2016-08:04:03

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
173. 193. 130. 54 [147. 237. 77. 243 |Uhited Sates  |nobile.idf.il ET SCAN NVAP -sS wi ndow 2048 1
173. 65. 154. 27 |147.237.76. 197 |Lhited Sates e himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.8.19 [147.237.8.24 |United Kingdom|e.lifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
158. 255. 5. 147 |147. 237. 76. 31 :ﬁi}m nakchal . i df . ET SCAN NVAP -sS wi ndow 1024 1
106. 120. 173. 76 |147. 237. 72. 166 |Chi na aka.idf.il SERER APAO_E Apac'he mod_ssl non- S8 connection to SS. 1
port denial of service attenpt
81.17.17.135 [147.237.0.17 |Sntzerland mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
52.90.202.117 |147.237.77.178|thited Sates |e matpash.idf.il ET SCAN NVAP -sS w ndow 4096 1
173. 193. 130. 54 [147. 237. 77. 243 |Wnited Sates nobi | e.idf il ET SCAN NMVAP -sS wi ndow 3072 1
173. 193. 130. 54 [147. 237. 77. 243 |Uhited Sates  |nobile.idf.il ET SCAN NVAP -f -sS 1
163.172.8.19  [147.237.77. 226 |Uni ted Ki ngdom |wan chanatz. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
163.172.8.19  [147.237.0.200 |United Ki ngdom |rdu.idf.il ET SCAN NVAP -sS w ndow 1024 1
117. 2. 80. 56 147.237.0.19 [V etnam nadi matal .idf.il ET SCAN Behavi or a U]usufal ly fast Termnal Server Traffic, 1
Potential Scan or Infection
104. 214.34. 99 [147.237.76.198|lnited Sates |e.yohalan.idf.il ET SCAN NMAP -sS wi ndow 3072 1
66.240.213. 93 |147.237.76.44 |Whited Sates |erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
52.90.202.117 |147.237.77.178|thited Sates |e matpash.idf.il ET SCAN NVAP -sS w ndow 3072 1
187 245.195. 39 |147. 237 0.34  |Mexi co Cikshuv.idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
188.32.231. 81 |SSian 147. 237. 77. 216 |dover . i of . i | dro Frst packet isn't SN dro 121
T ) Federation ) U o P pac P
94.180. 149 67 |¥SSian 147. 237.77. 216 |dover. i df .i drop First packet isnt SN drop 121
) ’ ) Federati on i ’ i i )
176.77.117.91  |Ssian 147. 237. 77. 216 |dover . i of . i | dro Frst packet isn't SN dro 121
U ) Federation ) U o P pac P
176.77.127. 49 | 147. 237. 77. 216 |dover.i df .i drop First packet isn't SIN drop 121
i ’ ) Federati on i ’ i i )
176. 195. 124, 109|SS! @ 147. 237. 77. 216 |dover . i of . i | dro Frst packet isn't SN dro 121
) ) ) Federation ) U o P pac P
Sreaning Engine: TGP Invalid i i sSi
66.249.78.146 |lhited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 39
Ret ransmi ssi on Packet dropped.
Vb Server Enforcenent HTTP Deni
207.241.231. 201|Wited Sates |147.237.72. 166 |aka. i df.il . Véb Servers S ow Denial of | .. et 39
Mol ation Service
172.56.41.181 |Uited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 25
reamng BEngine: TCP Invali i i ssi
2.53.16. 14 I'sr ael 147.237.77. 243 |nobi l . i df . i Streamng Engi ne: TCP Inval id|invalid segnent retransmssi on drop 21
Ret r ansm ssi on Packet dropped.
178.63.55.202 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
193.171. 152. 101 |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
reamn ine: TCP Invali i i ssi
46.19.85.216  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 18
Ret ransni ssi on Packet dropped.
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
197. 45. 132. 217 |Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
157.55.39.194 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.116.108.50 |[Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 5
46.116.108.50 | srael 147.237. 77. 216 |dover . i f . i Bad TCP sequence SYNFACK retransmt with monitor  [5
different wndow scal e
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5
46.116.108.50 [l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 5
208.115.111. 73 |Uhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
73.26.18. 149 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
140.186.14.36 |Wited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
50.87.144. 145 |Uhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
66.172.120. 103 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning BEngine: TCP Invalid i i ssi
66.249.64.190 |Uited Sates |147.237.72. 166 |aka i of i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an : o Sreamng Engine: TGP Invalid|invaid segnent retransnissi on.
130. 193.51.91 eration 147.237. 76. 200 |ei tan. aka. i df .i | Ret r ansni ssi on Packet dr opped. drop 3
Sreaning BEngine: TCP Invalid i i ssi
87.70.100.216 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
124.105. 53. 102 |Phili ppi nes 147.237.0.15 |kosher-kravi.idf.il drop First packet isn't SN drop
37. 46. 38. 145 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber moni tor |3
Sreaning Engine: TGP Invalid i i ssi
79.180.183.64 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.199 |lWnited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
188. 120. 154. 207l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |3
124.105. 53. 102 |Phili ppi nes 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop
Sreaning BEngine: TQP Invalid i i ssi
66.249. 93. 180  |Europe 147.237.72. 166 |aka.i df .i 9 59 Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Russi an . Lo Sreamng Engine: TCP Invalid|invalid segnent retransnissi on.
141.8.142.1 eration 147.237.76. 200 |ei tan. aka. i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 3
124. 105. 53. 102 |Phili ppi nes 147.237.0.17 P”inly'kOSher'kraV"'d drop First packet ism't SWN drop 3
Sreaning Engine: TGP Invalid i i sSi
66. 249. 93. 247  |Europe 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
124. 105. 53. 102 |Phili ppi nes 147.237.0.19 |nadimatal .idf.il drop First packet isn't SN drop 2
Sreaning Engine: TGP Invalid i i ssi
188. 120. 154. 207 i sr ael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
207. 46. 13. 32 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
5.22.135. 211 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nvalid ACGK nunber nonitor |2
80. 107. 189. 78 |G eece 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
50. 116. 30. 23 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
192. 249. 66. 247 |Wited Sates [147. 237.77. 216 |dover.idf .i | drop First packet isn't SN drop 2
46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |2
213.57.182.27 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
46.19.86.227 |lsrael 147.237.0.19 |madimatal . i df . i |Suspici ous Response Code Bl ock 38
109. 253. 135. 12 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
46.19.86.227 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 10
2.53.146. 18 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
5.248. 253.133 |Wkraine 147.237.77.216|dover.i df . il Unaut hori zed URL Access to wwy i df.il/1556-en/ B ock
. . . |Paraneter Type M ol ati on ctl 00$Cont ent A acetbl der 1$t xt Entrance in
46.19.86.227 |Israel 147.237.0.19 |nadimatal .idf.i| o T 1 obil e/ 1083- he/ er et 7. aspx Bl ock 3
109. 253.197.5 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
157.55.39. 150 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
. . Unaut hori zed URL Access to
66.249. 78. 234 |l srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p._st or age/ f | es/ 5/ 70005. doc B ock 1
106. 120. 173. 76 |thi na 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3_ Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLO None
62.219. 160. 69 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/undefi ned B ock
157.55.39.166 |Uhited States [147.237.77. 176 |mat pash. i df .| |authorized UL Access to - Bl ock 1
viwv cogat . i df . i | /usef ul i nf or nat i on/ pages/ report s. aspx
67.19.79.218 |Whited Sates |147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to /robots.txt B ock
66. 249. 64. 233 |l srael 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
157.55.39.194 |lhited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.124.7.38 I srael 147.237.72. 166 |aka. i df . i | v aka. i df .i |/ nai v sachar/ rai | box. aspx None 1
. . Unaut hori zed URL Access to
66.249. 66. 123 |l srael 147.237.76.42 [refuah.idf.il 147. 237.76. 42/ shared/ cl i ent scri pt s/ query. pl ugi ns/ j query. charts.js B ock !
] . . Unaut hori zed URL Access to
199. 16. 156. 124 |Lhited States |147.237.77.216|dover.idf.i | v f i /i p storagel i1 es/ Of si e220x0/ 15710. | pg Bl ock 1
98.207.46.126 |Lhited Sates [147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
149. 50. 98. 234 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to widf.il/atal 1/izkor/ mai n. asp B ock 1
66. 249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/ 1/2801.jpg |B ock 1
98.207.46.126 |Lhited Sates |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xmrpc. php Bl ock 1
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