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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 15613
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1823
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 5
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

45. 63. 20. 231 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Np Al _Net drop 1

45, 63. 20. 231 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 1

183. 60. 48. 25 Chi na 147.237. 76. 38 eenetav.idf.il JLM Under At tack_Con_Tcp drop 1

195. 88. 209. 6 Russi an Federati on 147.237. 76. 147 chinuch.aka.idf.il |Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
80. 82. 78. 38 147.237.76. 176 |Netherl ands ~ [test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
23.91.1.34 147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
13. 82. 25. 17 147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
185.130.5.48 |147.237.8.50 |Lithuania e tikshuv.idf.il ET SCAN Potential SSH Scan 1
117.20.41.62 |147.237.8.50 |9 ngapore e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
106.184.2.29 |147.237.8.50 |Japan e tikshuv.idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237.76. 31 |Netherl ands nakchal . i df il ET SCAN NVAP -sS w ndow 1024 1
23.91.1.34 147.237.0.33 |lhited Sates [idf.il ET SCAN Potential SSH Scan 1
14,161 29 233|147 237 8. 27 M etnam o nadimatal idf ] ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
13. 82. 25. 17 147.237.0.34 |Wited Sates |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.29.86.129 [147.237.76.34 |Thailand yohal an.i df .i | ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.48 |147.237.77.19 |Lithuania | awforumidf.il ET SCAN Potential SSH Scan 1
139. 217. 27. 204 |147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
117.20.41.62 |147.237.0.19 |S ngapore nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Federati on

66.249.78.146 |Lnited Sates |147.237.72.166 |aka.idf.il o dro 48
Ret r ansni ssi on Packet dropped. P
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
Vb Server Enforcenent HTTP Deni
207.241. 231. 201 |Wited Sates  |147. 237. 72. 166 |aka i of .11 . Véb Servers S ow HITP Denial of | . 16
Mol ation Servi ce
Sreaming Engine: TGP Invalid i i ssi
66.249. 64.190 |tnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
54.72.73. 168 Irel and 147. 237. 77. 216 |dover . i df . i | drop First packet isn't SWN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
68.180. 231.43 |lWhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 8
50.87.144.145 |[whited Sates [147.237.77.216|dover.idf.il drop First packet isn't SWN drop 7
157.55.39.150 |lWhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
157.55.39.194 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
156. 210. 114. 40 |Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Russi an Do Sreaming Engine: TGP Invalid |invalid segnent retransnissi on.
141.8.132.112 | oo 147. 237.72. 166 |aka.i df .i | Ret r ansi Ssi on Packet  dr opped. drop 3
197.252.4. 15 Sudan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid ' i ssi
207.46.13.165 |lnited Sates |147.237.77. 243 |nobile.idf. il 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66.249.66.64  |Lhited Sates |147.237.76. 200 [eitan aka idf.il g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.19.86.35  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
207.46. 13. 32 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop
65.55.210.169 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
209.126.230. 74 |Wited Sates |147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 2
enf or cenent
46. 19. 86. 83 I srael 147.237.72. 167 |i shurimaka. i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 2
209. 126. 230. 74 |Wited Sates |[147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
188. 138. 1. 217  |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
209. 126.230. 74 |lnited Sates |147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
199. 30. 25. 29 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 2
190. 210. 38. 17 |Argentina 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
64.12.253.130 |[hited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 2
46.19. 85. 171 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
130. 185. 155. 10 |Sweden 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
93. 115. 95. 216 g”&;ymus 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SN drop 2
64.247.79.236 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
81.7.17.171 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
8.37.227.69 Lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
s SYN+tACXK retransmt wth .
194.90. 83.233 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 1
74.82. 47.56 Lhited Sates |147.237.76.201 (e atal.idf.il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
184.105.139. 75 [Wnited Sates [147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
222.73.18.162 |China 147.237.8.28 |e.mobile-ks.idf.il  |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122. 219|Wited Sates  |147. 237.77. 226 "‘:"‘IW chanatz. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
120. 132. 84. 137 |onina 147.237.76. 201 |e. atal .i of . Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
207.46.13.147 |lWited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
84.94. 45. 168 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert
184. 105. 247. 248|Wnited Sates  |147.237.76. 44 |e.refuah.idf. il Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
66.249.89.119 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
37.9.122.203  |SSIan 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 1




04-26-2016-06:04:03 to 04-26-2016-07:04:03

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

147.237.76. 42/ si p_storage/ fil es/ 7/ 2827. | pg

Country Action
. . . Lhaut hori zed URL Access to
79.177.193.231 Isrzel 147.237.77.243|nobi | e. i df . i nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 3
46. 19. 86. 227 I srael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 3
79.177.193.231 [israel 147.237.77.243|mobi | e. i df . i | Mil tipl e Unhaut horized URL Access from 79. 177. 193. 231 Bl ock 2
207.46. 13. 32 Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
81.223.254.34 |Austria 147.237.77.234|hal ag. i df . il Unhaut hori zed URL Access to /robots. txt B ock 1
66.249.64.230 |Israel 147.237.77.216|dover . i df .i | D stributed Uauthorized URL Access on 147. 237. 77. 216/ robot s. t xt Bl ock 1
] ; ; S Uhtraceabl e Gonnection - Protocol violation
138. 207. 152. 150|Lhited Sates |147.237.72.166|aka.idf .il (SSL OONN GLI ENT FELLO) None 1
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ general . aspx  |B ock 1
85. 65. 86. 200 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SS. Sessions from 85. 65. 86. 200 ((pen Mde) None 1
66.249. 64. 233 [Israel 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 1
192.95.29. 116 [Canada 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
74.82.47.3 Lhited Sates [147.237.72.167|i shuri maka. i df . i|uhaut horized URL Access to 147.237.72. 167/ B ock 1
85. 65. 86. 200 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . . |Uhaut hori zed URL Access to
66. 249. 66.70 I srael 147.237.76. 200 [ei tan. aka. i df . i wn ei tan. aka. i df . il /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
Unaut hori zed URL Access to
198. 24.162. 179 |Uhited Sates [147.237.72.156|anan.idf.il wwv aman. i df . i | /sitefinity/ usercontrol s/ dial ogs/ docunent edi t or di al og. asp |B ock 1
X
131.253.25. 249 |Uhited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wwidf.il/error. htm Bl ock
66.249.66.121 [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 121 B ock
} . . Lhaut hori zed URL Access to
198.24.162. 179 |United Sates |147.237.72.166|aka. i df .1l wwv aka. i df.i | /sitefinity/usercontrol s/dial ogs/ docunent edi t or di al og. aspx Bl ock !
136.243.11.18  |Ger nany 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df . i/ brothers/skira/defaul t.asp |B ock 1
66.249. 66. 125 I srael 147.237.76.42 |refuah.idf.il thaut hor | zed UR. Access to Bl ock 1
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