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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
5. 164. 199. 105 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9503

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 9
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
72.5.195. 35 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il|B ock Udp All _Nets drop 1

183. 60. 48. 25 Chi na 147.237. 76. 38 eengitav.idf.il |JLM Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
112. 196. 49. 101 147.237.77.176 Indi a nat pash. i df . il ET SCAN NMAP -sS wi ndow 2048 1
112. 196. 49. 101 147. 237.77. 176 I ndi a mat pash. i df .i | ET SCAN NVAP -f -sS 1
202. 29. 86. 129 147.237.76. 44 Thai | and e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 147.237.76. 44 e.refuah idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 78. 38 147. 237.76. 30 Net her | ands hi nush. i df . i ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147. 237. 76. 202 Chi na e.halag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58. 218. 204. 211 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 197 Chi na e. himush. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
58. 218. 204. 211 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
173. 65. 154. 27 147. 237. 76. 196 Lhited Sates e svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
117. 20. 41. 62 147.237.76. 201 S ngapore e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
112. 196. 49. 101 147.237.77.176 Indi a nat pash. i df . i ET SCAN NMAP -sS wi ndow 1024 1
202. 29. 86. 129 147.237.77. 233 Thai | and atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249. 106. 23 147.237.76. 38 Tur key e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147. 237.76. 38 Lhited Sates e.eneitav.idf.il ET DROP Dshiel d B ock Listed Source 1
80.82.78.38 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 48 147. 237.77. 234 Li t huani a hal ag.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 211 147. 237. 76. 202 Chi na e.halagidf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58. 218. 204. 211 147. 237. 76. 147 Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
174.37.194. 144 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
174.37.194. 144 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -f -sS 1
163.172. 8. 19 147.237. 76. 197 Uhi ted Ki ngdom e. hinush. i df . il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
5.164.199. 105 | XSSIan 147. 237, 77. 226 | "W chamat z. aka. idf 14y First packet ism't SWN dro 4467
- 164.199. Federati on L2310 11. 2281 4 P pac P
5.164.199. 105 |Ssian 147. 237. 77. 216 |dover. i of . i1 drop First packet isnt SN drop 242
. 164.199. er ot on . 237.77. Lidf.
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
Russi an s -
176.195.124.133|_ =~ o 147. 237. 77. 176 |nat pash. i df . i | drop First packet isn't SN drop 50
108. 54. 158. 2 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |Uited Sates  |147.237.72. 166 |aka i of i 9 =9 Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dropped.
166. 137.10.56 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
66. 87. 73. 60 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 23
144.76. 30. 236  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
216. 4. 56. 166 Lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 19
74.101. 146. 169 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
157.55. 39. 74 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
198.58.103.91 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
38.111.147.84 |Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
52.21.178.185 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 8
5.164. 199. 105 R‘F et on 147.237.77. 226" chanat z. aka. 10 1paq TOP sequence Inval i d ACK nunber moni tor |8
85. 75.79. 141 QG eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
52.21.15.183 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
50.18.94. 121 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
54.173.94.51 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
52.22. 4. 232 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 6
24.120.55. 18 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
157.55.39.246 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 5
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
17.142.156. 109 [Lnited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
174.37.194. 144 |wited Sates [147.237.8.24 |elifestyleiicf.il  |[Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 4
enf or cenent
141.8.132.78 RJSfia” 147. 237. 77. 216 |dover. i df . i1 drop First packet isn't SN drop 4
.8.132. cation .237.77. Jidf.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
82.80. 27. 79 I srael 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192. 249. 66. 247 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i Ssi
66.249. 81. 228  |Europe 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
119.92. 61. 47 Phi |i ppi nes 147.237.76.39 |mobile.neitav.idf.il [drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
84.228.223.87 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 66.184 |United Sates [147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53. 49, 133 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 93.184  |Eur ope 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i SSi
79.183.191. 110 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.55.7.137 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249. 93. 247  |Europe 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
s SN retransnmit wth different .
185.92.72. 16 Net her | ands 147.237. 77. 233 |atal .idf il Bad TCP sequence wi ndow scal e moni tor |3
8.37.228.81 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
66.249.78.206 |lhited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
119. 92. 61. 47 Phi 1§ ppi nes 147.237.76.30 |hinush.idf.il drop First packet isn't SN drop 3
68.114.120.42 |Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 2
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry ‘Target Address |Site S gnature Acti on ‘Count
157.55.39.48 |Uhited Sates [147.237.72.156|aman.idf.il| [Wauthorized URL Access to waw aman. i df.il/nodiin/ undefined B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df .i| |Wauthorized URL Access to wwidf.il/atal /i zkor/print_text.asp B ock 1
68.180.231. 43 |[Wited Sates |147.237.77.216|dover.idf.i| |Paraneter Type Miolati on PageNumin wa i df .il/1379- he/ dover . aspx B ock 1
185.92.72.16  [Netherl ands 147.237.77.233|atal .idf.il |Unauthorized URL Access to 147.237.77.233/ Bl ock 1
66. 249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il ﬂ;“;;c_’gazjgj mu:; eglcgﬁs:mtsiri s/ cli entsoripls. | s Bl ock 1
71.232.32.171 |Wited Sates |147.237.77.216|dover.idf.i| |Unhauthorized URL Access to ww idf.il/894-en/idf gdover. aspx B ock 1
5.153.234. 154 |Sweden 147.237.77.216|dover. i df .i| |PHP Attenpt B ock 1
185.92.72.16  |Netherl ands 147.237.77.235|sviva. i df . i | |Unhauthorized URL Access to ww hagnas. atal .idf.il/hnapl/ B ock 1
66. 249.66. 123 I srael 147.237.76.42 [refuah.idf il i?.uést]??r;e.zzeldzggreﬁjzleintt;:ri pts/jquery. pl ugi ns/jquery.scrollfollowjs B ock !
79.178.233.70 |Israel 147.237.77.216|dover . i df .i| [Wauthorized URL Access to wawidf.il/tenpl ates/article/ nobile B ock 1
5.153.234.154 |Sweden 147.237.77.216|dover. i df .i| |[Unhauthorized URL Access to www idf.il/wp-1ogin. php B ock 1
207.46.13.32 |Wited Sates |147.237.77.216|dover.idf.i| |Unhauthorized URL Access to wawnidf.il/error.htm Bl ock 1
68.180. 230. 45 |[Lnited Sates |147.237.76.42 |refuah.idf.il|uauthorized URL Access to 147.237. 76. 42/ 994- 9064- he/ r ef uah. aspx B ock 1
81.223.254.34 |Austria 147.237.0.34 [tikshuv. i df. i|Unhaut hori zed URL Access to /robots. txt B ock 1
38.111.147.84 |Wnited Sates |147.237.77.216|dover.idf.i| |Unauthorized URL Access to waw idf.il/894-he Bl ock 1
216.218. 206. 66 |Lhited Sates |147.237.77.243|nobi | e. i df . i [{Uhauthorized URL Access to 147.237.77.243/ Bl ock 1
68.180.230. 108 |Uhited States  |147.237.76.31 [nakchal . i df . i mmmx?vurt'gl?t:;]z.ei(iifﬁlfce(rz;ls:lt tta-;)/ shar ed/ user cont r ol s/ header upper/ Bl ock !
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