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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2691
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2

45. 63. 20. 231 Lhited Sates 147.237. 76. 201 e.ata.idf.il B ock Np Al _Net drop 1
204. 42. 253. 130 Lhited Sates 147.237.76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 38 e.eneitav.idf.il Bl ock_UWp Al _Nets drop 1
71.6.146. 185 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ock Np Al _Net dr op 1

45. 63. 20. 231 Lhited Sates 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1

71. 6. 165. 200 Lhited Sates 147.237.76. 147 chinuch.aka.idf.il |Block Udp All Nets drop 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
202.29.86.129 |147.237.77. 235 |Thai | and svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
202.29.86.129 |147.237.77.74 [Thailand lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
158.255.5. 147  |147.237.77. 234 gj::;”ion hal ag.i df .i ET SCAN NVAP -sS wi ndow 1024 1
158.255.5. 147  |147.237.0. 16 ?éjj;’}m ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
115. 29. 197. 215 |147.237.8.46 [China e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024

81 16315496  |147. 237 7630 |Wkrai ne Hivshi df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
13.92.245.177 |147.237.8.14 |lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
202.29.86.129 |147.237. 77. 243 |Thai | and nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.92.245,. 177 |147.237.8.14 [Wited Sates e.orchot.idf.il ET SCAN NVAP -f -sS 1
202.29.86.129 |147.237.77. 216 |Thai | and dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237.72. 14 |Latvia dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
193.227.34.78 |147.237. 77. 235 |Egypt svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
158.255.5. 147  [147.237.0. 19 gjjslr‘im nadi matal .idf il ET SCAN NVAP -sS wi ndow 1024 1
192377 55 147.237.76.38 |Fhi i ppi nes o e neita.id i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

107.6.130. 113 |147.237.0.33 |lhited Sates idf.il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147. 237.76. 177 |Net her | ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126.230. 74 |147.237.76.86 |Lhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.245.177 |147.237.8.14 |lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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A tacker
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94. 228. 34. 248 LKJ?ir:;gom 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 132
203.104.11.25 |Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 57
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
66.249.78.146 |Uited Sates  |147.237.72. 166 |aka.iof i Streaning Engine: TCP Inval id finvalid seqnent retransmssion. |, 27
Ret r ansni ssi on Packet dr opped.
198. 204. 249. 34 |lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 21
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
147.75. 208. 225 |[Snitzerland 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
198. 58. 102. 155 |lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
139.162. 216. 112|Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 12
147.75. 208. 226 |Sntzerland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
147.75. 208. 236 |Sntzerland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
147.75. 208. 229 (S tzerland 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
147.75. 208. 227 |Satzerl and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
147.75. 208. 233 |Sntzerl and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
147.75. 208. 238 |Snitzerl and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
157.55.39.194 |lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 7
147.75.208. 230 |Sntzerland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 254 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
207.46. 13. 32 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 6
66.249. 64.190 |lited Sates |147.237.72. 166 |aka.idf.il Streamng Engi ne: TGP Invalid invalid segrent retransnissi on, drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 254 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |6
147.75. 208. 232 |Satzerl and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
24.86.42.171 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
92.247.181.31 |Bilgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
147.75. 208. 224 |Satzerl and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
147.75. 208. 239 |Satzerl and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 4
147.75. 208. 235 |Sntzerland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
147.75.208. 231 |Satzerl and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
147.75. 208. 237 |Sntzerland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
147.75. 208. 228 |Satzerl and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
147.75. 208. 234 |Satzerl and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
141. 8. 142. 33 gjziion 147. 237.76. 200 |ei tan. aka. i f . i ge; ?2:";3 S?igo':e: TP Invalid Lg‘éi';td dsrecf‘gggg retransmssion. |, o, 3
79.176.30.78 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN- ACK -> Ti meout alert
157.55. 39. 74 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
119.93.157.77  |Pnilippines 147.237.77.19 |lawforumidf.il drop First packet isn't SYN drop
31.154.43.65 |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP I nval i d invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
79.176.30.78 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
178. 154. 189. 204 :Zg::t”i o 147.237.72. 166 |aka.i df .l ;{ ?ZTSTS SEl;ig('):e: TP Invalid 'Pg‘éi'eitd ds}efgggfi retransmssion. g o, 3
31.154. 145. 133 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP Invalid invalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dr opped.
79.176.30.78  [Israel 147, 237.72. 166 |aka. i df .| Bad TCP sequence mﬁtrs\:;ﬁ':c;gth moni tor (3
46.19.85.254  |israel 147.237.77. 226 [} chanat z. aka. 1df 1pad TOP sequence Inval i d ACK nunber alert 3
37.9.122.203  |ssian 147.237. 77. 216 |dover. i df .i | drop First packet isnt SN drop 3
Federation
66.249.83. 142 |Wited Sates |147.237.72. 166 |aka idf.il Strean ng Eng! ne: TCP Inval id finval i d segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
141.8.132. 112 :Zg::t”i o 147.237.72. 166 |aka.i df .l ;{ ?ZTSTS SEl;ig('):e: TP Invalid 'Pg‘éi'eitd ds}efgggfi retransmssion. g o, 3
46.19.85.254  |israel 147.237.77. 226 [} chanat z. aka. 1df 1pad TOP sequence Inval i d ACK nunber moni tor (3
119. 92. 153. 102 |Phili ppi nes 147.237.76.30 [hinush.idf.il dr op First packet isn't SYN drop 3
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212. 235. 65. 236 |l srael 147.237.0.15  |kosher-kravi.idf.if " T ] shar ed usercont rol s/ header upper / B ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
41.105.41.254 |Ageria 147.237.77.216|dover . i df . i Unaut hori zed LRL Access to wwidf.il/xnrpc. php Bl ock 1
157.55.39. 246 |Wited Sates [147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
72.73.252.232 |lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy. i df . il /navydef aul t. aspx B ock 1
147. 75. 208. 233 [Sni t zerl and 147.237.77. 216 |dover.idf . i Ostributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
66.249. 78.234 |Israel 147.237. 72. 166 |aka. i df . i | ﬂ?“tzggr i7§?i6$na’i6{r:172is§u'[s(/)gener o asp Bl ock 1
176.13.14.85 [Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
77.75.76.172  |Czech Republic [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df. i/ page/ 33/ B ock 1
147. 75. 208. 237 |Swi t zer| and 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
67.19.79.218 |lhited Sates |147.237.77.170|m@arachot.idf.il |Unauthorized URL Access to /robots. txt B ock 1
198.58.103.91 |lhited Sates 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/1294-he/ wan idf.il B ock 1
84.95.208.20 |Israel 147.237.77.74 |lawidf .il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
31.154.43.65 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/main/ B ock 1
157.55.39. 132 |lhited Sates [147.237.72.166|aka. i df.il Lhaut hori zed URL Access to aka.idf.il/sip_storagel/files/2/62532. pdf |B ock 1
68.180. 229. 241 |Uited Qates  [147. 237. 77. 176 |mat pash. i df . i | magtgt%‘?e M /Oi;‘;;_oﬁefggggf'_‘"ais:x B ock 1
208.115.113.82 [Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx Bl ock 1
84.95.208.20 |Israel 147.237.77.74 |lawidf.il PHP At enpt B ock 1
41.105.41.254 |Ageria 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 1
157.55.39. 194 [whited Sates |147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
68.180.231.43 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin www i df . il/1362- he/ dover. aspx |B ock 1
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