04-26-2016-03:04:07 to 04-26-2016-04:04:07

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

7004,

600+

500+

400+

300+

Number 1.
q 200:

Att aCkS 100_."
0-

~ . : . - : : $ ~
3 ﬁ S8 SR
& F ¥ s G S SR N
& \{é\ & & (Q'% R ’\\J‘g '§9
> x\\‘} .\Qo (@6\ & X '\
'\GJ é\
Top Tar get

[Top Attackers |

M dover.idf.il

Meitan aka. idf.il

M aka.idf.il

Matal.idf.il

M i shurimaka.idf.i

M chinuch. aka. i df . i

I nadi matal .idf.il

B rat pash. i df . i |
tikshuv.idf.il

M nakchal .idf.il

Nunber
(6]

At acks

Top Attackers

Il 84. 95. 208. 20
167. 114. 156. 16
¥ 180. 153. 206. 17
66. 249. 78. 146
Il 101. 226. 33. 223
M 83.13.210.35
[ 92.124.41.33
M 2.53.49.72
198. 58. 103. 91
M 66. 249. 78. 223




04-26-2016-03:04:07 to 04-26-2016-04:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16970
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1062
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 6

217.10. 46. 148 Russi an Federation 147.237.76. 148 gogcenter.aka.idf.il |[JLM Under Attack Con Tcp drop 2

94.102. 52. 10 Net her | ands 147.237.76.176 test.ncore.idf.il B ock Np Al Net drop 1

45. 63. 20. 231 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il Block Np Al _Net drop 1
71.6.158. 166 Lhited Sates 147.237.76. 196 e.sviva.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

192.187.114. 11 Lhited Sates 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 146 [147.237.72. 166 [Lhited Sates aka. idf.il ET SCAN NVAP -sA (2) 2
104. 214.34.99 [147.237.77.176|thited Sates natpash.idf.il |ET SCAN NVAP -sS w ndow 2048 1
74.118.239.21 [147.237.72.217|Whited Sates eidf.il ET SCAN NMVAP -sS wi ndow 4096 1
163.172.8.19 [147.237.72. 167 |United Ki ngdom [i shurimaka.idf.i|ET SCAN NVAP -sS w ndow 1024 1
109. 60. 228. 158 |147. 237, 76,34 |RUSSiaN yoal an.i o i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
104.214.34.99 |[147.237.77.176|lhited Sates nat pash. i df . i | ET SCAN NVAP -f -sS 1
210.15.242.7 |147.237.76. 177 |Australia ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187 245. 60. 204 |147. 237 0 .34 |Mexi co Cikshuv.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112. 196. 49. 101 |147.237.0.19 |india nedi matal .idf.il [ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry ‘Target Address |[Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
84.95.208.20  |Israel 147 237.76. 200 |ei tan. akaicf. i1 | €M NG Engi ne: TCP alid finvalid segnent retransmssion. |, op 222
Ret r ansmi ssi on Packet dropped.
180. 153. 206. 17 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 81
reamng BEngine: TCP Invali i i ssi
66.249.78.146 |lnited Sates  |147.237.72. 166 |aka.idf.il Streaning Engi ne: TP Invalid finvalid segnent retransnission drop 78
Ret ransmi ssi on Packet dr opped.
101. 226. 33. 223 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 54
83. 13. 210. 35 Pol and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 40
Russi an o Sreamng Engine: TCP Invalid _
92.124. 41. 33 . 147.237.72. 166 |aka.idf.il Inval i d checksum Packet dropped. |drop 26
Federation Checksum
198.58.103.91 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
reamng BEngi ne: TCP Invali i i ssi
2.53.49. 72 I srael 147,237, 72. 167 |i shurimaka i i1 | @M NG Engi ne: TP Invalid invalid segnent retransnissi on drop 12
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
66.249.64.190 |lnited Sates  |147. 237. 72. 166 |aka i f il g =g Inval id segnent retransmssion. 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
66.249.78.223 |Wnited Sates [147.237.72. 166 |aka. idf. il g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
5.22.135.194  |Israel 147.237.72. 166 |aka i f . g =g Inval id segnent retransmssion. 6
Ret r ansmi ssi on Packet dropped.
198. 204. 249. 34 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
94.179. 60. 41 Wkrai ne 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
135. 23. 216. 181 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 4
91.200. 12. 106 |lkrai ne 147.237.76. 31 |nakchal .idf.il drop SAMrul e drop 4
188. 120. 154. 120|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
91.200.12.106 |Ukraine 147.237.77. 216 |dover.idf .i | drop SAMrule drop 4
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Russi an ) . |Streanming Engine: TCP Invalid [invalid segnent retransnission.
93. 158. 152. 49 erati on 147. 237. 76. 147 |chi nuch. aka. i df . i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreamng Engine: TP Invalid i i ssi
77.125.4.35 I srael 147.237.72. 166 |aka i f . g =g Inval id segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
66.249.64.177 |United Sares  |147.237. 76, 147 |chinuch aka i, i1 | S NG Bngine: TP Invalid Jinvalid segrent retransnission. | 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185.120.125.9  |Israel 147. 237.72. 166 |aka i f . g =g Inval id segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
66.249.78.90  |nited Sates |147.237.72. 166 |aka i df il g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Russi an o Streaming Engine: TCP Invalid |invalid segnent retransnission.
37.9.122. 203 ration 147.237. 72. 166 |aka. i df .il Ret 1 ansni Ssi on Packet dr opped. drop 3
reamng BEngine: TCP Invali i i ssi
66.249.65.22  |Wited Sates  |147.237.77. 243 |nobil e.idf il Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.24  |Uited Sates  |147. 237. 76. 200 [ei tan. aka i df .i | g =g Inval id segnent retransmssion. o 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
66.249.78.83  |United Sates |147.237.72. 166 |aka i df il g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
207.46.13. 147 |Uited Sates  |147. 237. 72. 166 |aka i of il g =g Inval id segnent retransmssion. 2
Ret r ansmi ssi on Packet dropped.
85. 115, 248, 214 |USSIan 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SN drop 2
Federati on
157.55.39.194 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
94.179. 60. 41 Wkrai ne 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
199.30.24. 135 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
197. 45. 132. 217 |Hgypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
157.55.39. 130 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
52.16.5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
169. 229. 3. 91 Wited Sates [147.237.0.34  [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
209.126.230. 74 |Uhited Sates  |147.237.77. 216 |dover.idf.i| SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212. 122. 220|wnited Sates  [147.237. 77. 212 [e. dover. i of .11 Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
106. 184.3.122  |Japan 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
. . . SYNretransmt wth different .
58. 60.253. 149 |China 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 1
106. 186. 113. 132|Japan 147.237. 77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
209.126.230. 74 |Uhited Sates  |147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
93.174.93.218 |Netherlands  |147.237.8.28 |e.nobile-ks.idf.il |Geo-1 ocation enf or cerent Geo-I ocat i on i nbound drop 1
enf or cenent
169.229.3.91  |wited Sates [147.237.8.14 [e.orchot.idf.il  |Geo-1ocation enforcenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 220|Wited Sates  |147. 237. 77. 227 |e. hanaz. i of . i Geo- 1 ocati on enf or cenent ﬁ?olr gzi'mon | nbound drop 1
106. 184.3.122  |Japan 147.237. 76. 147 |chinuch. aka. i df .11 |SYN At t ack SYN -> SYN-ACK -> RST rej ect
169.54. 233. 117 |Wited Sates |147.237.76.39 [nobile neitav.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 102
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i| [Miltiple Wauthorized URL Access from 84. 95, 208. 20 B ock 84
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 8
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 6
87.70.29.79 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
84. 95. 208. 20 I srael 147.237.77.216|dover.idf.il Ostributed PHP Attenpt B ock 2
83.218.138. 87 LKJ?ir:;((jjom 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/newsitel english/ nain. asp B ock 2
219. 74. 36. 56 S ngapor e 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
157.55.39.194 |wnited Sates [147.237.77.216|dover.idf.i | Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm Bl ock
66.249.78.19  |Israel 147.237. 72. 166 |aka. i df . i | ﬂ?‘ftzg(;r.i7zz‘fdlégmpfﬁf§za:? i showbi 0. aspx Bl ock 1
198. 204. 226. 202 Ui ted Sates  [147. 237. 7. 176 |mat pash. i df . i | mulgg; zed UL pocess | Sogat . aspgazasenanal es Bl ock 1
134.240.154.90 |Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/tenpl ates/ general / nobi | e B ock 1
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . i| |Unknown Paraneter tab in ww ei tan. aka.idf.il/938-he/ eitan. aspx None 1
66. 102. 6. 188 Lhited Sates |147.237.77.216|dover.idf .il Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm Bl ock 1
157.55.39.194 |Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/anan Bl ock 1
76.14.93. 34 Lhited Sates [147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw i df .il/anan B ock 1
203.127.58.232 |9 ngapore 147.237.77. 216 |dover.i df .|l Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
149.78.21.19 Lhited Sates [147.237.76.86 |navy.idf.il Dstributed PHP At tenpt B ock 1
66. 102. 6. 191 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Waut horized URL Access on waw idf.il/error.htm B ock 1
162. 243. 247. 126|Wnited Sates  |147.237.77.216|dover. i df .|| m“f gfolriilz/ﬁa'f:ﬂﬁggfiznttfd of header upper | B ock 1
101. 226. 65. 107 |Chi na 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error. htm B ock 1
79.179.104.82 [israel 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to wawidf.il/tenpl ates/article/ nobile B ock 1
203. 127. 96. 228 |9 ngapore 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
149. 78.21. 19 Wited Sates [147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to waw navy. idf.il/xnrpc. php B ock 1
66.249. 64. 177 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72.167|i shuri maka. i df . i|Untraceabl e SSL Sessions: Protocol violation (SSL_GONN QLI ENT_HALLQ |None 1
101. 226. 66. 174 |Chi na 147.237.77. 216 |dover . i df .i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
208.115.111. 73 [Lhited Sates [147.237.77. 216 |dover. i df . i mﬂt:friiﬁf‘;npﬁ :Sclctfn; o ontrol generi o Bl ock 1
58.60.253.149  |Chi na 147.237.77. 216 |dover . i df . i | R Alblo)'e Y ader per B ock 1
151. 80. 31. 183  |France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66.249.64.230 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
180. 153. 214. 182|Chi na 147.237.77. 216 |dover . i df .i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
112. 64.235.90 [China 147.237.77.216|dover . i df . i Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
66.102. 6. 131 Lhited Sates [147.237.77.216|dover.idf . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
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