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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.72. 156 anan.idf.il ock Wp Al _Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 196 e.svivaidf.il |JLM Under_ Attack_Con_Tcp drop 2
31. 148. 219. 86 Net her | ands 147.237. 76. 42 refuah.idf.il ock Wp Al Nets drop 1
72.5.195. 35 Lhited Sates 147.237.76. 34 yohalan.idf.il |Bock Wp Al Nets drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




04-26-2016-02:04:04 to 04-26-2016-03:04:04

|Top Attackers In |D|

At acker

Target Address ountry Signature
41.248.52.54  |147.237.77. 216 |Mor occo dover.idf.il SERVER- WEBAPP adm n. php access 7
41.248.52.54  [147.237.77. 216 |Mor occo dover . idf.il SERVER- VEBAPP adni nl ogi n access 6
41.248.52.54  [147.237.77. 216 [Mor occo dover.idf.il SERVER- WEBAPP | ogi n. ht m access 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 177 |[147.237.76. 147 |Whited Sates  [chinuch. aka.idf .i | ET SCAN NVAP -sA (2) 2
106.184.2.29  [147.237.77. 121 |Japan e navy.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147. 237. 77. 226 |Net her | ands waw chanatz. aka. idf i1 [ET SCAN Potential SSH Scan 1
13.92.178.142 |[147.237.8.28 |Lhited Sates  |e nobile-ks.idf.il ET SCAN NVAP -sS wi ndow 3072 1
89. 248. 167. 131 [147. 237. 77. 179 |Net her | ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
13.92.178. 142 [147.237.8.28 |lnited Sates |e.nobile-ks.idf.il ET SCAN NVAP -f -sS 1
89. 248. 167. 131 |147. 237. 76. 199 |Net her | ands e. nakchal .idf il ET SCAN Potential SSH Scan 1
217.10. 46. 148 |147.237.0. 34 ?;3::;“' o ti kshuv. i of . i ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147. 237. 72. 156 |Net her | ands aman.idf.il ET SCAN Potential SSH Scan 1
202.29.86.129 [147.237.72.14 |Thailand dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 167. 131 |147. 237. 8. 24  |Nether| ands elifestyleidf.il ET SCAN Potential SSH Scan 1
190. 124. 35. 115 [147. 237. 77. 233 |N caragua atal .idf.il ET SCAN NVAP -sS w ndow 4096 1
89. 248. 167. 131 [147.237.0.34  |Nether| ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
187, 160. 140. 47 |147. 237 76. 34 |Mexi co yohal an.i df i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80.82.65.82  |147.237.72. 167 |Net her| ands i shuri maka. i df . i SERVER APACHE Apache nod_ssl non-SSL connection to SS. 1
port denial of service attenpt
139, 217. 27. 204 |147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
13.92.178. 142 [147.237.8.28 |lWiited Sates |e.nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 2048 1
89. 248. 167. 131 [147. 237. 76. 202 |Net her | ands e haagidf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147. 237. 76. 147 |Net her | ands chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
217.10. 46. 148 |147.237.0.17 gj::;“l o mny- kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147. 237.8.27  |Nether| ands e.madi matal .idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147.237.0.35 |Netherl ands akavs. i df . il ET SCAN Potential SSH Scan 1
189, 14. 147 240 |147. 237 0.33  |grazi| il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 82. 78. 38 147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024
163.172.8.19  |147.237.76. 202 |Uni ted Ki ngdom|e. hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.248.52. 54 Mor occo 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 121
Sreaning Engine: TGP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka.i of . il 9 =9 Invalid segnent retransmssion. |, 63
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
66.249.78.146 |lhited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 63
Ret r ansmi ssi on Packet dropped.
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 57
198. 204. 249. 34 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 52
Sreanming Engine: TCP Invalid i i SSi
84.95.208.20  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 33
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.46.39. 10 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. |, 26
Ret r ansni ssi on Packet dropped.
50. 116. 30. 23 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 12
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
207. 46. 13. 32 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i SSi
64.233.172. 187 |United Sates |147. 237. 76. 200 [ei tan. aka i df .i | g =g Invalid segnent retransmssion. | o 9
Ret r ansni ssi on Packet dropped.
206.244.45.33 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 9
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
68.180.231.43 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaning Engine: TQP Invalid i i sSi
66.249.64.190 |lnited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
93.158. 152. 68 |WSSian 147. 237. 77. 216 |dover i df . i drop First packet isnt SN drop 6
) ’ ) Federati on i i i ) )
141.8.132.78  |Rssian 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SN drop 6
C ) Federati on ) o o
37.46. 39. 10 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |6
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
157.55. 39. 74 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Russi an C e .
141.8.184. 13 Feder at i on 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 6
Sreaning Engine: TQP Invalid i i ssi
66.249.78.12  |wited Sates [147.237.0.19 |nadimatal.idf.il g =g Invalid segnent retransmssion. | o 6
Ret r ansmi ssi on Packet dropped.
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
41. 37.56. 128 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
reamn ine: TCP Invali i i ssi
84.95.208.20 | srael 147.237.0.34  |tikshuv.idf.il Streamng Engi ne: TCP Invalid|imvalid segnent retramsmission. |, 6
Ret r ansni ssi on Packet dropped.
93.158. 152,52 |ssian 147. 237.77. 216 |dover. i df .il drop First packet isn't SN drop 6
) ’ ) Federati on i i i ) )
2.53.20. 163 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.53.37.118 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
41.248.52.54 Nbr occo 147.237. 77. 216 |dover.idf . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
157.55.39.130 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
41.37.56. 128 Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber moni tor |3
Sreaning Engine: TGP Invalid i i ssi
66.249.78.213 |lnited Sates |147. 237.72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
64.233.172.179 |Wnited Sates |147.237. 76. 200 |eitan. aka. i df . i Streaming Engi ne: TCP Inval i dinvalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66.249.66.64  |lhited Sates |147. 237.76. 200 [ei tan. aka i df .i| 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
41.37.56. 128 Egypt 147.237. 77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 3
Sreaning Engine: TGP Invalid ' i ssi
185. 13. 193. 137 |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
104. 131. 147. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
41.37.56.128 Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 3
Sreaning Engine: TQP Invalid i i ssi
66.249.93. 184  |Eur ope 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
119.92.77.41  |Pilippines 147.237.0.17 my kosher-kravi.id |4 o First packet isn't SWN drop 3
Sreaning Engine: TQP Invalid i i ssi
64.233.172.195 |Lhited Sates |147. 237. 76. 200 [ei tan. aka i df .i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
46.19. 85. 75 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
119.92.77. 41 Phi | i ppi nes 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop
41.37.56.128 Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 118
2.53.146. 18 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 106
41.248.52. 54 Mor occo 147.237.77. 216 |dover. i df .l Mil tipl e Unaut horized URL Access from 41.248.52. 54 B ock 91
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 74
41.248.52.54 Mor occo 147.237.77. 216 |dover . i df . i | Mil tipl e Admin Bl ocking from41.248. 52. 54 B ock 74
41. 248.52. 54 Mbr occo 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 64
www. chanat z. aka. i ) )
84. 95. 208. 20 | srael 147.237.77. 226 df il Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 27
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .il O stributed PHP A tenpt B ock 12
www. chanat z. aka. i )
84. 95. 208. 20 | srael 147.237.77. 226 df il Distributed PHP At enpt B ock 10
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 84.95. 208. 20 Bl ock 8
. . Distributed Paraneter Type Mol ation on ww i df.il/1283-en/ dover . aspx
149. 202. 239. 135|France 147.237.77. 216 |dover. i df . il par anet er PageNum B ock 6
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 84.95.208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 5
149. 202. 239. 134|F ance 147.237.77. 216 |dover.idf .il Paranet er Type M ol ati on PageNumin waw i df . il/1283-en/ dover. aspx B ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Att enpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Miltiple Unauthorized LRL Access from 84.95.208. 20 B ock 3
87.70.29. 79 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wwidf.il/error.htm B ock 2
84. 95. 208. 20 | srael 147.237.77. 176 |nat paSh. idf.il Mil tiple Whauthorized URL Access from 84. 95. 208. 20 B ock 2
] . . SS. Lhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Wited Sates |147.237.76.42 |refuah.idf.il (SSL CONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
66.249.79.115 |Israel 147.237.77.74 |lawidf.il v | aw i o i |/t enpl at s/ get il ef getfil e. aspx B ock 1
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . i | PHP Attenpt Bl ock
66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar/ B ock
Unaut hori zed URL Access to
66.249. 66. 123  [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ shar ed/ cl i ent scri pt s/ j query. pl ugi ns/j query. equal hei ghts. |Bl ock 1
js
www. chanmat z. aka. i i
84.95.208.20 |l srael 147.237.77. 226 | .. tnaut hori zed URL Access to . Bock |1
df.il waw chanat z. aka. i df . i | /tenpl at es/ honepage/ di v.item
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il PHP Att enpt B ock 1
. . . Unaut hori zed URL Access to
180.76.15. 150  |Chi na 147.237.76.42 [refuah.idf.il ww refua. atal .idf.il/tenpl ates/shared usercontrol s/ header upper/ Bl ock !
] . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 [Wited Sates |147.237.77.176|nat pash.idf.il v cogat . i df . i 1/ 1038- he/ cogat . aspx Bock |1
. . Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover.idf .il 147, 237. 77. 216/ 1133- 20624- he/ dover . aspx Bock |1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
66.249. 66. 125 [l srael 147.237.76.42 |refuah.idf.il D stributed Whauthorized URL Access on 147.237.76. 42/ robot s. t xt B ock 1
. - D stributed Lhaut horized URL Access on
149. 202. 239. 135|France 147.237.77. 216 |dover. i df .i | vw i df i 1/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
41.248.52. 54 Mor occo 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df . il /adnin/ B ock 1
Unhaut hori zed URL Access to
. . wanv i df . i |/ undef i ned& =ht 't p: / nonsear . xyz/ sear ch/ ?2q=%18%4%i8%b1
197.246.244. 73 |Egypt 147.237.77. 216 |dover . i df . i Yel8Ya 7% 9YB5 %98 a% 8% T YR0%I8YaT Yl 8% 3%8Y 1 %8Ya 7Y% |© O |1
6%1998a%d9%84%d9YBaYd 9987 &h=www. i df . i | & and=1461627138756
. . . . S Untraceabl e Gonnection - Protocol violation
80. 82. 65. 82 Netherlands  |147.237.72.167|i shurimaka.idf.il (SSL_OONN LI ENT FELLO) None 1
141.8.132.78 RJSf;:I”i o |147-237.77.216|dover . i df .i | Unaut hor i zed LR Access to wn i df.il/1497- Bock |1
41.248.52. 54 Mor occo 147.237.77.216 |dover . i df . i | Adni n Bl ocki ng Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ pi wi k. php [Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 146 Bl ock 1
’ . - . Unaut hori zed URL Access to
157.55.39.188  [Uhited Sates [147.237.0.34  |tikshuv.idf.il WA ti kshuv. i df.i1/tenpl at es/ shared/ user cont rol s/ navnenw/ nazi . i df.il Bl ock !
54.210.18.124 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
84. 95. 208. 20 | srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
208.115.113.82 |lhited Sates |147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx B ock 1
66. 249. 64. 233 | srael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to ww i df.il/newsite/english/ B ock 1
157.55.39.194 |Uhited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 1
- . Unaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 1
54.210.18.124 |lited Sates |147.237.77.74 (lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
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