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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6661
66. 249. 66. 20 | srael 147.237.77. 226 ww chanat z. aka. i df . i | [TGP handshake viol ation, first packet not syn|drop 1490
0.0.0.0 147.237.77.216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 1324
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6

81. 218. 65. 210 I srael 147. 237.72. 156 anan. i df i Bl ock Udp All Nets drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
217.112.96. 194 Italy 147.237.76. 86 navy.idf.il Bl ock_Wp Al _Nets drop 1
123.151. 42. 61 Chi na 147.237.76. 44 e.refuah.idf.il B ock_Udp All _Nets_Con_Limt drop 1

45. 63. 20. 231 Lhited Sates 147.237.76. 31 nakchal .idf.il Bock Np Al Net drop 1

85. 25. 43. 94 Ger many 147.237.76. 200 eitan aka.idf.il B ock_Udp Al Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
63.143. 34. 37 Lhited Sates 147. 237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variable Declarati on Evasion B ock 8
195. 74. 38. 14 Sweden 147.237.77.216 |dover.idf.il |5670: HTTP. SQ Injection (SALECT) B ock 8
63. 143. 34. 37 Lhited Sates 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
108. 67. 169. 124 Lhited Sates 147. 237.76. 86 navy.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 4
209.173.241.141 |Whited Sates 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
108. 67. 169. 124 Lhited Sates 147.237.76. 86 navy.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
216.201.148.210 |whited Sates 147.237.0. 34 ti kshuv.idf.il|5670: HITP. SQ Injection (SELECT) B ock 4
64.31.44.6 Lhited Sates 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
108. 67. 169. 124 Lhited Sates 147.237.76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
64. 87. 23. 55 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
95.211.70. 193 Net her | ands 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
195. 74. 38. 14 Sweden 147.237.77.216 |dover.idf.il |[6134 HITP. SQ Injection Variabl e Declaration Bvasion B ock 4
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Attacker Address
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At acker
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Gountry
63.143.34.37  |147.237.76.42 |Wited Sates  |[refuah.idf.il QA Injection - Select From 36
195. 74. 38. 14 147.237.77. 216 |Sweden dover.idf.il SQ Injection - Select From 18
108. 67. 169. 124 [147.237.76.86 |Lhited Sates navy.idf.il QA Injection - Select From 18
216.201. 148. 210|147. 237.0.34 |Uhited Sates  |tikshuv.idf.il S Injection - Select From 6
64. 87.23.55 147.237.77.74 |Wnited Sates  |lawidf.il SQ Injection - Select From 6
209. 173. 241. 141|147.237.77.74 |lhited Sates  [lawidf.il S Injection - Select From 6
64.31.44.6 147.237.77.233|lnited Sates  |atal.idf.il S Injection - Select From 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
95.211.70.193 |147.237.77.74 |Netherlands lawidf.il S Injection - Select From 4
99. 46. 81. 205 147.237.8.46 |Lnited Sates e.chinuch.idf.il [ET SCAN Potential SSH Scan 2
66. 249. 78. 97 147.237.77.170|Whited Sates  |maarachot.idf.il |ET SCAN NVAP -sA (2) 2
195. 216. 176. 244|147. 237. 77. 170 |Latvia naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
58.218.204.211 [147.237.76.38 |China eeneitav.idf.il [ET SCAN Potential SSH Scan 1
40. 76. 60. 52 147.237.76. 177 |Uhited Sates  |ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
104. 219. 238. 10 |147.237.77.234|thited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.237.168.43  |147.237.77. 216|iraq dover i df il ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos 1
attack
104. 2. 249. 244  |147.237.72. 156 |Lhited Sates aman.idf.il ET SCAN Potential SSH Scan 1
13.92.122. 143 |147.237.76.34 [lhited Sates yohal an.idf.il ET SCAN NVAP -sS w ndow 2048 1
99. 46. 81. 205 147.237.0.35 [lhited Sates  |akaws.idf.il ET SCAN Potential SSH Scan 1
99. 46. 81. 205 147.237.0.19 |wnited Sates nadimatal .idf.il |ET SCAN Potential SSH Scan 1
202.29.86.129 |[147.237.0.15 |[Thailand kosher-kravi.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 77. 179 |Latvia e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.218. 204. 211 |[147.237.0.35 [China akaws. i df . i ET SCAN Potential SSH Scan 1
40. 76. 60. 52 147.237.76. 177 |Lited Sates ncore.idf.il ET SCAN NVAP -f -sS 1
104. 2. 249. 244  [147.237.72.166|Wited Sates [akaidf.il ET SCAN Potential SSH Scan 1
13.92.122. 143 |147.237.76.34 [thited Sates yohal an. i df .i| ET SCAN NVAP -sS w ndow 3072 1
13.92.122. 143 |147.237.76.34 |Uhited Sates yohal an. i df.il ET SCAN NVAP -f -sS 1
99. 46. 81. 205 147.237.0.34 [lhited Sates  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
99. 46. 81. 205 147.237.0.15 |Wited Sates kosher-kravi.idf.i [ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 77. 205 |Latvia prisha idf.il ET SCAN NVAP -sS w ndow 1024 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

188. 120. 151. 73 |l srael 147. 237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 114
Sreamng Engine: TCP Invalid i i ssi

66.249. 78. 146 |Lhited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransnission. drop 48
Ret r ansni ssi on Packet dr opped.

208.115.113.89 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 33

174.88.125. 131 |Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 19

94.77.196. 82 Saudi Arabia [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 18

195. 234. 228. 90 |Ger many 147.237.77.233|atal .idf.il  [drop SAMrule drop 12

198.58.103. 114 |[thited Sates |147.237.77.216 [dover.idf.il |dr op Frst packet isn't SYN drop 12

198.58.103. 158 |[lhited Sates |147.237.77.216 [dover.idf.il |dr op First packet isn't SYN drop 12

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8

27.111.71. 66 Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

130. 203. 74. 134 |Wnited Sates |147.237.77.216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 7

157.55.39.194 [thited Sates |147.237.77.216 [dover.idf.il |dr op Frst packet isn't SYN drop 7

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

97.74.24.187 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi

84.95.208.20  |israel 147.237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

66.249.93. 180  |Europe 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dr opped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6

157.55.39. 130 [lhited Sates |147.237.77.216 [dover.idf.il |dr op First packet isn't SYN drop 6

reamn ine: TCP Invali i i ssi

66.249. 64.190 |United Sates |147.237.72. 166 |aka icr. i1 || AMNg Engine: TGP aid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

208.115.111. 73 |Lhited States |147.237.77. 216 [dover.idf.il |dr op First packet isn't SYN drop 4

86.101.97.96  |Hungary 147.237.76.42 |refuah.idf.il |Bad TOP sequence i;;e”a”sm't wth different wndow) o ivor |4

158.85.253.245 |lLhited Sates [147.237.77.74 (lawidf.il dr op SAMrule drop 4

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 4
Sreaning Engine: TP Invalid i i ssi

79.179.2.183  |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

84.95.208.20 | srael 147.237.0.34  |tikshuv.icf. il 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.

46. 19. 86. 175 | srael 147.237.76.42 |refuah.idf.il |drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi

79.181.24.242 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.

98. 169. 130. 3 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi

84.95.208.20  |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

66.249. 93. 249  |Europe 147.237.72. 166 |aka.i df .i 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

192. 249. 66. 247 |nited Sates |147.237.77.216 [dover.idf.il |dr op First packet isn't SYN drop 3

85.130.184.55 |l srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid ' i ssi

83.130. 103. 148 I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

66.172.120.103 |Lhited States |147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi

84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

148. 251. 176. 212|Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

174. 88. 125. 131 |Canada 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 2

149. 202. 98. 161 |France 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

174. 88. 125. 131 |Canada 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2

46. 19. 85. 46 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 2

85.130. 184.55 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2

85.130.184.55 |lsrael 147.237.0.34 |tikshuv.idf.il |[drop First packet isn't SN drop 2
Sreaning Engine: TCP Invalid ' i ssi

157.55.39.57  |Wited Sates |147.237.72.166 |akaidf. il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.

79.183.176.190 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2

174.88.125. 131 |Canada 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d sequence nunier noni t or 2

46.19.85.73 I srael 147.237.0.34 |tikshuv.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 2

174.88.125. 131 |Canada 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
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At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
176. 97. 116. 135 |Wkrai ne 147.237.72. 166 |aka. i df . i | PHP Att enpt Bl ock
176. 97. 116. 135 |krai ne 147.237.72. 166 |aka. i df . i | Ml tiple Unhaut hori zed URL Access from 176.97. 116. 135 B ock
176.13.9.144  |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock
84.13. 139. 30 z";:gom 147.237.77. 216 |dover . i df . i | Distributed PP At tenpt B ock 1
64.251.27.99 |lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to /robots. txt B ock
157.55.39. 126 |Lhited Sates [147.237.77.233|atal .idf.il Abnormal |y Long Request URL Bl ock
. . Unaut hori zed URL Access to
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | v aka. i of i 1/i p st orage/fi| es/ 8 57978, pof . 2005 B ock 1
84.13.139. 30 Ei“r::c(ijom 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to ww i df.il/xmrpc. php Bl ock 1
64.251.27.99 |Lhited Sates |147.237.77.176 |mat pash.idf.il Unaut hori zed URL Access to /robots. txt B ock 1
) . . Mil tiple Uhtraceabl e SS. Sessi ons from169. 229. 3. 91 (Protocol viol ation
169.229.3.91 |Lhited Sates [147.237.76.31 |nakchal .idf.il (SSL OONN LI ENT HELLO)) None 1
68.180.231.43 |Uited Sates |[147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin www i df.il/1381-he/ dover . aspx B ock 1
176. 97. 116. 135 |krai ne 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to wwy aka.idf.il/main/giyus/index. php B ock 1
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi . i df . i|Unauthori zed URL Access to v kosher-kravi.idf.il/defaul t.aspx B ock 1
66.249.64.13  |Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
174.129. 228. 67 |Wnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
. . Paraneter Read Qnly Molation in
77.125.86.125 |Israel 147.237.72. 166 |aka. i df . i | vaw aka i df . i 1/ mai n/ sachar /£ or got passwor d. aspx None 1
180. 76.15.33  |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9022- he/ r ef uah. aspx |Bl ock 1
86.101.97.96 |Hungary 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
66. 249. 64. 230 |l srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
81.223.254.34 |Austria 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to /robots. txt Bl ock 1
38.111.147.83 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-he B ock 1
212.76. 102. 117 I srael 147. 237.72. 166 |aka. i df . i | tnknoun Paranet er _Vl EABTATEENCRYPTED i n None 1
wan aka. i df . i | / mai n/ sachar/ nai | box. aspx
86. 188. 230. 218 LKjiqlr:gegom 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 66. 152 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
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