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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7795
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1176
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 6

81.218. 65. 210 I srael 147. 237.72. 156 anan.idf.il Block Udp All Nets drop 6

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3

183. 60. 48. 25 Chi na 147.237. 76. 44 e.refuah.idf.il JLM Under At tack_Con_Tcp drop 2

66. 223. 201. 10 Lhited Sates 147.237.76. 148 ggcenter.aka. idf.il |[JLM Under Attack_Con_Tcp drop 2

45. 63. 20. 231 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net dr op 1
52.28.32. 164 CGer many 147.237.76. 201 e atal.idf.il JLMPurple Gon Limt Htps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
5. 45, 65. 196 Net her | ands 147.237.77. 74 lawidf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 8
62.210.225.135 |France 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
74. 84.136. 105 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ | njection (SALECT) B ock 4
108. 67.169. 124 |Lnited Sates 147.237.76. 42 refuah.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
5. 45. 65. 196 Net her | ands 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
5. 45, 65. 196 147.237.77.74 |Netherlands  [lawidf.il A Injection - Select From 14
74.84.136.105 |147.237.77.74 |Uited Sates [lawidf.il SQ Injection - Select Fom 12
62. 210. 225. 135 |[147.237.77. 233 |France atal.idf.il S Injection - Select Fom 12
108. 67. 169. 124 [147.237.76.42 |Whited Sates [refuah.idf.il A Injection - Select From 7
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
183. 60. 48. 25 147.237.76. 34 |[China yohal an. i df . il ET SCAN Potential SSH Scan 1
117.20. 41. 62 147. 237.77. 227 |S ngapor e e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
115.47.12.162 |147.237. 76. 147 |Chi na chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
109, 253. 150, 80 |147. 237, 77. 233 |1 sr e atal il ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2 1
DDos attack
109. 160. 160. 49 |147.237. 72. 166 |l srael akaidf.il Xenu Link Seuth User Agent 1
209. 126. 230. 74 [147.237.76.38 [lLhited Sates |e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.180.194.36  |147.237.77. 216 |Turkey dover.idf.il SERVER- WEBAPP admi n. php access 1
200. 195. 135. 82 |147.237.77. 176 |Brazil nat pash. i df . i | ET SCAN NVAP -sS w ndow 2048 1
183. 60. 48. 25 147. 237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
115.47.12.162  |147.237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
115.47.12.162 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
109. 253. 136. 153(147. 237. 77. 233 |I srael atal.idf.il ET D5 Large anmount of TCP ZeroWndow - Possible Niller2 1
DDos attack
200. 195. 135. 82 [147.237.77. 176 |Brazil nat pash. i df . i | ET SCAN NVAP -sS w ndow 4096 1
78.180.194.36  [147.237.77. 176 |Turkey nat pash. i df . i1 SERVER- VEBAPP admi n. php access 1
200. 195. 135. 82 |147.237.77.176|Razil mat pash. i df .i ET SCAN NVAP -f -sS 1
66.223.201.10 |147.237.76.34 |Uited Sates |yohalan idf. il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147. 237. 76. 148 [Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
62.210. 189. 248 [147.237. 76. 200 |France eitan aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Signature

Country

‘Target Address |Ste

Sreanming Engine: TCP Invalid

Inval id segnent retransnission.

Ret r ansm ssi on

Packet dropped.

66.249.78.146 |Lhited Sates  [147.237.72.166 |aka.idf.il S dro 81
Ret ransni ssi on Packet dropped. P
Sreamng Engine: TCP Invalid i i ssi
66.249.64.190 |Wited Sates  |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |Lhited Sates  [147.237.77.216|dover.idf.il drop First packet isn't SN drop 24
178. 63.55.202  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
Russi an C e -
188. 244. 36. 217 Federat i on 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 18
Sreaning Engine: TCP Invalid ' i ssi
2.53.164. 78 I'srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 12
Ret ransni ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 12
93.90. 147.81 Sweden 147.237.72. 156 |anan. i df . i | dr op SAMrul e drop 12
155. 254. 215. 27 |Bahrain 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
155. 254.239. 21 |iraqg 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 10
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
5.254. 65. 211 Tur key 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
198. 58.103. 114 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
109. 253. 150. 80 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 7
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46. 19. 86. 33 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 7
46. 19. 85. 32 I srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
46.19.85.164  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.183. 160. 162 |I srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.22.135.194  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid ' i ssi
84. 94. 35. 70 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 42 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 6
reamn ine: TCP Invali i i ssi
176.13.11. 144 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.151.247  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 42 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TP Invalid i i ssi
79.180.50.44  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
79.183. 186. 214 |Israel 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
207.46. 13. 32 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 19. 85. 46 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
109. 253. 150. 80 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Russi an . . -
195. 239. 16. 40 eration 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 4
188, 244. 36, 217 [RS8 N 147. 237. 77. 216 |dover . i df .| dro First packet isn't SN dro 4
) e Federation ) U o p P P
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 4
Russi an . . -
195. 239. 16. 53 Federati on 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
2.55.13.179 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence noni t or 4
Sreaming Engine: TCP Invalid i i ssi
213.57.210. 204 i srael 147. 237. 77. 243 |nubi l e.i df . i 9 =9 Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
2.53.20.195 I srael 147. 237. 77. 216 |dover i of . i Bad TCP sequence SAK retransmt with different 1ooniior
w ndow scal e
68. 81. 223. 62 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Russi an o -
95. 84. 219. 66 Federat i on 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 4
109. 253. 136. 153! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber noni t or 4
Russi an e -
176.77. 33. 197 er ot on 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i SSi
176.13.11.54  |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66. 249, 93. 182  |Europe 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
157.55.39.194 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
36.99. 31. 82 Chi na 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
66.249.64.98  |lhited Sates |147.237.72. 166 |aka idf il 9 =g Invalid segnent retransmssion. drop 3
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Action ‘Count
46.19.85.228 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 8
78.180. 194. 36 |Turkey 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 78. 180. 194. 36 B ock 6
78.180.194. 36 |Turkey 147.237.77. 176 |nat pash. i df . i | Ostributed Admin B ocki ng B ock 5
78.180.194. 36 |Turkey 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 5
78.180. 194. 36 |Turkey 147.237.77. 216 |dover . i df . il Mil ti pl e Unaut horized URL Access from 78.180. 194. 36 B ock 5
78.180.194. 36 |Turkey 147.237.77. 216 |dover.idf .l Ostributed Admin B ocki ng B ock 4
217. 66. 237. 223 gjceus;i':('ja” Territory 47 237.77. 216 |dover. i df . i | O stributed Lnhauthorized UR. Access on wwidf.il/error.htm |8 ock 3
78.180. 194. 36 |Turkey 147.237.77.216|dover.idf.i Dstributed PHP At tenpt B ock 3
2.55.28. 82 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
109.64.99.91 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
66.102.8.238 [Lhited Sates 147.237.77.216|dover. i df . il Dstributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 2
185. 5. 223. 73 glcis;ilgéan Territoy s 47, 237. 77. 216 dover.idf.il D stributed Lhaut hori zed URL Access on wawidf.il/error.htm |B ock 2
. . Uhaut hori zed URL Access to
66. 249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_ st orage/ 11 es/ O/ si ze100x0/ 3250. ] pg B ock 1
. . Uhaut hori zed URL Access to
46. 19. 85. 32 I srael 147.237.77.234|hal ag.i df . i | 147. 237, 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
] .o . Mil tiple Lhtraceabl e SS. Sessi ons from169. 229. 3. 91 (Prot ocol
169.229.3.91 |lLhited Sates 147.237.0.15 |kosher-kravi.idf.il viol ation (SSL GOV QLI ENT FELLO)) None 1
. . Uhaut hori zed URL Access to
85. 65.171. 223 |[lIsrael 147.237.77.233|atal .i df . il wwvatal i df.il/tenpl ot es/ general /nobi | e B ock 1
199. 30. 24. 151 |Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on wawidf.il/error.htm |[B ock 1
66.102.8.243 |lLhited Sates 147.237.77.216|dover.idf . il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock 1
89.248.174.4  |Netherl ands 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ xm rpc. php B ock 1
67.19.79.218 |Lhited Sates 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to /robots. t xt Bl ock 1
. m ny-kosher-kravi.i [Mitipl e Utraceable S Sessions from169.229.3.91 (Protocol
169. 229. 3. 91 Lhited Sates 147.237.0. 17 df il viol ation (SSL_QONN CLI ENT HELLO) None 1
. . Unknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct1 09 in
87.70.84.139 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / nai 1 sachar/ pays! i ps. aspx None 1
207.46.13.32 |lLhited Sates 147.237.77.216|dover.idf . il D stributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
: . . Uhaut hori zed URL Access to
68.180.230. 45 |Lhited States 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 994- 9704- hel r ef uah. aspx B ock 1
64.251.27.99 |lLhited Sates 147.237.72. 156 |aman. i df . i | Unhaut hori zed URL Access to /robots. txt B ock 1
] . . . . S Untraceabl e Gonnection - Protocol violation
169.229.3.91 |lLhited Sates 147.237.76.39 |nobile.neitav.idf.i (SSL CONN CLI ENT FELLO) None 1
89.248.174.4  |Netherl ands 147.237.76.39 |nobile.neitav.idf.il |Uauthorized URL Access to 147.237.76. 39/ xnirpc. php B ock 1
208.115. 111. 73 |Lhited Sates 147.237.77.216|dover. i df .i |l Mil tipl e Uhaut hori zed UR. Access from 208.115.111. 73 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.i df . il v i df i 1/t al 1/ zkor / vi ew i . asp Bl ock 1
109. 160. 160. 49 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for www aka. i df . i1/ nai n/ sachar/ B ock 1
84.94.35.70  |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Craracter in URL /mai i kapat 2/ /1 es#012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
77.126.27.218 |Israel 147.237.77.74 [lawidf.il Ml tiple Unauthorized URL Access from 77.126.27.218 Bl ock 1
64.251.27.99 [lLhited Sates 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on /robots. txt B ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
169.229.3.91 |lhited Sates 147.237.77.233|atal .idf.il (SSL OONN LI ENT FELLO) None 1
89.248.174.4  |Netherl ands 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ xm r pc. php B ock 1
78.180. 194. 36 |Turkey 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to wwwi cogat . i df . il/wp-1ogin. php B ock
213.57. 210. 204 (I srael 147.237.77.243|nobi [ e.i df . i | SSL Untraceabl e Connection - Qpen Mde None
. . Uhaut hori zed URL Access to
66.249.66. 121 |l srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ si p_storage/ fi | es/ 7/ si zel00x0/ 2617. j pg Bl ock !
31.223.176. 30 g":lcisgi';'ja” Territory 47 237.77. 216 |dover. i df . i | Distributed Lhaut hori zed URL Access on wawidf.il/error.htm |B ock 1
. . Uhaut hori zed URL Access to
109. 253. 150. 80 (I srael 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1134- he/ at al . aspx B ock 1
84.94.35. 70 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LR. from84.94.35.70  |B ock 1
77.126.27.218 |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww |l awidf.il/sip_storage/files/ Bl ock 1
89.248.174.4  |Netherl ands 147.237.76.200|ei tan. aka. i df . i | Unhaut hori zed URL Access to 147.237. 76. 200/ xni r pc. php B ock 1
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