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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 104 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 896
79.177. 4. 196 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Qi dest - r eset 182
84.228.127.228 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 158
199. 199. 0. 101 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
193. 43. 244. 102 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 14
84.228. 201. 235 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 10
132. 68. 205. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 6
89. 138. 74. 135 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
84.108. 111. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
84.228. 126. 57 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
109. 186. 36. 62 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 5
2.54.4.193 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 5
46.116. 71. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
31.168. 209. 183 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
109. 226. 13. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
84.108. 204. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
213.57.80. 102 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 3
46.19. 85. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
81. 218. 241. 26 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
212.179. 46. 20 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2
176. 12. 148. 19 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2
194. 90. 254. 244 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
46. 120. 97. 29 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
192. 114. 105. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
87.69. 58. 232 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
81. 218. 58. 54 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
46. 19. 86. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1

5. 255. 253. 124 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
62.219. 137.5 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
46.19. 85. 77 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
37.26. 146. 150 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
212.179.61. 125 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
46.19. 85. 155 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
198. 48. 92. 104 Lhited Sates 147.237. 76. 196 e.sviva.idf.il ock Wdp Al _Nets drop 1
62.90. 251. 149 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
192. 118. 36. 53 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste |Nama |Davi ce Action|Count|
213. 0. 62. 65 Spai n 147.237.0. 15 kosher-kravi .idf.il 0932: HITP: Shel | Command Execution (bash) Bl ock 1
46. 19. 86. 94 | srael 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 1
71.6.165. 200 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep B-N 60 100 Bl ock 1
213. 0. 62. 65 Spai n 147.237.0.17 mny- kosher-kravi.idf.il |0932: HITP. Shell Command Execution (bash) B ock 1
71.6.135. 131 Lhited Sates 147.237.76.34 |yohal an.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
213. 0. 62. 65 Spai n 147.237.0. 19 nadi matal .idf.il 0932: HITP: Shel | Command Execution (bash) Bl ock 1
71.6.135.131 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df .i | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 Bl ock 1
71.6.135. 131 Lhited Sates 147.237.77. 243 [nobi l e.i df .i | DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8.50 |e.tikshuv.idf.il DVRep_B-N 60_100 B ock 1
46.19. 85. 19 | srael 147.237.76.86 |navy.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0.200 |nrdu.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

A tacker

Attacker Address Qount ry ‘Tar get Address ‘S te Name ‘Count
66. 249. 78. 22 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 47
132. 74.56. 24 | srael 147.237.77. 216 |dover.idf.il http i nspect: MLTI PLE HOST HEADERS DETECTED 3
213. 0. 62. 65 Spai n 147.237.0.15 |kosher-kravi.idf.il|[ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 1
31.168.197. 78 | srael 147.237.72.166 |aka.idf.il portscan: TCP Distributed Portscan 1
195. 154. 150. 239 |F ance 147.237.72.14 |dover.idf.il(old) |ET SCAN NVAP -sS w ndow 4096 1
193. 254.206.6 | srael 147. 237. 72. 166 |aka i of i aSEI'-\’\/ER-tterTlDt APACHE Apache mod_ssl non-SSL connection to SSL port denial of service 1
176.12. 140. 143 |l srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
81.218.97.114 | srael 147.237.77. 216 |dover.idf.il portscan: TCP Distributed Portscan 1
80. 246. 133. 227 |lsrael 147.237.77. 216 |dover.idf.il portscan: TCP Distributed Portscan 1
213.57.97. 130 | srael 147.237.77. 216 |dover.idf.il portscan: TCP O stributed Portscan 1
78.166.132.56  |Turkey 147.237.77. 216 |dover.idf.il | ND CATAR (BFUSCATI ON scri pt tag in POST paraneters - likely cross-site scripting |1
213. 0. 62. 65 Spai n 147.237.0.19 |nadimatal.idf.il |ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 1
46.117.128. 187 |l srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
202.71.25.29 | ndi a 147.237.76.196 |e.sviva.idf.il ET SCAN NVAP -sS wi ndow 4096 1
5.29.0.20 | srael 147.237.72.166 |aka.idf.il portscan: TCP Distributed Portscan 1
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW with fake user agent 1
176. 12. 148. 50 | srael 147.237.77. 216 |dover.idf.il portscan: TGP Distributed Portscan 1
147.236.50. 178 |l srael 147.237.77. 216 |dover.idf.il portscan: TGP D stributed Portscan 1
85. 250. 207. 234 |l srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 66. 107 | srael 147.237.77. 216 |dover.idf.il portscan: TCP Distributed Portscan 1
79.183.217.73 | srael 147.237.72.166 |aka.idf.il portscan: TCP Distributed Portscan 1
213. 0. 62. 65 Spai n 147.237.0.34 |tikshuv.idf.il ET WEB SERVER Possi bl e OVE-2014-6271 Attenpt in Headers 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry|Target Address ‘S te ‘Massage
109. 186. 36. 62 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 100
212.179. 46. 20 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 52
176.12.136. 173 |l srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SYN dr op drop 50
81.218. 66. 107 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 50
85. 64. 231. 140 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 50
212.179.61. 125 |lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 15
147.236.50. 178 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 8
95. 86. 113. 136 | srael 147.237.77. 216 |dover.idf.il]l nval i d ACK nunber Bad TCP sequence noni t or 5
5. 255. 253. 124 :32::1”' on 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 5
31.168. 244. 108 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
5.29. 237. 186 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
79. 183. 48. 228 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
46. 19. 85. 203 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op drop 3
194. 90. 254. 244 |l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
2.54.13.228 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
80. 246. 133. 209 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
62.0.102. 190 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
212.199.53. 161 |lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
80. 250. 159. 94 |l srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
91.135.111. 85 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
2.54.144.50 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
94.188. 161. 50 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
84.94. 205. 212 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
2.52.48.107 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op drop 2
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
157.55.39. 6 Wited Sates  |147.237.72. 166 |aka icf.il |\ V@ 1d segment retransmssion. Packet  |Sreaning Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
46.19. 86. 134 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
109. 64. 57. 84 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op drop 1
162. 243. 210. 161|lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
87.68.214.121 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
66. 249. 93. 164 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
46. 120. 97. 29 | srael 147.237.77. 216 |dover.idf.il]l nval i d ACK nunber Bad TCP sequence alert 1
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
2.54.55.184 | srael 147.237.76.42 |refuah.idf.i|l nvalid AGK nunber Bad TCP sequence noni t or 1
109. 64. 149. 38 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
62.219.161. 81 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
79.178.189.43 |lsrael 147.237.77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 1
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
212.76.127. 44 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
65. 19. 138. 34 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SN dr op drop 1
188. 120. 148. 176l srael 147.237.72. 166 |aka.idf.il |lInvalid ACK nunber Bad TCP sequence noni t or 1
79.178. 189. 43 | srael 147.237.77. 216 |dover.idf.il]l nval i d sequence nurniber Bad TCP sequence noni t or 1
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
46. 19. 86. 94 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
193.34.57.101 |lIsrael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op drop 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |dte } Count
Country Action
2.54.142.235 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 7
93.173. 250. 127 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
46.120.98. 156 |l srael 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
109. 160. 160. 214 |i srael 147.237.76.86 |navy.idf.il Distributed thaut horized UL Access on Bock |3
waw navy. i df . il//consol e/ core/ doc_ngr/doc_ngr. asp
81.218. 33. 77 | srael 147.237.72. 166 |[aka. i df .i | Lhaut hori zed URL Access to ww aka.idf.il/sip storage/files/2/ B ock 3
93.172. 169. 104 |Israel 147. 237. 72. 156 [anan.i df.i thaut hori zed URL Access to . Bock |3
waw aman. i df . i |/ consol e/ cor e/ doc_ngr/ undef i ned
82. 166. 20. 48 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
213. 0. 62. 65 Spai n 147.237.0.34 |tikshuv.idf.il Mil tiple URL wormattacks from213.0. 62. 65 B ock 2
72.9.148. 10 gﬁ;ttg: 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
46.117.63. 114 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
5.29.97.74 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
84.228.239. 142 |lsrael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
37.142. 49. 16 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
91. 200. 12. 139 Lkrai ne 147.237.77.74 |lawidf.il PHP At t enpt B ock 2
77.125.135.68 |lsrael 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
s D stributed Lhaut hori zed URL Access on
95. 86. 111. 220 | srael 147.237.72. 166 |aka. i df.il v aka. i df i 1// mai n/ r abanut / vebr esour ce. axd B ock 2
84.229. 135. 100 |Israel 147.237.76.86 |navy.idf.il Distributed Whauthori zed LR Access on Bock |2
waw navy. i df . il//consol e/ core/ doc_ngr/doc_ngr. asp
46.117. 124. 89 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock

QGooki e Tanpering on cooki e . ASPNETAUTH Expect ed
01024D0375E5254ED208FE4D7BB6B0284ED208000932003000360038003
2.54.151. 56 | srael 147.237.76.39 |nobile neitav.idf.il 600310031003700310000012F00FF, Qbserved None 2
0102AD3F7304404DD208FEADB7B4CF424DD20800093200300036003800
3600310031003700310000012F00FF

D stributed Uhaut hori zed URL Access on

77.127.97.10 | srael 147.237.72. 166 |aka. i df . il v aka, i df i 1// i/ har edi md webr esour ce. axd B ock 1
31. 168. 243. 28 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to waw idf.il/https:/wwidf.il/ B ock 1
109. 253. 158. 209! srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
109. 67. 160. 196 |l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
66. 249. 78. 87 | srael 147.237. 77. 226 [wwn chanat z. aka. i df . i | [Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
213. 0. 62. 65 Spai n 147.237.0.34 |tikshuv.idf.il Mal formed URL http/1.1 B ock 1
85. 65. 110. 106 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
207.46. 13. 131 ;ﬂ;ttee: 147.237.72. 166 |aka. i df .i | D stributed Waut hori zed URL Access on waw aka. i df.il//I ondi miforuni B ock 1

. . DO stributed Unaut hori zed URL Access on
37.142.255. 87 I srael 147.237.72. 166 |aka. i df . ww aka. i df . i 1//sites/resources/chi nuch/ styl es/i nport/bott onmavi gat on. asp Bl ock !

157.55.39. 6 ;ﬂ;ttee: 147.237.72. 166 |aka. i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1

80. 246. 133. 201 |Israel 147. 237, 72. 166 |aka. i df .i Distributed thauthori zed URL Access on Bock |1
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd

o Unaut hori zed URL Access to
5.22.130.179 I srael 147.237.72. 166 |aka.i df .l voun aka i df i 1 /1 esour cel user f ol | ow esour ce/ cr eat e/ B ock 1

. . D stributed Uhaut hori zed URL Access on
109. 253. 131. 84 |l srael 147.237.72. 166 |aka.idf .il e aka i dff i 1// mai v r abanut / webr esour ce. axd B ock 1

Unaut hori zed URL Access to

66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il ) . : . . B ock 1
wan i df . i1/ hebrew news/ i nf ornation archive.stm
66. 249. 64. 27 | srael 147.237.72. 156 |anan.i df .i | Lhaut hori zed URL Access to list.ips.gov.il/ B ock 1
212.199. 112. 144|l srael 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46. 19. 86. 97 I sragl 147. 237. 77. 216 |dover i df . i1 Ml tiple Ful | width/Hal fw dth Lhi code Encodi ng on LR/ Paraneter(+) from B ock 1
46. 19. 86. 97
. . DO stributed Unaut hori zed URL Access on
192.116. 98. 196 |l srael 147.237.72. 166 |aka. i df . il v aka i o i1 /7t t ps: / wan aka i of i1/ B ock 1
82.166.53.83  |Israel 147.237. 72. 166 |aka i df .i Wnknown Par anet er ct|00$ct | 00$cphiai n$cphSachar $ctl 05 i None 1
wn aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
79.180. 123. 34 | srael 147.237.76.42 |refuah.idf.il D stributed Whaut hori zed URL Access on 147. 237. 76. 42/ / webr esour ce. axd |B ock 1
37.26. 146. 141 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
109. 253. 159. 46 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1133- 12463- he/ dover . aspx |B ock 1
85. 250. 27. 246 |Israel 147. 237. 72. 166 |aka. i df . Distributed thauthorized URL Access on Bock |1
wa aka. i df . i | // mai n/ har edi ni webr esour ce. axd
. . D stributed Unhaut hori zed URL Access on
46. 120. 120. 31 | srael 147.237.72. 166 |aka. i df.il ww aka, i o i 1//ht t ps: / w aka. i df i1/ B ock 1
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