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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66.249. 78. 111 | srael 147.237.77.170 naar achot . i df .il TCP handshake viol ation, first packet not syn drop 2800
212.150. 126. 136 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 580
46.19. 86. 157 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 94
85. 64. 76. 140 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i forward 91
84.110. 209. 254 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 29
46.19. 86. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 22
46.121. 64. 46 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 12
194. 90. 219. 86 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 9
79.183.53. 176 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 6
84.228. 184. 196 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
79.181. 211. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
82.102. 141. 249 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
37. 26. 148. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
85. 250. 62. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
213.151.41.176 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
193. 186. 163. 3 G eece 147.237.77.176 nat pash. i df . i | Bl ock_UWlp Al _Nets drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock_Udp Al _Nets drop 1
46.19. 85. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
87.68. 34. 141 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
193. 186. 163. 3 G eece 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 1
212.150. 178. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
109. 64. 16. 243 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
54.72.0.55 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
79.177.114. 31 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
46.19. 86. 152 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
192.114.91. 229 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 176 test.ncore.idf.il Bl ock_UWlp Al _Nets drop 1
194.177.16. 3 | srael 147.237.76. 86 navy.idf.il B ock_Udp Al _Nets drop 1
79.180. 21. 168 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Ste |Nane |Devi ce Action |Count
85. 25. 103. 50 Cer many 147.237.0. 15 kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237.77. 178 e. nat pash. i df.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 CGer many 147.237. 8. 46 e. chinuch.idf.il DVRep B-N 60 100 ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 147 chi nuch. aka. i df .i| DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76. 198 e.yohal an.idf.il DVRep_B-N 60_100 B ock 1
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Attacker Address | Attacker Country | Target Address |Ste [Name | count |
109. 160. 203. 118 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 2
193. 186. 163. 3 Q eece 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
31. 168. 203. 62 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 149. 8 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
84.228. 233. 253 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
84.228.72.19 | srael 147.237.77.216 dover.idf.il portscan: TCP DO stributed Portscan 1
79.176. 29. 106 | srael 147.237.77. 216 dover.idf.il portscan: TCP DO stributed Portscan 1
62.219.127.124 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
221.180. 149. 120 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 17 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
172.10.98. 174 Lhited Sates 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
2.54.34.221 | srael 147.237.72. 166 aka.idf.il portscan: TCP DO stributed Portscan 1
109. 253. 134. 73 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 132. 93 | srael 147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
84.228.184. 196 | srael 147.237.77. 216 dover.idf.il portscan: TCP DO stributed Portscan 1
79.181. 16. 87 | srael 147.237.77. 216 dover.idf.il portscan: TCP DO stributed Portscan 1
77.125. 96. 96 | srael 147.237.72. 166 aka.idf.il portscan: TCP DO stributed Portscan 1
221.180. 149. 120 Chi na 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179.61. 126 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
46. 19. 85. 39 | srael 147.237.77. 216 dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Atacker Address |Attacker Country | Target Address |Ste | Message | Name | Devi ce Action |Count |
46.19. 86. 19 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 24
109. 160. 218. 30 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
46.19. 86. 71 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
79.177.121. 3 | srael 147.237.76.42 |refuah.idf.i|SYNretransmt wth different wndowscal e |Bad TCP sequence |nonitor 6
2.52.147.139 | srael 147.237.72. 166 |aka.idf.il |l nvalid AGK nunber Bad TCP sequence |al ert 6
207.46.13.1 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop dr op 4
84. 94. 185. 98 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
84.94. 221. 60 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
2.54.46. 18 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
37.48.120. 214 Net her | ands 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
217.194. 203. 130 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
185. 32.176. 151 |lsrael 147.237.72.166 |aka.idf.il |lnvalid ACK nunber Bad TCP sequence |noni t or 2
2.54.177. 186 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
82. 166. 229. 34 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
46. 120. 170. 38 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
46.19. 85. 11 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
79.183.53. 176 | srael 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop dr op 2
46.19. 85. 132 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
192.117.174. 106 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
109. 64. 144. 228 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
37.26.148. 173 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
193. 240. 115. 4 Uni ted Ki ngdom 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop dr op 2
195.189. 193. 1 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
79.176.210.252 |lsrael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
46. 19. 85. 69 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
82. 80. 89. 41 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
46. 43. 104. 36 Pal estinian Territory, Qcupi ed|147.237.77.216 |dover.idf.il|FHrst packet isn't SN drop drop 1
46.19.85.11 | srael 147.237.76.42 |refuah.idf.iflnvalid ACK nunber Bad TCP sequence |noni t or 1
88. 198. 25. 217 Cer many 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
46. 19. 85. 108 | srael 147.237.72.166 |aka.idf.il |l nvalid ACK nunber Bad TCP sequence |al ert 1
188.225.171.98 |Palestinian Territory, Qecupi ed|147.237.77.216 |dover.idf.il|FHrst packet isn't SN drop drop 1
89. 138. 70. 237 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
5. 255. 253. 124 Russi an Federation 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1
46.19. 85. 12 | srael 147.237.76.42 |refuah.idf.iflnvalid ACK nunber Bad TCP sequence |noni t or 1
212.179.61.126 |Israel 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
80. 230. 87. 33 | srael 147.237.72.166 |aka.idf.il |l nvalid ACK nunber Bad TCP sequence |nonitor 1
66. 249. 67. 66 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
46. 19. 85. 39 | srael 147.237.77.233 |ata .idf.il |Invalid ACK nunber Bad TCP sequence |nonit or 1
212.179. 218. 166 |l srael 147.237.72. 166 |aka.idf.il |Hrst packet isn't SN drop drop 1
81.218.251.250 |[Israel 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop dr op 1
85.72.40.4 G eece 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Ste

Devi ce

Too Many of the Sane Response Code (404) in Session from

Action

‘Count

46. 19. 85. 39 | srael 147.237.0. 19 nadi matal .idf.i 46.19. 85. 39 B ock 325
80. 179. 209. 109 |l srael 147.237.72. 166 |aka i df . i Distributed Lhaut hori zed LRL Access on B ock 13
wan aka. i df . i | // mai n/ har edi ni webr esour ce. axd
2.52.136. 69 I srael 147.237.76.86 |navy.idf.il Whaut hori zed LRL Access to B ock 8
waw navy. i df . i | / consol e/ cor e/ doc_ngr/ doc_ngr. asp
87.68.54.113 |l srael 147.237.72. 166 |aka i df . i Distributed Lhauthorized URL Access on B ock 7
wan aka. i df . il// nmai n/ rabanut / webr esour ce. axd
) . . .JOstributed Uhaut horized URL Access on
212.179.61. 126 |lsrael 147.237.0. 19 nadi matal .idf.i madi matal i df.i | //shared aj ax/ updat enakat qaunt i ty. aspx B ock 4
37.26.147.194 | srael 147.237.72. 166 |aka. i of .i | Distributed Lhaut hori zed LRL Access on B ock 3
wan aka. i df . i | // mai n/ har edi ni webr esour ce. axd
149. 88.113. 107 |lhited Sates 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 2
77.125.135.206 |lsrael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 2
212.25.106.78 |lsrael 147.237.72. 166 |aka. i df .i D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
213.57.248. 164 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
84.94.185.98  |Israel 147.237.0.34  |tikshuv.idf.il |-hauthorized LR Access to . Bl ock 2
ww ti kshuv. i df.il/tenpl at es/ oprol escat egory/ opr ol escat egory. i n. aspx
46.19. 85. 219 | srael 147.237.72. 166 |[aka. i df . il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 2
46.120.78.251 |Israel 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
79.178. 14. 38 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
46. 43. 104. 36 (F;ajcis;i';'ja” Territory, 1147.237.77. 176 |nat pash.idf .11 |Unaut hori zed URL Access to wmw cogat . i df .i1/894-en B ock 2
) . . - JUhaut hori zed URL Access to
212.179.21. 194 |Israel 147.237.0.19 |nadimatal.idf.i rach mat al i df . i |/ shar ed/ aj ax/ updat eakat qaunt i ty. aspx B ock 2
89. 138. 22. 37 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
. D stributed Unhauthorized URL Access on
176. 12. 145. 29 I srael 147.237.72. 166 |aka. i df.il v akal i df i 1// mai v/ har edi i webr esour ce. axd Bl ock 1
149. 78. 160. 226 |Lhited Sates 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
68. 180. 228. 232 |lhited Sates 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to wwu aka.idf.il/brothers/klali B ock 1
95. 86.117. 180 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
S D stributed Unhauthorized URL Access on
46. 121. 64. 46 | srael 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31/ | 894- he/ nakhal . aspx B ock 1
217. 194. 206. 20| sr ael 147. 237. 72. 166 |aka. i df i Distributed thaut horized URL Access on Bl ock 1
wan aka. i df . il // nai n/ rabanut / webr esour ce. axd
. D stributed Unhauthorized URL Access on
46. 19. 86. 51 I srael 147.237.72. 166 |aka.i df.il v akal i df i 1// mai v/ har edi i webr esour ce. axd Bl ock 1
212.14.227.12 gcis;ilg(ljan Territory, 147.237. 77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 1
. D stributed Unhauthori zed URL Access on
85. 250. 18. 255 I srael 147.237.72. 166 |aka.i df.il v aka. i df i 1// mai v/ har edi i webr esour ce. axd Bl ock 1
R D stributed Uhaut hori zed URL Access on
2.54.141.128 | srael 147.237.76. 42 |refuah.idf.il 147. 237. 76. 42/ | 894- hel r ef uah. aspx B ock 1
157.55.39.89  [Wnited Sates 147. 237. 72. 166 |aka. i df . Wnauit hor i zed LRL Access to . . B ock 1
v aka. i df . i |/ kanh ar/ news/ wa svi va. gov. i |
79.178.109. 203 i srael 147, 237.72. 166 |aka.i f . Wnknown Pararet er _M EVBTATEGENERATCR i n None 1
wn aka. i df . i |/ mai n/ gi yus/t er ns. aspx
66. 249. 78. 236 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 938- he/ r ef uah. aspx B ock 1
109. 253. 131. 151 |l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
Unaut hori zed URL Access to
46. 116.212. 47 | srael 147.237.72. 166 |aka. i df .il wwy aka. i df . i |/ sites/resources/ chi nuch/ styl es/ i nport/ bottommavi gat on. |Bl ock 1
asp
. s Unaut hori zed URL Access to
91. 200. 12. 74 Wkrai ne 147.237.77. 216 |dover.idf.il i df . i 1/ 1283- 11845- en/ dover . aspx/ t r ackback/ B ock 1
80. 246. 130. 162 |Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
46. 19. 85. 69 | srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
176. 12. 145. 203 |l srael 147.237.72. 166 |[aka. i df . il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
149. 78. 160. 226 |lhited Sates 147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to www aka.idf.il /| ondi miforum B ock 1
’ S Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 1
109. 64. 116. 145 |l srael 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to wwwu aka. i df.il/hiyus B ock 1
52. 6. 31. 228 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/14-5603- he/ B ock 1
s D stributed Unhauthori zed URL Access on
46.19.86. 71 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 1518- he/  ef uah. aspx B ock 1
212. 14. 227. 12 z'cf;i'géa” Territory, 1147, 237. 77. 216 |dover. idf. il |Unauthori zed LRL Access to wawidf.il/894-ar Bl ock 1
. . D stributed Unhauthori zed URL Access on
85. 250. 203. 8 | srael 147.237.72. 166 |aka. i df.il ww aka, i of . i1//ht tps: / v aka i df i |/ Bl ock 1
Unhaut hori zed URL Access to
157. 55. 39. 89 Lhited Sates 147.237.77.74 |lawidf.il vy | aw i df . i1/tenpl at es/t enpl at econt rol s/ news/ si p_storage/files/6/14 |B ock 1
46. pdf /
S Mil tiple Uhtraceabl e SS. Sessi ons from79. 178. 196. 252 ( Pr ot ocol
79.178.196. 252 |l srael 147.237.72. 166 |aka. i df . il viol ation (SSL QONN SERVER HELLO) None 1
. D stributed Unhauthorized URL Access on
66. 249. 93. 239 I srael 147.237.72. 166 |aka.i df.il v akal i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 1
132. 64. 216. 151 |l srael 147.237.72. 166 |aka.i df .i Uhaut hori zed URL Access to waw aka. i df.il/main/gui yus B ock 1
R Unaut hori zed URL Access to
94. 102. 53. 195 Net her | ands 147.237.77.74 |lawidf.il 147.237.77. 74/ i ncl udes/ t enpl at es/ error . tpl Bl ock 1
s D stributed Unhauthori zed URL Access on
46.117.0. 133 | srael 147.237.76.42 |refuah.idf.il 147 237. 76. 42/ | vebr esour ce. axd B ock 1
212.235.124. 214|l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
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