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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |wéb Ste |9 gnature | Devi ce Action |Count |
184. 91. 78. 223 Lhited Sates 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 1326
66. 249. 78. 82 | srael 147.237.77.74 |lawidf.il TCP handshake viol ation, first packet not syn drop 974
176. 58. 76. 49 Pal estinian Territory, Qcupied |147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 506
66. 249. 78. 89 | srael 147.237.77.74 |lawidf.il TCP handshake viol ation, first packet not syn |drop 127
66.249. 78. 111 | srael 147.237.77.170 |nmarachot.idf.il TCP handshake vi ol ation, first packet not syn |drop 109
66. 249. 78. 104 | srael 147.237.77.170 |maarachot.idf.il TCP handshake viol ation, first packet not syn |drop 68
81.218. 241. 26 | srael 147.237.77.216 |dover.idf.il SYN H ood unveri fi ed cooki e drop 31
193. 43. 244.102 |l srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 20
138.134.192.10 |[lsrael 147.237.77.216 |dover.idf.il SYN H ood unveri fied cooki e drop 15
66. 249. 93. 168 | srael 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 13
212.143.3. 44 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e dr op 11
46.19. 85. 192 | srael 147.237.77.216 |dover.idf.il SYN H ood unveri fied cooki e drop 10
66. 249. 78. 45 | srael 147.237.77. 226 |wwu chanat z. aka. i df.il |TCP handshake viol ation, first packet not syn drop 7
66. 249. 67. 42 | srael 147.237.72.166 |aka.idf.il TCP handshake viol ation, first packet not syn |drop 6
66. 249. 78. 190 | srael 147.237.77.176 |natpash.idf.il TCP handshake viol ation, first packet not syn |drop 3
75.70.251. 111 Lhited Sates 147.237.76.196 |e.sviva.idf.il Bl ock_UWp Al _Nets drop 2
172. 218. 165. 214 |Canada 147.237.77.216 |dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
66. 249. 78. 159 | srael 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
213. 8. 105. 183 | srael 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn drop 2
193. 43. 244. 72 | srael 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn drop 2
62. 90. 52. 239 | srael 147.237.77.216 |dover.idf.il SYN H ood unveri fied cooki e drop 2
134. 147. 203. 115 [Ger nany 147.237.76. 148 |oqcenter.aka.idf.il B ock Np Al _Net drop 2
46. 19. 86. 239 | srael 147.237.77.216 |dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
183. 90. 37. 171 S ngapor e 147.237.77.216 |dover.idf.il SYN H ood unveri fi ed cooki e drop 2
80. 179. 143. 41 | srael 147.237.77.216 |dover.idf.il SYN H ood unveri fied cooki e drop 2
85. 130. 226. 9 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 2
59. 38. 194. 49 Chi na 147.237.8. 50 e tikshuv.idf.il L4 Source or Dest Port Zero drop 1
124.232.142. 220 |China 147.237.76.176 |test.ncore.idf.il Bl ock_UWp Al _Nets drop 1
81.218. 198. 54 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e dr op 1
210. 96. 115. 50 Korea, Republic of 147.237.77.216 |dover.idf.il SYN H ood unveri fi ed cooki e drop 1
23. 95. 82. 226 Lhited Sates 147.237.76.86 |navy.idf.il B ock Udp Al Nets drop 1
85. 250. 32. 11 | srael 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
79.178. 14. 38 | srael 147.237.77.216 |dover.idf.il SYN H ood unveri fied cooki e drop 1

5. 108. 92. 136 Saudi Arabi a 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
77.127.198. 62 | srael 147.237.77.216 |dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
89.139. 163. 220 |lsrael 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
79.181.51.8 | srael 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

5. 255. 253. 124 Russi an Federation 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
85. 130. 216. 49 | srael 147.237.77.216 |dover.idf.il SYN H ood unveri fied cooki e drop 1
79.176.207. 124 |l srael 147.237.77.216 |dover.idf.il Bl ock_UWp Al _Nets drop 1
212.143.54.217 |Israel 147.237.77.216 |dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
124.232.142. 220 |China 147.237.76.44 |e.refuah.idf.il B ock Wp Al Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.76.201 |e.ata .idf.il B ock Up Al Nets drop 1
10.0.0. 13 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 1
149. 78.160. 162 |Lhited Sates 147.237.77.216 |dover.idf.il SYN H ood unveri fied cooki e drop 1
79.177.178. 45 | srael 147.237.72.156 |anan.idf.il Bl ock_UWp Al _Nets drop 1
212.143.122. 14 |Israel 147.237.77.216 |dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te | Name | Devi ce Action |Coum |
71.6.167. 142 Lhited Sates 147.237.72. 166 aka.idf.il DVRep_B-N _60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.76.42 refuah.idf.il DVRep_B-N _60_100 Bl ock 1
188. 138. 9. 50 Ger many 147.237.72. 166 aka.idf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.72. 156 anan. i df.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 233 atal.idf.il DVRep_B-N _60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147. 237. 76. 200 eitan. aka.idf.il DVRep_B- N _60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.72.14 dover.idf.il (ol d) DVRep_B-N _60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82.80. 25. 221 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 2
43. 255. 191. 163 Japan 147.237. 8. 50 e. tikshuv.idf.il ET SCAN Potential SSH Scan 1
213.57.109. 248 | srael 147.237.77. 216 dover.idf.il portscan: TCP Oistributed Portscan 1
5.29.81.32 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
147. 236. 34. 160 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
124. 232. 156. 65 Chi na 147.237.76.197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
123. 138. 215. 145 Chi na 147.237. 76. 200 eitan aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
117. 146. 229. 234 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
46.19. 86. 219 | srael 147.237.77. 216 dover.idf.il portscan: TCP Oistributed Portscan 1
43. 255. 191. 163 Japan 147.237.72.217 e.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 163 Japan 147.237.8. 45 e.etanidf.il ET SCAN Potential SSH Scan 1
138.134. 192. 10 | srael 147.237.77.216 dover.idf.il portscan: TCP O stributed Portscan 1
124.232. 156. 65 Chi na 147.237.76. 148 ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
123. 138. 215. 145 Chi na 147.237.76. 200 eitan aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
109. 186. 184. 117 | srael 147.237.77. 216 dover.idf.il portscan: TCP Oistributed Portscan 1
62.219. 139. 79 | srael 147.237.77.216 dover.idf.il portscan: TCP D stributed Portscan 1
43.255. 191. 163 Japan 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Qount ry Target Address ‘S te ‘Massage
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 13
37.48.120. 214 |Net her| ands 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 9
46. 117.60. 217 |lsrael 147.237.77.233|atal .idf.il |SWNretransmit wth different w ndow scal e Szgu;?; noni t or 6
2.54.4.55 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 5
212. 14. 242. 36 gjcis;i|:ém Territory, 147. 237.77. 216 |dover i df . i 1[Fi rst packet isn't SN dr op drop 4
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 3
46.19. 86. 227 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 3
80. 246. 133. 130 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
46.19. 85. 192 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
87. 68. 49. 248 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 2
79.182. 164. 221 |l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 2
79.178.176. 138 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
64.12.253.130 |Whited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
2.54.179. 13 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
91.227.71.250 |lsrael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 2
79.182.199. 95 |Israel 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 2
84.108.189.51 |Israel 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
5. 255.253. 124 |Russi an Federation 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
46. 19. 85. 38 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
176. 12. 151. 130 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 2
212. 143. 54. 217 |l srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 1
62. 219. 193. 203 |l srael 147.237.72. 166 |aka. i df .1 |Invalid ACK nunber Bad TGP aert 1
sequence
37.26.147.254 |lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
185. 32. 176. 133 |l srael 147.237.72. 166 |aka.idf.il [Invalid ACK nunber Bad TCP noni t or 1
sequence
81.218.40.194 |lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
46. 19. 86. 48 | srael 147.237.76. 42 |refuah.idf.i]l nval i d ACK nunber Bad TCP noni t or 1
sequence
87.68.214.121 |lsrael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 1
79.182.196. 232 |l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 1
81.218. 251. 251 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
79.179. 143. 193 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
46.19.86.48  |israel 147.237.76. 42 |refuah.idf | "eXPected post SYN packet - RST or SN dr op drop 1
expect ed
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 1
207. 46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
79.180.9. 90 | srael 147.237.72. 156 |anan.idf.il |l nval i d ACK nunber Bad TCP noni t or 1
sequence
109. 66. 61. 21 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 1
79.183.230. 77 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 1
66. 249. 67. 74 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
85. 130. 216. 49 |lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
79.180. 123. 34 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
37.26.147.195 |lsrael 147.237.72. 166 |aka.idf.il [Invalid ACK nunber Bad TCP noni t or 1
sequence
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry| Target Address ‘S te ‘ Name Acti on ‘Count
37.26.147.229 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 13
Do Unaut hori zed URL Access to
79.182.164. 221 I srael 147.237.72. 166 |aka. i df . i1 aka.idf.il/sites/resources/ chi nuch/styl es/inport/bottommavi gat on. asp B ock 8
Do D stributed Lhaut hori zed URL Access on
192. 115. 88. 194 |l srael 147.237.72. 166 |aka. i df . il v aka. i df i 1// i n/ r abanut / webr esour ce. axd B ock 6
Do DO stributed Unaut hori zed URL Access on
192.114.2.35 | srael 147.237.72. 166 |aka. i df .i | Ve aka i dff i 1// mai v r abanut / webr esour ce. axd Bl ock 5
37.26.146.209 |israel 147.237.72. 166 |aka idf. i1  |D StVibuted Unauthorized URL Access on B ock 4
waw aka. i df . i | // mai n/ har edi i webr esour ce. axd
178. 137. 85. 64 |lkrai ne 147.237.77. 176 [nat pash. i df . i l|Uhaut hori zed URL Access to www cogat . i df.il/901-11442-en/ Bl ock 3
95. 35. 32. 15 | srael 147.237.72. 166 |aka.idf .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
81.218.97.114 |Israel 147.237.72. 166 |aka idf. i1 |D St/1buted tnauthorized URL Access on B ock 2
wwv aka. i df.i | // mai n/ scri pts/css3pie. htc
95.86.99.11 [ srael 147. 237.72. 166 |aka idf. i1 |D Stributed Unauthorized URL Access on B ock 2
wan aka. i df . il// mai n/ har edi nd webr esour ce. axd
84.228. 33.148 |l srael 147.237.72. 166 |aka.idf .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
2.54.62.149  [israel 147.237.72. 166 |aka idf. i1  |D StVibuted Unauthorized URL Access on B ock 2
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
46. 19. 85. 229 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 2
89. 138. 2. 155 | srael 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to www idf.il/11&4€33- 19857- hd€«/ dover . asa€px B ock 2
85.64.172. 107 |l srael 147.237.72. 166 |aka.idf .i | Uhaut hori zed URL Access to waw aka. i df.il/nai n/sachar/undefi ned Bl ock 2
134. 249. 53. 8 Lkr ai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw |l aw i df.il/tenpl ates/getfil e/ Bl ock 2
79.181. 106. 252 |l srael 147.237.72. 166 |aka. i df. il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 2
109. 65. 169. 75 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
66. 249. 67. 20 | srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
Do D stributed Lhaut hori zed URL Access on
85. 250. 122. 251 |l srael 147.237.72. 166 |aka.idf.il ww aka, i df i 1//ht t ps: / w aka. i df i1/ Bl ock 1
5.29.103. 73 | srael 147.237.72. 166 |aka. i df.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |Miltiple Uauthorized URL Access from 66. 249. 78. 166 Bl ock 1
Do DO stributed Unaut hori zed URL Access on
149. 78. 53. 56 | srael 147.237.72. 166 |aka.idf.il ww aka i df i 1//ht t ps: / w aka. i df i1/ Bl ock 1
46.117.60. 217 |l srael 147.237.77.233|atal .idf.il D stributed Whaut hori zed URL Access on 147.237.77.233//1134- he/ at al . aspx |Bl ock 1
84.108.189.51 |Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/tenpl ates/|inks/ &= B ock 1
37.16.72.139 France 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/consol e/ core/ doc_ngr/nul | Bl ock 1
207.46.13.95 |lhited Sates  |147. 237.77. 216 |dover.idf.i1 [1@uthorized LR Access to . . Bl ock 1
w i df . i | /engli sh/organi zati on/ chapl ai ncy/ chapl ai ncy. st m
2.54.40. 164 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
176. 12. 137. 130 |l srael 147.237.77.233|ata .idf.il D stributed Whaut hori zed URL Access on 147.237.77.233//1134- he/ at al . aspx |B ock 1
109. 253. 149. 64 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
66. 249. 67. 74 | srael 147.237.72. 166 |aka.idf.il D stributed Whaut hori zed URL Access on 147.237.72. 166/ / Bl ock 1
37.26.148.253 |Israel 147.237.72. 166 |aka idf.i|  |DStributed thauthorized URL Access on Bl ock 1
wan aka. i df . i1/ / mai n/ har edi i webr esour ce. axd
87. 69. 86. 50 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
5.102.254.173 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
82.80.16.116 | srael 147. 237.72. 166 |aka idf. i1 |D St'ibuted tnauthorized UL Access on Bl ock 1
wwv aka. i df il //nai n/scripts/css3pie. htc
77.125. 89. 36 | srael 147.237.77. 216 |dover.idf.il |Miltiple Uauthorized URL Access from 77.125. 89. 36 Bl ock 1
157.55. 39. 3 Lhited Sates 147.237.72. 166 |aka.i df .i | Lhknown Paraneter </script in ww aka.idf.il/ishurindnain/url None 1
95. 86. 115. 17 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
Do DO stributed Unaut hori zed URL Access on
46. 121. 134. 204 |l srael 147.237.72. 166 |aka.idf.il ww aka i o i 1//ht t ps: / w aka. i df i1/ Bl ock 1
37.16.72.139 France 147.237.72. 166 |aka.idf.il Unknown Par anet er docl d&pageNum i n aka. i df . i |/ chi nuch/ news/ None 1
208. 80. 194. 123 |Lhited Sates 147.237.76.31 |nakchal .idf.il|Uaut horized URL Access to 147.237.76. 31/ sip storage/fil es/ 2/ B ock 1
176.12. 149.59 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
80. 246. 130. 223 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
109. 253. 156. 0 |l srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 67. 157 |lsrael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to waw aka.idf.il/sachar/forns/dowl oadf ormasp |B ock 1
82.80.196.44 |israel 147.237.72. 166 |aka idf. i1 |D St/1buted tnauthorized UL Access on B ock 1
wan aka. i df .il//main/scripts/css3pie. htc
5.102.254. 179 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1274- he/ at al . aspx Bl ock 1
192.114.169.3 |Israel 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.125. 89. 36 | srael 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wwidf.il/tenplates/article/6 s3 Bl ock 1
157.55.39. 5 Lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
95.153. 183. 17 :3:;;”' o 147.237.77. 176 |mat pash. i df .i1|Di stributed Unknown HTTP Request Met hod B ock 1
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