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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 104 | srael 147.237.77.170 naar achot . i df .il TCP handshake viol ation, first packet not syn drop 3118
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 179
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forward 172
220.181.108. 110 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 90
149. 78. 27. 52 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Qi dest - r eset 76
66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 45
122.102. 204. 59 Japan 147.237.76. 199 e. nakchal .idf.il B ock_Udp Al Nets drop 4
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Frk_Under Attack _Con Htps drop 2

85. 25. 103. 50 Cer many 147.237. 76. 38 eeneitav.idf.il Bl ock_Up Al _Nets drop 1
110. 174. 10. 142 Australia 147.237. 76. 42 refuah.idf.il Bl ock_UWlp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste

|Nama

|Davi ce Action|Count|

128.242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Per nint 5
46. 19. 85. 82 | srael 147.237.77.234 |halag.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
85. 25. 103. 50 Ger nany 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep _B-N 60 100 Bl ock 1
198.20.69.98 |lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60 100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77. 227 |e. hanaz. i df .i | DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.77. 121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.77.19 |lawforumidf.il DVRep B-N 60 100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60 100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.234 |hal ag.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 Bl ock 1
71.6.135. 131 Lhited Sates 147.237.72. 166 |aka.idf.il DVRep_B-N 60_100 Bl ock 1
198.20. 70. 114 |lhited Sates 147.237.77. 176 |nat pash.i df .i | DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 27 e nadi matal .idf.il DVRep B-N 60 100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.0. 35 akaws. i df.i | DVRep_B-N 60 100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237.8. 28 e.nobi | e-ks.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 35 akavs. i df.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77. 243 |nobi l e.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237. 8. 24 elifestyleidf.il DVRep B-N 60 100 Bl ock 1
188. 138. 9. 50 Cer many 147.237. 72. 156 |anan.idf.il DVRep_B-N 60 100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.76.86 |navy.idf.il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 4
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 4
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 64 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sA (2) 2
109. 186. 70. 28 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
91. 243.126. 2 Iran, Islamc Republic of 147.237.72. 217 e idf.il ET SCAN NVAP -sS w ndow 3072 1
2.52.13.160 | srael 147.237. 72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
218.77.79.43 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
125. 39. 116. 219 Chi na 147.237.8. 27 e nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 243. 126. 2 Iran, Islanic Republic of 147.237.72. 217 eidf.il ET SCAN NVAP -sS w ndow 4096 1
66. 249. 78. 29 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 1
61. 240. 144. 64 Chi na 147.237.77.216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.77.79.43 Chi na 147.237.8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 1
125. 39. 116. 219 Chi na 147.237.8. 27 e nadimatal .idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘ Message

Devi ce

‘Count

Action

204.13.200.28 |Whited Sates 147.237.72. 166 |[aka. i df .i | Frst packet isn't SYN drop drop 15
66.249.78.173 |lnited Qates  |147.237.77. 216 |dover. i of i1 [\VA 1 d segnent retransmssion. Packet  (Sreaning Engine: TGP Invalid drop 12
dr opped. Ret r ansni ssi on
157. 55. 39. 59 Lhited Sates 147.237.77.216 |dover.idf.il |Frst packet isn't SN drop drop 5
5. 255. 253. 124 :ZZ:; o 147.237.77. 216 |dover. i df il |First packet isn't SWN drop drop 4
46. 19. 86. 238 | srael 147.237.77. 216 |dover.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 3
212.179.21.196 |Israel 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 3
46.19. 86. 238 | srael 147.237.77. 216 |dover.idf.il |l nvalid sequence nuniber Bad TCP sequence noni t or 3
213.57.158. 100 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
157. 55. 39. 6 Wited Sates  |147.237.72. 166 |aka icr.i1 ||V 1d segnent retransmssion. Packet  (Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansnii ssi on
52.16.5.197 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
109. 253. 158. 12 |l srael 147.237.77.216 |dover.idf.il |Frst packet isn't SN drop drop 2
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
80. 246. 133. 185 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
194.90. 125.17 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN dr op dr op 1
100. 2. 28. 93 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
46.19.85. 71 | srael 147.237.77. 216 |dover.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
89. 27. 138. 50 Ger many 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
66. 249. 92. 63 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
46. 19. 85. 98 | srael 147.237.77. 216 |dover.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
216.223.27.22 |lhited Sates 147.237.72. 166 |aka. i df . il Frst packet isn't SWN dr op dr op 1
92.247.181.29 |Bulgaria 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 1
65. 55. 210. 11 Lhited Sates 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 1
2.52.25.111 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
74.82.47. 43 Lhited Sates 147.237. 77. 212 |e. dover . i df . i|Geo- | ocati on i nbound enf or cenent Qeo-| ocati on enf or cenent dr op 1
185. 32.179. 202 |l srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
93.172. 34. 126 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't SN drop drop 1
66. 249. 67. 58 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
128.242.249.14 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
80. 246.130. 65 |lsrael 147.237.76.42 |refuah.idf.il i’; ;et ransmt wth different wndow Bad TCP sequence noni t or 1
185. 32. 179. 202 |l srael 147.237.72. 166 |aka.i df .i | Inval i d sequence nunber Bad TCP sequence noni t or 1
94.230.86.169 |lsrael 147.237.72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 32 | srael 147.237.72. 166 |aka. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
141.212.122.35 |lLhited Sates 147.237.77.61 |e.cogat.idf.i|Geo-1ocation i nbound enf or cenent Qeo-| ocati on enf or cenent dr op 1
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|Top Attackers In V\AF|

At acker Devi ce

Count ry Target Address |Ste Acti on ‘Count
109. 64. 160. 99 |l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 10
. . Uhaut hori zed URL Access to
80.179.91. 24 | srael 147.237.72. 166 |aka. i df . il v aka. i of i 1/ i n/ har edi nd webr esour ce. axd Bl ock 3
37.26.147.175 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 3
157.55. 39. 6 Lhited Sates 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 3
) . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il wow navy. i df . i | / 994- 8613 he/ navy. aspx. aspx Bl ock 2
Unaut hori zed URL Access to
37.142.131. 100 |l srael 147.237. 72. 166 |aka. i df .i | wn aka. i df . i |/ sites/resources/ chi nuch/styl es/inport/bottommavi gaton. |B ock 2
asp
D stributed Uhauthori zed URL Access on
79.176. 136. 228 |l srael 147.237.72. 166 |aka. i df .il wan aka. i df . il //sites/resources/ chi nuch/styl es/inport/bottommavi gat on |Bl ock 2
. asp
212.117.136.8 |Israel 147. 237.72. 166 |aka. i of .11 Whknown Paraneter anmp;t in None 1
wane aka. i df . i |/ mai n/ kapat z/ webr esour ce. axd
61.135.190. 72 |Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ Bl ock 1
31.13.98.113 Irel and 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/902-8184-he Bl ock 1
157.55.39. 7 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 1
79.177.147.58 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.78.82 |Israel 147.237.77.74 |lawidf.il Illegal Paraneter Encoding searchlext in None 1
wan | aw i df . i |/ 275- hel pat zar . aspx
184. 105. 139. 68 |Lhited Sates 147.237. 72. 166 |aka.i df .i | D stributed Unhaut hori zed URL Access on 147.237.72. 166/ / Bl ock 1
. . D stributed Unaut hori zed URL Access on
46.19.86. 1 | srael 147.237.72. 166 |aka.idf.il v aka, i df i | // mai v/ har edi m webr esour ce. axd Bl ock 1
s D stributed Lhauthori zed URL Access on
84.108. 213. 164 |l srael 147.237.72. 166 |aka.idf .il v aka. i df i 1// mai v/ har edi mvebr esour ce. axd B ock 1
68. 180. 228. 117 |Lhited S ates 147.237.77. 216 |dover.idf.il Ml ti pl e Whaut hori zed URL Access from 68. 180. 228. 117 Bl ock 1
61. 135. 190. 199 |Chi na 147.237.0. 15 kosher-kravi.idf.il Uhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
217.12.202.39 |kraine 147.237.77.74 |lawidf.il D stributed PHP At enpt Bl ock 1
31.193.51. 84 France 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code Bl ock 1
157. 55. 39. 89 Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 78. 104 |l srael 147.237. 77. 170 |n@arachot . i df .i | Uhaut hori zed URL Access to nmaarachot.idf.il/ni Bl ock 1
) . . Uhaut hori zed URL Access to
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il v i of . 1/ hebrew or gani zati on/ gi vati /i vati . stm Bl ock 1
46.19.86.254 |Israel 147.237.72. 166 |aka. i df .i | Distributed Lhauthorized URL Access on B ock 1
wan aka. i df.il// mai n/ rabanut / webr esour ce. axd
. . D stributed Unaut hori zed URL Access on
5.29.42. 160 | srael 147.237.72. 166 |aka.idf .il v aka i df i1 // i v/ har edi m vebr esour ce. axd Bl ock 1
65. 101. 234. 159 |Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
157.55. 39. 208 |lhited Sates 147.237. 77. 226 |wwn chanat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
80. 246. 130. 65 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66. 249. 78. 159 |Israel 147. 237. 77. 216 |dover. i df . Distributed Lhaut hori zed URL Access on B ock 1

viwy i df . i 1//newsite/ english/main.stm

208. 115. 125. 39 |tited Sates  |147. 237. 77. 216 [dover.idf il Whauthori zed LR Access to B ock 1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /

) . . Uhaut hori zed URL Access to
52.4.217.78 Lhited Sates 147.237.72. 166 |aka.idf .il v aka, i of i 1/si p_st or agel fi | es/ 2/ 60042. pof Bl ock 1

5. 255. 253. 124 ?;3;:1’} o 147. 237. 77. 216 |dover. i df .i Distributed Suspicious Response Code B ock 1

109. 64. 160. 99 |l srael 147.237. 72. 166 |aka. i df .i | Mil tipl e Uhaut hori zed URL Access from 109. 64. 160. 99 Bl ock 1

77.75.77. 32 Czech Republic |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/page/ 18/ Bl ock 1

66. 249. 67. 42 | srael 147.237.72. 166 |aka.idf .il Uhknown Paranet er 4d9c6f 40 in wwu aka. i df .i |/ mai n/ gi yus/f ag. aspx None 1

176.12. 150. 83 |l srael 147. 237. 72. 166 |aka i of . i | Distributed Lhaut horized LR Access on B ock 1
wn aka. i df . i | // mai n/ rabanut/webresour ce. axd

80. 246.133.19 |Israel 147.237. 72. 166 |aka. i df .| Distributed Lhauthori zed URL Access on B ock 1
ww aka. i df . i | // mai n/rabanut/webresour ce. axd

66. 249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 938- he/ r ef uah. aspx Bl ock 1

S Unknown Paraneter anp;t in

212.117.136.8 |[lsrael 147.237.72. 166 |aka.idf.il Wi aka, i df . i |/ mai n/ kapat 2/ scri ptr esour ce. axd None 1
Unaut hori zed URL Access to

54.166.122.69 |[lLhited Sates 147.237.77. 216 |dover.idf.il waw i df . i |/ engl i sh/ announcenent s/ 2002/ j anuary/ 11. st m and Bl ock 1
january/11.stm

31.13.98.112 Irel and 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/902-8183-he Bl ock 1

66. 249. 78. 14 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/nobile/ Bl ock 1

184.73.81.214 |lLhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to www navy.idf.il/&€EZ B ock 1

46. 19. 85. 58 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 894- he/ r ef uah. aspx Bl ock 1

82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to wwv aka.idf.il/https:/ww aka.idf.il/ B ock 1

66. 249. 78.248 |Israel 147.237.76.42 |refuah.ict.il Distributed Unaut hori zed LRL Access on Bl ock 1

147.237. 76. 42/ / 938- he/ r ef uah. aspx
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