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|Top Attackers | n DDoS- Def ence |

Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
99. 103. 210. 40 Lhited Sates 147.237.72. 156 anan. i df.il TCP Scan (vertical) drop 886

66. 249. 78. 97 | srael 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn drop 327
220.181. 108. 167 Chi na 147.237. 76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 232

99. 103. 210. 40 Lhited Sates 147.237.72. 156 anan.idf.il TCP handshake viol ation, first packet not syn drop 10

99. 103. 210. 40 Lhited Sates 147.237.72. 156 anan.idf.il Frk_Under Attack Con_Tcp dr op 1
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 1

192. 3. 202. 58 Lhited Sates 147.237.76. 197 e hinush.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste

|Nama

|Davi ce Action|Count|

128. 242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Perni t 24
46.137.134. 188 |Irel and 147.237.72. 156 |anan.i df .i | DVRep_P- N _40- 59 Per nit 10
46.137.134. 188 |Irel and 147.237.72.166 |aka.idf.il DVRep_P- N _40- 59 Per nit 10
85. 25. 43. 94 Ger nany 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76. 200 [eitan. aka.i df .i | DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.8.45 |e.eitan.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.30 [|hinush.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 Bl ock 1
71.6.135.131 Lhited Sates 147.237.77.216 |dover.idf.il DVRep B-N 60 100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
46.19. 85. 121 | srael 147.237.0.34 |tikshuv.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
85. 25. 43. 94 CGer nany 147.237.77.176 |natpash.idf .il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 24 e lifestyle.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77. 178 |e. nat pash.i df .i | DVRep B-N 60 100 B ock 1
85. 25. 103. 50 CGer nany 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 227 |e. hanaz. i df .i | DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il DVRep B-N 60 100 Bl ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
82. 80. 25. 221 I srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 26
99. 103. 210. 40 Lhited Sates 147.237.72. 156 |anan.i df .i | ET SCAN NVAP -sS w ndow 1024 9
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 4
66. 249. 78. 97 Lhited Sates 147.237.77. 170 |n@arachot . i df.i| |ET SCAN NVAP -sA (2) 2
66.249. 78. 111 Lhited Sates 147.237.77. 170 |n@arachot . idf.il |ET SCAN NVAP -sA (2) 2
66. 249. 67. 90 Uhited Sates 147. 237. 72. 166 |aka i df i1 atSER’\/ER-t i APACHE Apache nmod_ssl non-SSL connection to SSL port denial of service 1
61. 240. 144. 67 Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i I|[ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147.237.77. 234 |hal ag.i df .i | ET SCAN NMAP -sS wi ndow 1024 1
218.6.132. 45 Chi na 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 2048 1
61.240. 144. 64 |Chi na 147.237.0.19 |nadimatal.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
216.178. 244. 160|Lhited Sates 147.237.0.19 |nadimatal.idf.il |ET SCAN Behavioral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection |1
99. 103. 210. 40 Lhited Sates 147.237.72. 156 |anan.i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
91,224, 132, 118 [SSIan 147.237.77.74 |lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
Federation
61. 240. 144. 67 |Chi na 147.237.77. 170 |n@arachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
218.6.132. 45 Chi na 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 65 Chi na 147. 237. 8. 45 e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 6.132. 45 Chi na 147.237.76.30 |hinush.idf.il ET SCAN NVAP -f -sS 1
91.224.132. 118 |55 147.237.0.34 |tikshw.idf.il  |[ET SCAN NVAP -sS wi ndow 1024 1
Federation
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|Top Attackers In FW |

Aé)tuiikre; ‘Tar get Address |Ste
99. 103. 210. 40 |lLhited Sates 147.237. 72. 156 |anan. i df .i | Frst packet isn't SN drop drop 34
162.243.2.119 |Whited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 32
118. 193. 205. 34 |Chi na 147.237.77.74 |lawidf.il SAMrul e drop drop 21
37.26.146.248 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 12
96.224.5.142 |lhited Sates  |147.237.77. 170 |nmarachot . i df .i ?Z;;e”ansm't with different wndow gy 1p sequence monitor |12
212.95.7. 32 Austria 147.237.77.176 [natpash.idf.il |Hrst packet isn't SYN drop drop 11
66.249.78.166 |lnited Sates  |147.237.77. 216 |dover.icf.i1 ||V 1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on
187.212. 16. 84 |Mexi co 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
2.52.43.128 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
100. 37. 230. 245 |Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
198. 200. 83. 43 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
5. 255. 253. 124 23;:1”' o 147.237.77. 216 |dover.idf.il  [First packet isnt SN drop drop 2
68.199. 203.98 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
216.218. 206. 80 |Lhited Sates 147.237.76. 201 |e.atal .idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent dr op 1
93.172.34.126 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
198. 200. 83. 43 |Canada 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
157. 55. 39. 59 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
98. 210. 231. 138 |Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
2.54.172. 89 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1
68.180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Ste Action ‘Count
93.173. 1. 204 | srael 147.237.77. 243 |nobi le.idf . i1 Mil tipl e Whaut horized URL Access from 93. 173. 1. 204 B ock 12
157.55.39.178 |lhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 3
66.249.78.173  |lsrael 147.237.77.216|dover.idf.il DO stributed Suspi ci ous Response Gode B ock 2
198. 50. 143. 190 |Canada 147.237.77.74 |lawidf.il PHP Attenpt B ock 2
66. 249. 78. 173 | srael 147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 2
S Unhaut hori zed URL Access to
93.173.1.204 I srael 147.237.77. 243 [nwbi | €. i df .1 nobi | e. i df.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 2
: C e Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 2
184. 105. 247. 196|lhited Sates 147.237. 72. 156 |anan. i df .i | Unhaut hori zed URL Access to 147.237.72. 156/ B ock 1
96. 224. 5. 142 Lhited Sates 147.237. 77. 170 |n@arachot . i df .i | CVE- 2011- 3192: Apache_htt pd Renot e Deni al _of _Servi ce_ ME B ock 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 1
: s Unaut hori zed URL Access to
207.46.13. 95 United Sates 147.237.77. 216 |dover . i df .11 vy i df . i |/t enpl at es/ shar ed/ user control s/ navnenu/ nazi . i df.i | Bl ock !
] S Unhaut hori zed URL Access to
157. 55. 39. 89 Lhited Sates 147.237. 72. 166 |aka. i df .i | wiw aka. i df . i | / val t and nai n/ per sonal ent r ance. asp B ock 1
87.237.122.79 |Ger many 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/w-admn/ B ock 1
66. 249. 67. 66 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 67. 66 B ock 1
186. 84. 185. 231 |Col onbi a 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
98. 206. 23. 78 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/english/statistics/civilian stm B ock 1
54.163.100.58 |Whited Sates 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode B ock 1
216.218. 206. 66 |Lhited Sates 147.237.76.39 |nobile. neitav.idf.i|Uauthorized URL Access to 147.237.76. 39/ B ock 1
92.53.114. 87 :32::1”' on 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wordpress/wp-adm n/ B ock 1
66.249.67.90 |l srael 147. 237. 72. 166 |aka. i of . i | %&mﬂfﬁfiﬁ% - Frotocal vidlation None 1
99. 103. 210.40 |lhited Sates 147.237.72. 156 |anan.idf.il Uhaut hori zed URL Access to / B ock 1
54.163.100.58 |Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df . i | /dover/ sit e/ mai npage. asp B ock 1
176.12.148.191 |lsrael 147.237.72. 166 |aka.i df .i | D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
66.249.78.89  |Israel 147.237.77.74 |lawidf.il llegal Paraneter Encoding searchext in None 1
wan | aw i df . i |/ 275- hel pat zar . aspx
207.46.13. 1 Lhited Sates 147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 207.46. 13. 1 B ock 1
119.176.87.81 [China 147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/1086- 15093- en/ dover. as B ock 1
66. 249. 78. 236 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
66.216.170.29 |lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua.atal .idf.il/wp-adnin/ B ock 1
180.76. 4. 171 Chi na 147.237.77. 176 |nat pash.i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
66. 249. 78. 89 | srael 147.237.77.74 |lawidf.il Miltiple |llegal Parameter Encodi ng from66.249. 78. 89 None 1
207.46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 52 B ock 1
157.55.39. 7 Lhited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/natash B ock 1
66. 249. 64. 69 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
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