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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

|9 gnature

|Device Action  |Count |
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 3651
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 230
204. 42. 253. 2 Lhited Sates 147.237. 76. 31 nakchal .idf.il Bl ock_Udp Al _Nets drop 1
185. 32.179. 178 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 1
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|Top Attackers In IPS|

Attacker Address \Attacker Gount ry | Target Address |S te | Name | Devi ce Action | Count |
180. 76. 5. 193 Chi na 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Per m t 101
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Per m t 33
69. 253. 42. 43 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
71.6.167. 142 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 226 |ww chanat z. aka. i df .i| |DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76. 196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77.179 |e.nazi .i df .i | DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 226 |ww chanat z. aka. i df .i| |DVRep_B- N 60_100 B ock 1
201. 13. 190. 33 Brazil 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
85. 25. 103. 50 Ger nany 147.237.77.74 |lawidf.il DVRep_B-N 60 100 B ock 1
192.116. 177. 146 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
71.6.167.142 Lhited Sates 147.237.77.227 |e.hanaz.idf .il DVRep B-N 60_100 B ock 1
93. 120. 27. 62 Ronani a 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8.50 e. tikshuv.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.34 |yohalan.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237. 8. 45 e.etanidf.il DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Ronmani a 147.237.77. 226 |ww chanat z. aka. i df .i| |DVRep_B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237.77.176 |natpash.idf.il DVRep B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.76.202 |e.halag.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Atacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 5
66. 249. 78. 97 Lhited Sates 147.237.77.170 naarachot.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 29 Lhited Sates 147.237.77.74 lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 65 Chi na 147.237.0. 35 akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 39. 68. 33 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.162. 116. 49 Sweden 147.237.76. 197 e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 39. 68. 33 Lhited Sates 147. 237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -f -sS 1
46. 162. 116. 49 Sweden 147.237. 0. 200 ndu. i df.il ET SCAN NVAP -sS wi ndow 1024 1
188. 95. 158. 103 Lkr ai ne 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
98. 143. 148. 107 Lhited Sates 147.237.72. 217 e.idf.il ET SCAN Potential SSH Scan 1
91.224.132. 118 Russi an Federation 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.77.178 e.natpash.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
208. 39. 68. 33 Lhited Sates 147. 237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46.162. 116. 49 Sweden 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
188. 95. 158. 103 kr ai ne 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224, 132.118 Russi an Federation 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
82.117. 208. 243 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

Target Address ‘ Ste

‘ Message

‘Oount

Gountry Action
66.249.78.159 |United Qates |147. 237, 77. 216 |dover.igr.it |7V 1d segnent retransmssion. Packet  |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
66.249. 78.166 |United Qates |147. 237. 7. 216 |dover.iaf.iy |7V 1d segnent retransmssion. Packet  |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansm ssi on
69. 253. 42. 43 Lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 5
73. 46. 78. 64 Lhited Sates |147.237.77.216|dover.idf.il |FHrst packet isn't SYN drop drop 3
207.46. 13. 95 Lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN drop dr op 1
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN dr op drop 1
46.19. 86. 100 | srael 147.237.77. 216 |dover.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
79.183. 142. 138 |l srael 147.237.77. 216 |dover.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
108. 7. 14. 161 Lhited Sates |147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 1
123.125.71.69 |China 147.237.77. 176 |natpash.idf.il|H rst packet isn't SYN drop drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |dte ) ‘Count
Country Action
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 78. 166 B ock 3
157.55.39.225 |lhited Sates 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 157. 55. 39. 225 B ock 3
207.46.13. 1 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Whaut hori zed URL Access from 207.46.13. 1 B ock 2
R Unaut hori zed URL Access to
5.9.151. 67 Cer many 147.237.76. 42 |refuah.idf.il refua atal .idf.il/shared usercont rol s/ header upper/ B ock 2
] R Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il wa navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 2
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66.249. 78. 173 B ock 2
157.55.39.178 |lLhited Sates 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka.idf.il/tenpl ates/inner.asp B ock 1
Do Unaut hori zed URL Access to
66. 249. 67. 74 | srael 147.237.72. 166 |aka. i df . il 147. 237. 72. 166/ edi i yoman/ enl ar ge. asp B ock 1
157. 55. 39. 52 Lhited Sates 147.237.77. 243 |nobi l e.idf .i | D stributed Suspici ous Response (ode B ock 1
; A Unaut hori zed URL Access to
207. 46. 13. 111 Lhited Sates 147.237.77. 243 |nobile.idf.il nobi | . i df . |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 B ock 1
76.14.119.222 |lLhited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to /tmnbl ock. cgi B ock 1
s Unhaut hori zed URL Access to
66. 249.78. 159 I srael 147.237.77. 216 |dover . i f .| wan i df . i |/ hebrew or gani zat i on/ ar nor ed/ bar ak/ r eshef . st m Bl ock !
s Unaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 |dover . i f .| www. i df . i | / 1133- 20162- he/ kkkkkkk=0f f 22d83kkkkkkk_0f f 22d83 | °K !
52. 6. 31. 228 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/14-6353- he/ B ock 1
157. 55. 39. 89 Lhited Sates 147.237.72. 166 |aka.idf .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157.55. 39. 6 Lhited Sates 147.237.72. 166 |aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 157.55. 39. 6 B ock 1
66. 249. 78. 204 | srael 147.237.77. 176 [nat pash.i df .i | Lhaut hori zed URL Access to www cogat . i df.il/search/resul ts. aspx B ock 1
157.55.39.179 |[iited Sates  [147.237.72. 166 |aka. idf.il tnknown Paranet er b6e68178 in None 1
wane aka. i df . i |/ mai n/ hone/ def aul t . aspx
66.249.78.45 I srael 147.237.77. 226 [ charat z. aka. i o . i1 | aUthori zed LRL Access to Bl ock 1
wawn chanat z. aka. i df . i | /tenpl at es/ cont act us/ cont act us. aspx
1.169.10.7 Tai wan 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
157. 55. 39. 52 Lhited Sates 147.237.77. 243 |nobil e.idf . il Mil tiple Unhauthorized URL Access from 157.55. 39. 52 B ock 1
95.173. 190. 6 Tur key 147.237.72. 167 |i shuri maka.idf . il Il egal HITP \ersion B ock 1
180. 76. 4. 210 Chi na 147.237.76.31 |nakchal .idf.il D stributed Whaut hori zed URL Access on 147.237.76.31// B ock 1
Unaut hori zed URL Access to
157.55.39. 112 |lhited Sates 147.237.77.74 |lawidf.il vy | aw i df . i1/t enpl ates/tenpl at econtrol s/ news/ si p_storage/files/7/1 |B ock 1
437. pdf /
C o Unaut hori zed URL Access to
66. 249.67.5 | srael 147.237.72. 166 |aka.idf.il whan aka. i df i1 /i p_storagel fil es/ 5/ xOx§xexax™xa 3 Bl ock 1
157. 55. 39. 6 Wited Sates |147.237.72.166|aka idf.il Wnaut hori zed URL Access to . Bl ock 1
wn aka. i df .i |/ ml ui mhovot/tenpl at es/ nai n. asp
207.46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 207. 46. 13. 52 B ock 1
69. 30. 240. 46 Lhited Sates 147.237.77. 234 |hal ag.i df .il |11 egal HITP \krsion B ock 1
66.249.78.89  [Israel 147.237.77.74 |lawidf.il Illegal Paraneter Encoding searchifext in None 1
wan | aw i df . i |/ 275- he/ pat zar . aspx
: S Unhaut hori zed URL Access to
157. 55. 39. 52 Lhited Sates 147.237.77. 243 |nobi l e.idf .i | mobi | e, i | / cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 1
96. 224. 5. 142 Lhited Sates 147.237.77. 170 |naarachot . i df . i | CVE-2011- 3192: Apache_httpd Renote Denial of Service ME B ock 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/images/ 0108 B ock 1
180. 76. 6. 63 Chi na 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to 147.237.77.176/ 1205- ar/ cogat . aspx B ock 1
157.55.39.166 |lhited Sates 147.237.76.86 |navy.idf.il Mil tiple Uhaut horized URL Access from 157. 55. 39. 166 B ock 1
66. 249. 67. 66 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 67. 66 B ock 1
157.55. 39. 6 Lhited Sates 147.237.72. 166 |aka.idf.il Lhknown Paraneter KEY in wwy aka.idf.il/ishurinicityofficers/ None 1
207.46.13.111 |lLhited Sates 147.237.77. 243 |nobil e.idf.il D stributed Suspi ci ous Response Code B ock 1
157.55.39.225 |Uiited Sates |147.237.76.86 |navy.idf.il Wnaut hori zed UR. Access to B ock 1
WA navy. i df . il /giyus/forun asp/ showf or um asp
66.249. 78. 104 |lsrael 147.237.77. 170 |na@arachot . i df . il Uhaut hori zed URL Access to naarachot.idf.il/nobil e/ B ock 1
Russi an Unaut hori zed URL Access to
5. 255. 253. 16 eration 147.237.77. 176 |nat pash. i df . i waw cogat . i df . il /tenpl at es/ shared/ usercontrol s/ norei nf o/ ti chnun. yos |Bl ock 1
h@nai | . com
157.55.30.58  |Wnited Sates  |147.237.77. 216 |dover. i df il thaut hori zed LRL Access to Bl ock 1
wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper /
157.55. 39. 3 Lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
184.105.247. 196U ted Sates  147.287.0.17 |*™ kosher-kravi-Tdf-1 |sg (ntraceabl e Gonnection - Lhknown Server Gertificate None 1
157.55.39. 166 |Uhited Sates |147.237.76.86 |navy.idf.il Unauit hori zed LR Access to Bl ock 1
wan navy. i df . i |/ gi yus/ f or und asp/ showf or um asp
66. 249. 67. 66 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/view ingtop.asp |B ock 1
157.55. 39. 8 Lhited Sates 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/edi myonan/ B ock 1
207.46.13.111 |lhited Sates 147.237.77. 243 |nobi l e.idf .i | Mil ti pl e Unaut hori zed URL Access from 207.46. 13. 111 B ock 1
76.14.119.222 |Lhited Sates 147.237. 72. 156 |anan. i df .i | Lhaut hori zed URL Access to /trmunbl ock. cgi B ock 1
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 1
Unaut hori zed URL Access to
172.245.71.67 |lhited Sates 147.237.77. 216 |dover.idf .il wanv i df . i |/ 1283- 15645- en/ dover . aspx/ rk=0/rs=l wri | aag2chpcrmod9 |B ock 1
unvpsi sabw
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