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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste

|S gnature |Device Action  |Count |
220.181.108. 93 Chi na 147.237. 76. 42 refuah.idf.il TCP handshake vi ol ation, first packet not syn drop 349
104. 192. 0. 20 147. 237. 76. 201 eatal.idf.il [Bock Wp Al Nets drop 1
124.232. 142. 220 Chi na 147.237. 76. 30 hi nush. i df . i | Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country\Target Address |Ste

|NarTe

|mvi ce Acti 0n|Count |

128.242.249. 12 |lLhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Per m t 22
212.235. 20. 125 |l srael 147.237.77.216 |dover.idf.il C1000004: HITP: options nethod (M crosoft) B ock 2
46.116.211. 238 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 2
212.71.238.203 |United K ngdom |147.237.77.216 |dover.idf.il DVRep B-N 60 100 B ock 1
94. 142. 241. 241 [Net her| ands 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |lhited Sates 147.237. 77. 226 |wwn chanat z. aka. i df.il |[DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 226 |wwn chanat z. aka. i df.il |DVRep_B-N 60_100 Bl ock 1
93. 120. 27. 62 Romani a 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
71.198.27.236 |Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.235 |sviva.idf.il DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Ronani a 147.237. 8. 46 e.chinuch.idf.il DVRep _B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 43. 94 Ger many 147.237.8.28 |e.nobile-ks.idf.il DVRep_B-N 60 100 B ock 1
198. 20.70.114 |lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Ronani a 147.237.72.217 |e.idf.il DVRep B-N 60 100 B ock 1
24.90.197.246 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 B ock 1
198.20.69.98 |Lhited Sates 147.237.76.201 |e. atal .idf.il DVRep_B-N 60 100 B ock 1
85.25.103.50  [Ger many 147.237.8.28 |e.nobile-ks.idf.il DVRep_B-N 60 100 B ock 1
198.20.70.114 |lLhited Sates 147.237.77.234 |hal ag.i df .il DVRep_B-N 60_100 Bl ock 1
94, 23. 6. 131 France 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.178 |e. nat pash.i df.i | DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.8.50 e tikshuv.idf.il DVRep B-N 60 _100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 26
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
66. 249. 78. 97 Lhited Sates 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sA (2) 2
43. 255. 191. 161 Japan 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 161 Japan 147.237. 76. 200 eitan aka idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 161 Japan 147.237.76. 148 ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 161 Japan 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
208.184.217. 221 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il ET SCAN NVAP -sS w ndow 4096 1
43. 255. 191. 161 Japan 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
203. 150. 228. 208 Thai | and 147.237.76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
43.255. 191. 161 Japan 147.237. 0. 200 mu.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 161 Japan 147.237.0. 17 m ny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.77.178 e. nat pash.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 161 Japan 147.237.77.170 naarachot . i df.il ET SCAN Potential SSH Scan 1
43. 255. 191. 161 Japan 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 161 Japan 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 161 Japan 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
208.184. 217. 221 Lhited Sates 147.237. 76. 200 eitan aka. idf.il ET SCAN NVAP -sS wi ndow 3072 1
43.255. 191. 161 Japan 147.237.8. 14 e orchot.idf.il ET SCAN Potential SSH Scan 1
203. 150. 228. 208 Thai | and 147.237. 76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
43. 255. 191. 161 Japan 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
91. 224, 132. 118 Russi an Federation 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S te ‘Massage
Country
66.249.78.173 |United Qates  |147. 237. 7. 216 |dover.igf it ||V 1d segnent retransmssion. Packet  |Sreaning Engine: TP Invalid drop 12
dr opped. Ret r ansni ssi on
77.127.250. 247 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN dr op drop 8
66.249.78.159 |United Sates  |147.237.77. 216 |dover.icf.i1 |\[VA1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansn ssi on
189. 60. 22. 75 Brazil 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
66.249.67.74  |Wited Qates  |147.237.77. 216 |dover.iaf i |'V¥1d segnent retransmssion. Packet  |Sreaning Engine: T(P Invalid drop 2
dr opped. Ret r ansm ssi on
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
5. 255. 253. 124 g;z:;nl on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 2
188.138. 17. 205 |Rance 147.237.77. 212 |e.dover.idf.il |Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
85. 64. 101. 68 | srael 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 1
176. 10. 99. 207 |Sntzerl and 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
180. 76. 5. 170 Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
77.237.138.51 |Czech Republic [147.237.77.212|e.dover.idf.il |Geo-1ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
176. 10. 99. 207 Sntzerl and 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
184. 105. 247. 223|Lhited Sates 147.237.76. 197 |e. hi nush.i df . i1]Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
84.111.224. 123 |lsrael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
5.79.68.161 Net her | ands 147.237.77. 216 |dover.idf.il directory traversa overflow DOrectory Traversal noni t or 1
207.46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
176.10. 99. 207 |Sntzerland 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
185. 14. 186.85 [Net herl ands 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
84.111.224. 123 |lsrael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
220.255.1.164 |S ngapore 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
176.10.99. 207 |Swtzerland 147.237.77. 216 |dover.idf.il Wnexpect ed post SYN packet - RST or drop drop 1

SYN expect ed
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |dte ) ‘Count
Country Action
109. 186. 114. 114|l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary Bl ock 8
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 2
66. 249. 78. 82 | srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www | aw idf.il/935 B ock 1
; S Unhaut hori zed URL Access to
207. 46. 13. 52 Lhited Sates |147.237.77.216|dover.idf.il WA i dff . i |/ hebr ew or gani zat i on/ horef ront / tel e. stm Bl ock 1
Unaut hori zed URL Access to www i df.il/aman/site- AfEceAAe AfEceAASAfE
157. 55. 39. 59 Lhited Sates |147.237.77. 216 |dover.idf.il AA+Afa,¢A.. A AfEceAA® AfEceA ASAfa,tAca,~AVAfEceA A AfEcAA®Af  [B ock 1
a,CAdE Afa,tAca-AY, 2-12-2004
74.82.47.2 Lhited Sates [147.237.0.19 |nadi matal.idf.i|Uhaut hori zed URL Access to 147.237.0.19/ B ock 1
64.79. 75. 74 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/). htnb( B ock 1
207.46.13.1 Lhited Sates |147.237.77.216|dover.idf.il Mil tiple Unauthorized URL Access from 207.46.13.1 B ock 1
115.31.175.92 |Thail and 147.237.77. 176 [matpash.idf.il |Enail collector robots 14 B ock 1
; S Unhaut hori zed URL Access to
207.46.13.55 Uited Sates |147.237.77. 176 |mat pash. i df .11 W cogat . i df . i1/ usef ul i nf or nat i on/ news/ pages/ def aul t . aspx Bl ock !
157. 55. 39. 89 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
78.203. 102. 128 |Fance 147.237.72. 166 |aka. i df . il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
s Unhaut hori zed URL Access to
66.249.67.13 |lsrael 147.237.72. 166 |aka. idf T v aka. i df i 1/1i ght s/ asp/i nf o. asp?modul ei d=28cat i d=22703&doci d=22716 |2 K |*
207.46.13.1  |United Sates |147.237.77.216 |dover.idr.i|  |authorized URL Access to . Bock |1
wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/
115.31.175.92 |Thail and 147.237.77. 176 |natpash.idf.il |eMi| Hoarding B ock 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to waw idf.il/irag/french/facts.stm B ock 1
5.255.253.124 | o |147.237.77.216|dover.ich.il  [Uhauthori zed URL Access to wmyidf.i1/newsi te/english/ 0616-2. stm Bock |1
180. 76. 4. 97 Chi na 147.237.77. 176 [natpash.idf.il |Unaut hori zed URL Access to 147.237.77.176/ B ock 1
84.108.85.201 |lsrael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
66. 249. 67. 39 | srael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to www nakhal .idf.il/ni B ock 1
207. 46. 13. 29 Lhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/tenpl ates/| obby/| obby. aspx B ock 1
. S Unhaut hori zed URL Access to
120. 37.240.46  |Chi na 147.237.77. 216 |dover.idf.il i i df i | / 1283- 11845- en/ dover . aspx/ t r ackback/ Bl ock 1
68.180.228. 117 |lhited Sates |[147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 1
37.140. 141. 27 RJSf::I”ion 147. 237. 72. 166 |aka. i df .| Unknown Paraneter siteid in viwaka.idf.il/sites/hone/ defaul t.asp None 1
188. 165. 15. 13  |Fance 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
98. 184. 88. 53 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/aman B ock 1
66. 249. 67. 43 | srael 147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to 147.237.76. 31/ B ock 1
207. 46. 13. 52 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 207. 46. 13. 52 B ock 1
157.55.39. 5 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
] S Unhaut hori zed URL Access to
68.180. 228. 117 Lnited Sates  (147.237.77. 216 |dover.idf. il waw i df . i |/ english/announcenent s/ 2003/ novenber/ 10. st m Bl ock !
64.79.75.74 Lhited Sates [147.237.77.216|dover.idf.il PHP At t enpt B ock 1
188. 165. 15. 13  |Fance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0319-1.stm B ock 1
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