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04-26-2015-00:03:02 to 04-26-2015-01:03:02

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 2571
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 865

66. 249. 78. 204 | srael 147.237.77. 176 nat pash. i df . i | TCP handshake viol ation, first packet not syn drop 808

66. 249. 78. 104 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 298
220.181. 108. 84 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn dr op 29

109. 67. 198. 216 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 17

66. 249. 78. 159 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 3

66. 249. 78. 111 | srael 147.237.77.170 naar achot . i df .i | TCP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

| Target Address

|Ste

|Name

|Davi ce Action |Count |
107. 170. 68. 76 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: maj estic bot B ock 1
109. 66. 146. 133 | srael 147.237.72. 166 aka.idf.il C1000004: HITP: options nethod (M crosoft) B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 30 hi nush. i df .i | DVRep _B-N 60 100 B ock 1




04-26-2015-00:03:02 to 04-26-2015-01:03:02

|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste [Name | count |
66. 249. 78. 104 Lhited Sates 147.237.77. 170 |n@arachot . i df .i | ET SCAN NVAP -sA (2) 34
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 3
176.43.145.15 |Turkey 147. 237. 77. 216 |dover. i df . i | 'sgﬁgﬁ]?m UBCATI N script tag in POST paraneters - likely cross-site |,
66. 249. 78. 159 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64, 59 Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 64 Chi na 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 3. 243. 223 Chi na 147.237.76. 177 |ncore.idf .il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
218.3.243.223 |China 147.237. 76. 147 |chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
2.83.238.191 Por t ugal 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
208. 184.217. 221 |Lhited Sates 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 3072 1
2.83.238. 191 Por t ugal 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 1
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
81.200.91.2  |TSE 147.237.76.86 |navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 Chi na 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.183. 128. 6 Chi na 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 3.243.223 |China 147.237. 76. 148 |gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
2.83.238.191 Por t ugal 147.237.8.46 |e.chinuch.idf.il ET SCAN Potential SSH Scan 1
212.199. 182. 150|! srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
2.83.238.191 Por t ugal 147.237.8.24 |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
176. 12.138. 78 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
81.200.01.2 | ssian 147.237.76.86 |navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1

Feder at i on
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Massage

82. 145. 220. 131 |Eur ope 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 400
212.76.102. 188 |lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 58
37.26.147.255 |lsrael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 7
66.249.78.166 |lnited Qates  |147.237.77. 216 |dover.idf. i1 |\ V@ 1d segment retransmssion. Packet  (Sreamng Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
86. 42. 55. 244 Irel and 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 6
46. 19. 85. 27 | srael 147.237.76.42 |refuah.idf.i|lnvalid ACK nunber Bad TCP sequence alert 6
46. 19. 85. 27 | srael 147.237.76.42 |refuah.idf.i|lnvalid ACK nunber Bad TCP sequence noni t or 6
176.12.150.51 [ srael 147.237.77. 216 |dover. i of i1 || V@ 1d segment retransmssion. Packet  [Streaming Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
66.249.78.159 |United Qates  |147.237.77. 216 |dover.idf. i1\ V@ 1d segment retransmssion. Packet  (Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
94. 230. 86. 230 | srael 147.237.77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 5
79.180. 168. 16 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 5
2.54.17.17 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
176. 12. 145. 85 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 4
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 3
77.127.232.70 |lsrael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 3
46. 19. 85. 27 | srael 147.237.77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence alert 2
207.46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
84.111. 25. 175 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
46. 19. 85. 27 | srael 147.237.77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 2
98. 228. 54. 35 Lhited Sates 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 2
80. 246. 133. 12 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
84. 110. 57. 56 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 2
77.127.232.206 |lsrael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
141.212.121. 194|lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
68.198.141.50 |lhited Sates 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 1
46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
220.181.108. 167|Chi na 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
5. 255. 253. 124 :ZZ:; o 147.237.77. 216 |dover. idf il |First packet isn't SN drop drop 1
109. 64. 42. 16 | srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op dr op 1
66.220. 158. 116 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
176. 12. 150. 51 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
87.68.214. 121 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
77.125.95. 162 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
46. 19. 86. 228 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 1
24.2.247. 164 Lhited Sates 147.237.77. 216 |dover.idf.il|l nval id ACK nunber Bad TCP sequence alert 1
109. 66. 60. 228 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
87.160. 199. 128 |Cer many 147.237.77.216 |dover.idf.il|F rst packet isn't SYN drop drop 1
50. 78. 45. 121 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 1
24.2.247. 164 Lhited Sates 147.237.77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 1
128.232. 110. 28 |Unhited Kingdom |147.237.76. 196 |e.sviva.idf.|Geo-| ocation i nbound enf or cenent @eo-| ocati on enf or cenent dr op 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Ste Acti on ‘Count
80. 246. 140. 43 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 82
80. 246. 139. 49 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 58
66.249.78.173  |lsrael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 173 Bl ock 4
84.111.155.234 |Israel 147. 237.72. 166 |aka i of . i | Distributed Lhaut horized LR. Access on B ock 4
wan aka. i df . i1/ / nai n/ har edi i webr esour ce. axd
2.54.160. 18 | srael 147.237.77. 243 |nobi le.i df . i | Mil tiple Uhaut hori zed URL Access from 2. 54. 160. 18 Bl ock 3
. . Unaut hori zed URL Access to
213. 251. 182. 103|Fance 147.237.77. 176 |nat pash. i df .i | waw cogat .i df i 1/si p storagelfil es/ O/ si ze220x0/ 3410. j pg. St C Bl ock 3
80. 246. 137.96 |l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
; S Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il whn navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Bl ock 2
L Unaut hori zed URL Access to
2.54.160.18 I srael 147.237.77. 243 |mubil e idf . 11| iy e o i1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 2
94.153. 66. 163  |krai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw law i df.il/tenpl ates/getfil e/ B ock 2
157.55.39.178 |lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 2
66.249.78.173 I srael 147, 237.77. 216 |dover. idf. i1 |D Stributed nauthorized UL Access on Bl ock 1
ww i df . i | // newsi t e/ hebrew nai n. stm
S D stributed Lhaut hori zed URL Access on
46. 19. 86. 74 | srael 147.237.72. 166 |aka. i df .il i aka, i df i1 // i n/ r abanut / vebr esour ce. axd B ock 1
176. 12. 150. 219 |Israel 147, 237.72. 166 |aka. i o . i | Distributed Lhaut hori zed LR. Access on Bl ock 1
w aka. i df.il//mai n/ har edi i webr esour ce. axd
Do Unaut hori zed URL Access to
85.131.77.116 Finland 147.237.77.216 |dover. i df .11 wawv i df . i |/ engl i sh/ announcenent s/ 2002/ nar ch/ 31. st m B ock !
71.165.11. 130 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/newsite/ hebrew nai n.stm Bl ock 1
200. 29. 126. 154 |Col onbi a 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwu i df.il/english/sinbol os judios Bl ock 1
66. 249. 64. 61 | srael 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/nain/snalinishowbi g. aspx Bl ock 1
104. 32.162. 117 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www lawidf.il./ Bl ock 1
Unaut hori zed URL Access to
46. 116. 2. 222 | srael 147.237.72.166 |aka.idf .il wawn aka. i df . il/sites/resources/ chi nuch/ styl es/inport/bottomavi gat on. |B ock 1
asp
180. 76. 4. 60 Chi na 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to 147.237.0. 34/ B ock 1
R Unaut hori zed URL Access to
89.138. 226. 221 I srael 147.237.72. 166 |aka. i df .11 vy aka. i df . i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get userdetai | s B ock !
207.46.13.52  |United Sates 147.237.77. 216 |dover igf. | |hauthorized UL Access to - Bl ock 1
ww i df . i |/ honef ront/ hebrew i e-contacts. stm
S Unaut hori zed URL Access to
66.249. 67.58 I srael 147.237.77. 216 |dover . i df .11 wan i df . i | / hebrew or gani zat i on/ ar nor ed/ ar nor ed7. st m B ock !
109. 65. 188. 75 |l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
s Unaut hori zed URL Access to
66.249.78.190 I srael 147.237.77. 176 |mat pash. i f .11 W cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
188. 165. 15. 13  |Fance 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 188. 165. 15. 13 Bl ock 1
46.119. 113. 155 |lkrai ne 147.237. 72. 156 |anan.i df .i | O stributed Lhaut hori zed UR. Access on list.ips.gov.il// Bl ock 1
80. 246. 130. 169 |l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 67. 66 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/hebrew news/shvui mstm Bl ock 1
37.8.27.230 (F;ajcis;i';'ja” Tertitory, 1147 237.77. 176 [mat pash.idf il |naut hori zed URL Access to wmn cogat . i df . i |/ 894-ar B ock 1
157.55. 39. 6 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
s Unaut hori zed URL Access to
66. 249. 78. 197 | srael 147.237.77. 176 |nat pash.i df .i | Wi cogat . i df . i 1/ 1206- en/ cogat . aspxcoor di nat i on Bl ock 1
188. 165. 15. 94  |Fance 147.237.72. 166 |aka.i df .il Lhaut hori zed URL Access to ww aka.idf.il/giyus/asp/ giyus.asp Bl ock 1
46. 121. 247. 55 | srael 147.237.72. 166 |aka.idf .il Lhaut horized URL Access to waw aka. idf.il/https:/ww aka.idf.il/ Bl ock 1
94.159. 130. 143 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
80. 246. 133. 176 |Israel 147. 237.72. 166 |aka. i cf . i | Distributed thaut horized URL Access on Bl ock 1
wwn aka. i df . il // mai n/ rabanut / webresour ce. axd
66.249.78.166 | srael 147, 237.77. 216 |dover.idf. i1 |Shauthorized R Access to. B ock 1
waw i df . i |/ hebrew organi zat i on/ or dnance/ or dnance. st m
46.19.85.176  |Israel 147. 237.72. 166 |aka. i cf . i | Distributed thaut horized URL Access on Bl ock 1
wan aka. i df . i1/ / mai n/ har edi i webr esour ce. axd
85. 64. 189. 76 | srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
68.180.228. 117 |lLhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0403-3.stm |B ock 1
192.171.235.80 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/ history/entebbe2. stm |B ock 1
54.161. 135. 168 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/newsite/ english/021022- 2. st mB ock 1
95.86.73.123  |Israel 147. 237.72. 166 |aka i of . i | Distributed Lhauthorized LR Access on B ock 1
wan aka. i df . il // nai n/ rabanut / webr esour ce. axd
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